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The contributions describes how Proxy MIPv6 can be used for the initial attach procedure over a non-3GPP access network like WLAN (S2b interface). Both roaming and non-roaming cases are shown in this contribution.
1. Introduction

The following sections describe how Proxy MIPv6 [draft-sgundave-mip6-proxymip6-01.txt] can be used over the S2b interface. This document also addresses SAE GW resolution and UE IP address allocation.

This document does not address running PMIPv6 over S2a interface.

2. High Level Description

SAE GW selection is based on APN provided by the UE.  The ePDG sends the APN in the AA Request message.  The HSS/Home AAA then resolves the APN to a particular SAE GW and returns the IP address of the SAE GW in the AA answer message.  In the roaming case, when the ePDG tries to resolve the SAE GW for an APN, the AAA server in the VPLMN maps the APN to a vSAE GW and returns the vSAE GW information to the ePDG.  The Home AAA server still resolves the hSAE GW and supplies the information to the vSAE GW.  How the AAA server resolves the APN to a SAE GW is FFS.
The trigger for the ePDG to provide PMIP-based mobility service to the UE comes from the HSS/AAA Home server during the IPsec tunnel setup.

The IPsec tunnel between the UE and the ePDG is not setup until the PMIP tunnel between the ePDG and the SAE GW is setup. IP address allocation for the UE is done using the configuration payload in the IKEv2 messages.  The proxy home address allocated by the SAE GW is sent as the IPsec remote IP address when the IPsec tunnel is setup. 
Both IPv4 and IPv6 sessions are supported using the IPsec tunnel between the UE and the ePDG and the PMIPv6 tunnel between the ePDG and the SAE GW.

Any 3GPP specific information or policies that need to be transferred to the ePDG are done using vendor specific mobility options [draft-ietf-mip6-vsm-00.txt].  The vendor specific mobility options can be carried in both the proxy binding update and proxy binding ack.

The PMIPv6 signaling messages are protected using IPsec security associations between the ePDG and the SAE GW.  IKEv2 can be used for authentication and setting up security associations between the ePDG and the SAE GW.
2.1 Attach Procedure in the Non-Roaming case
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Figure 1 : PMIP attach procedure in Non-roaming case
The following describes each step in detail
1. The UE when attached to a WLAN network initiates the setup of an IPsec tunnel with ePDG by starting an IKE_SA_INIT exchange.
2. The UE then starts the IKE_AUTH phase by sending an IKE AUTH request message to the ePDG.  In this message, the UE includes the APN in the IDr field.  The UE also requests for IP address configuration for the IPsec tunnel interface.

3. The ePDG then sends a Diameter EAP Request message to the Home AAA server.

4. The Home AAA server/HSS responds with a Diameter EAP response message with an AKA challenge

5. The ePDG responds to the UE with an IKE_AUTH reply message.

6. The UE verifies the MAC in the EAP message, runs the AKA algorithm and responds to the challenge in an IKE_AUTH Request message.

7. The ePDG forwards this to the Home AAA server in a Diameter EAP Request message.

8. If authentication is successful, the HSS/Home AAA server responds to the ePDG with a Diameter EAP Answer message with Success.  The Home AAA server also sends the MSK to the ePDG.

9. Once the PDG receives a success message from the Home AAA server, it sends AAR message to the Home AAA server.  The UE’s username and the APN for the service that the UE wants to access are included in the message.

10. The Home AAA server maps the APN to a particular SAE GW and returns the SAE GW information to the ePDG.  The actual mechanism by which the Home AAA server maps the SAE GW to the APN is FFS.

11. Once the ePDG gets the IP address of the SAE GW, it sends a proxy binding update to the SAE GW.  In the proxy binding update the ePDG requests for IPv4 and IPv6 addresses for the UE.  The proxy binding update is protected by pre-established IPsec security associations between the ePDG and the SAE GW.  If the security associations do not exist, they need to be setup dynamically before the proxy binding update can be sent.

12. The SAE GW processes the proxy binding update and creates a binding cache entry for the UE.  The SAE GW also allocates IPv4 and IPv6 addresses for the UE.  The SAE GW then sends a proxy binding ack to the ePDG.  Once the ePDG receives the proxy binding ack with success status, a PMIP tunnel is setup between the ePDG and the SAE GW.
13. Once the PMIP tunnel is setup, the ePDG responds to UE with an IKE_AUTH Response indicating EAP Success for the EAP procedure that was run earlier.

14. The UE then sends an IKE_AUTH Request message to the ePDG with the AUTH payload protected using the EAP MSK.

15. The ePDG verifies the AUTH payload and if successful sends an IKE_AUTH Response message with the AUTH payload protected using the MSK.  The ePDG also sends the IPv4 and IPv6 address in the CONFIG payloads. 

16. At the end of successful authentication between the UE and the ePDG, an IPsec tunnel is setup between the UE and the ePDG with the address assigned by the SAE GW as the IPsec remote IP address.  Data traffic from/to the UE flows through the IPsec tunnel between the UE and the ePDG and the PMIP tunnel between the ePDG and the SAE GW.
2.2 Attach Procedure in the Roaming case
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Figure 2 : PMIP attach procedure in the Roaming case
The following describes each step in detail

1. The UE when attached to a WLAN network initiates the setup of an IPsec tunnel with ePDG in the VPLMN by starting an IKE_SA_INIT exchange.

2. The UE then starts the IKE_AUTH phase by sending an IKE AUTH request message to the ePDG.  In this message, the UE includes the APN in the IDr field.  The UE also requests for IP address configuration for the IPsec tunnel interface.

3. The ePDG then sends a Diameter EAP Request message to the Home AAA server via the visited AAA proxy.
4. The Home AAA server/HSS responds with a Diameter EAP response message with an AKA challenge.
5. The ePDG responds to the UE with an IKE_AUTH reply message.

6. The UE verifies the MAC in the EAP message, runs the AKA algorithm and responds to the challenge in an IKE_AUTH Request message.

7. The ePDG forwards this to the Home AAA server in a Diameter EAP Request message via the visited AAA proxy.

8. If authentication is successful, the HSS/Home AAA server responds to the ePDG with a Diameter EAP Answer message with Success.  The Home AAA server also sends the MSK to the ePDG.

9. Once the PDG receives a success message from the Home AAA server, it sends AAR message to the Home AAA server.  The UE’s username and the APN for the service that the UE wants to access are included in the message.

10. The Home AAA server maps the APN to the hSAE GW and returns the information in the Diameter AAA message.  The Home AAA server also notices that the UE is attached to a VPLMN and delegates the role of SAE GW resolver to the AAA server in the VPLMN.  The AAA server/proxy in the VPLMN maps the APN to a particular SAE GW and returns the SAE GW information to the ePDG.  The actual mechanism by which the visited AAA server/proxy maps the SAE GW to the APN is FFS. 
11. When the ePDG receives the Diameter AAA message, it obtains the IP addresses of both the vSAE GW and hSAE GW.  It then sends a proxy binding update to the vSAE GW.  In the proxy binding update the ePDG requests for IPv4 and IPv6 addresses for the UE.  The IP address of the hSAE GW is also carried in the proxy binding update in a vendor specific mobility option.  The proxy binding update is protected by pre-established IPsec security associations between the ePDG and the vSAE GW.  If the security associations do not exist, they need to be setup dynamically before the proxy binding update can be sent.
12. The vSAE GW then sends a proxy binding update to the hSAE GW.  The address of the hSAE GW is obtained through a vendor specific mobility option in the proxy binding update.
13. The hSAE GW processes the proxy binding update, creates a binding cache entry for the UE and sets up a PMIP tunnel with the vSAE GW.  The hSAE GW also allocates IPv4 and IPv6 addresses for the UE.  The hSAE GW then sends a proxy binding ack to the vSAE GW.  Once the vSAE GW receives the proxy binding ack with success status, a PMIP tunnel is setup between the vSAE GW and the hSAE GW.

14. The vSAE GW processes the earlier proxy binding update from the ePDG, creates a binding cache entry for the UE and sets up a PMIP tunnel with the ePDG.  Once the ePDG receives the proxy binding ack with success status from the vSAE GW, a PMIP tunnel is setup between the ePDG and the vSAE GW.

15. Once the PMIP tunnel is setup, the ePDG responds to UE with an IKE_AUTH Response indicating EAP Success for the EAP procedure that was run earlier.

16. The UE then sends an IKE_AUTH Request message to the ePDG with the AUTH payload protected using the EAP MSK.

17. The ePDG verifies the AUTH payload and if successful sends an IKE_AUTH Response message with the AUTH payload protected using the MSK.  The ePDG also sends the IPv4 and IPv6 address in the CONFIG payloads. 

18. At the end of successful authentication between the UE and the ePDG, an IPsec tunnel is setup between the UE and the ePDG with the address assigned by the hSAE GW as the IPsec remote IP address.  Data traffic from/to the UE flows through the IPsec tunnel between the UE and the ePDG, the PMIP tunnel between the ePDG and the vSAE GW and the PMIP tunnel between the vSAE GW and the hSAE GW.
3. Proposal

It is proposed to add the contents of section 2 above to section 5.5.1 of TS 23.402
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