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Schemes for mobility for non-3GPP access are discussed on a general level. 
1. Introduction
MIP has been promoted as an IP based mobility mechanism within SAE at least for three types of mobility:

a) 3GPP inter-system handover (meanwhile a working assumption has been made for a solution below Gi, which eliminates MIP here),  

b) Intra-SAE/inter UPE mobility (see e.g. S2-061433), and

c) Mobility between 3GPP and non-3GPP accesses 

This paper focuses on the last item c) of the above list, but some arguments can be reused for item b) as well. Our finding is that solutions for c) may suitably be based on a portfolio of a few MIP variants instead of a single one. The latter would bear either too many restrictions or need still further assumptions and/or optimizations.  

2. Discussion
2.1 MIP Variants for Analysis

As a matter of fact, there is no unique protocol “MIP” as such, but it seems to be a (probably) unfinished toolbox, where MIP variants and extensions have been, and still are, (re)formulated. Yet, for all of them the originally intended target was not seamless handover within or between packet based mobile networks. But this is exactly needed in SAE.  

Let us first be more specific on MIP variants. Currently the following are seen:

a) (Plain) MIPv6/v4 (according to RFCs 3775 or 3344): the usage of Route Optimization mode of MIPv6 is FFS, as it may influence handover (HO) performance.

b) Optimized MIPv6/v4 (based on one of the above two, corresponding): the optimization would be at least for timers and DAD procedures.

c) Fast/Low Latency MIP (according to [7] or [8], the generic term FMIP may be used): this mechanism reduces latency of HOs and increases their seamlessness by allowing to formulate the CoA for the new access system while still being active within the old one, and by forwarding data during the HO. The disadvantage is the coupling of both access systems (there is a need to cross-configure their neighbourhood) and the resulting complexity.   

d) Hierarchical schemes (e.g. HMIP according to [5]): this optimization would probably come into play with large scale deployments only.

e) Proxy MIP for IPv6 (according to [3]): though popular now as a protocol for local mobility management (and thus found with the NETLMM IETF WG), it may also be seen as a “truncated” and therefore more NW based variant of plain MIPv6. A corresponding IPv4 variant exists as well [11]. 

f) FFS are further optimizations of all listed variants, specifically for the SAE target of integrating non-3GPP access NWs with seamless mobility. 

It is useful to assess the existing options a) to f) together with further building blocks, which is done in the following.

2.2 IP Version Dependence

There is a discussion of the dependence of MIP mobility solutions on IP versions in section 7.8.3 of [1]. We want to complete this by fig. 1, where all potentially useful paths between different IP versions of UE’s IP stack, UE’s MIP capability, access network, backbone/connectivity network and destination network are shown. 

The thick straight lines constitute uniform IP version communication, where no further problem arises. Other possible cases include mixed IP version handling, in detail:

1) UEs with dual IP stack (DS) and also dual stack MIP implementation could choose on which version to operate (primarily the destination side IP version would be used). Although this solves the nomadic mobility problem, assuming that also HAs can be selected correspondingly, a seamless mobility is not achieved. This would require that one and the same HA is able to handle MIPv4 and MIPv6 registration requests and is able to set up appropriate tunnels – actually this means a DS HA, see next item.

2) UEs with dual IP stack and DS MIPv6 may connect to IPv4 access NWs by virtue of the compatibility feature described in [2]; this would include a transition mechanism such as (de)tunneling and DS HA.

3) UEs of either IP version (v4 or v6), using the corresponding IP version of MIP and access NW, or possibly a dual stack access NW, can connect to backbone/service entities running the other IP version through a transition mechanism such as NAT-PT. 
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Figure 1: IP Versions for the mobility problem (complete picture)

For cases indicated by question marks (DS access NW and DS backbone/connectivity NW and DS desctination NW entities) their relevance may be debated, but they have been included here in order to solicit an assumption on them.

As visible from the graph, UEs with dual IP stack and DS MIPv6 can best support all types of access NWs. On the other hand, a backbone/connectivity NW infrastructure based on IPv6, but including a transition mechanism from/to IPv4, allows to handle all relevant cases. 

For IP versions in combination with option e), Proxy MIP, we can use the middle and right hand part of fig. 1 (UE IP stack and MIP stack on UE are then removed, and the Proxy MIP Agent then is either for IPv4 or IPv6 (the case of a dual stack access NW probably has not yet been considered, and we ignore it for the time being). 

2.3 Types of Handover

For the sake of clarifying properties of HOs between 3GPP and non-3GPP accesses we may refer to terminology defined in [4] (but slightly adapted):

· UE or NW initiated: options a) – d) are UE initiated. NW initiation would change the hitherto followed paradigm and would require additional signalling. Option e) might seem to be NW initiated, but still the question remains, which kind of trigger is used by the proxy mobility agent to act on behalf of the UE. 

· UE or NW controlled: we understand that all options need NW control, but here we need to be more specific. In principle it could be necessary that all three involved NWs (access NW, VPLMN, HPLMN) take part in this control. As a minimum the MIP HA may allow/deny registrations. But this is actually a too late stage in the handover process and a wrong place for access control. We expect that more elaborate AAA procedures have to be inserted into the mobility signalling (see section 2.5 below). As 

· UE, NW or un-assisted: this point is left open by all listed options. Proposals have been made for a quite general handling in IEEE 802.21, which we suggest to analyse.    

· Push or pull mechanism: this may be seen together with the parallel, active radio capability and the ability to plan the HO (see below). We anticipate that a push mechanism is actually required if parallel radio is not available, only if this is not possible (because of lack of support in non-3GPP access systems) a fallback to pull mechanism should be done. In our view only above option c) (FMIP) would in principle allow for a push mechanism (because of its preparation phase, which constitutes actually “planning” [see next item]).

· Planned or unplanned: in the 3GPP domain backward handovers, which include a preparation phase, are preferred whenever possible, and this largely improves the quality of HOs. In the IP context the terms “predictive” (or “proactive”) and “reactive” are used. All options except c) employ an unplanned/forward/reactive mechanism, and c) is therefore also a relatively complex variant. We think that this constitutes the main drawback for all listed MIP variants and that improvements should be sought primarily in this area (see e.g. a description of this target in [10]).

Note that the terms “host based mobility” and “NW based mobility” seem to be used intuitively in [5] and could be substituted by/expanded to the more precise terms “NW initiated” and “NW controlled”.

2.4 Parallel 3GPP and non-3GPP Radio Capability with MIP

Our assumption is that the LTE/SAE radio is available in parallel to non-3GPP radio, but this capability is not necessarily to be expected for two different non-3GPP accesses. So, HO solutions should take care of this accordingly.

Parallel radio capability generally is felt to be a means to enhance quality/seamlessness of HOs, because it allows a preparation of the HO on the newly encountered radio interface while the data is still being transmitted over the existing one. Yet, to leverage this benefit fully for MIP, it would need further support, e.g. parallel, active Care-of-Addresses (CoA multihoming) and/or bicasting (called IP diversity in [4]). A proposal has been made for extension of MIPv6 in this respect [12].

In our view it is necessary to assess all other above listed MIP variants with respect to this issue, and it might turn out that enhancements are necessary in order to fulfil the requirements. 

2.5 Parallel, Pre- and Postauthentication/-authorization

One main obstacle for doing backwards handovers with IP based protocols is the lack of integration with AAA procedures. Security enhancements are described in [9], consisting of establishment of shared keys and IPSec tunnel between UE and HA, and authentication of MIP binding update messages. It is clear that control of mobility features is not enough for the needs of MNOs, as they want to control very tightly usage of their infrastructure. On the other hand, overlap of functionality is not desired; AAA procedures, performed in the initial stage of access, are the correct place to decide about the handover. It remains to guarantee that the subsequent MIP registration is authenticated.

We see three options how AAA procedures may be performed:

a) Ideally most of the authentication/authorization steps can be taken before the actual handover takes place (note that authentication is then temporarily in parallel with two systems):

a1) with parallel, active radio interfaces this is always possible (but note that the time for parallel usage might be short, e.g. due to fading out of the old radio connection). For I-WLAN the procedures are shown in fig. 2: the UE establishes L2 connectivity, and authentication is executed. Only after its success, L3 configuration can be handled (via DHCP or stateless). Subsequently tunnel authentication and authorization is performed. Only if this also succeeds, MIP signalling can take over. If the outcome of authentication/authorization is negative the UE may stay with the old access or decide for another one (if available). We propose that in SAE parallel radio is assumed for HO’s between 3GPP and non-3GPP accesses. 

a2) without parallel radio, special procedures are needed, if low latency and a certain quality of the HO is required. This might be needed for HO’s between some non-3GPP accesses. The common prerequisite is that the UE has available, or can retrieve, information on L3 properties of the new access system, i.e. the IP address prefix of the subnet homing the access router, which is assumed to contain also the AAA client functionality. FMIP [7] is an implementation on these grounds, but we do not propose it here as a solution, due to its complexity. Furthermore it only solves part of the problem, namely improved user plane handling during HO and finally switching the path, by early knowledge of IP configuration. In our view the AAA functions need similar improvement. Therefore we propose preauthentication/-authorization as an optional enhancement: AAA procedures should be started from the old access system via the SAE core network before the actual handover is performed. The result is that a security context is created in the target access system before the actual handover takes place. The corresponding ongoing activities in IETF should be checked for relevance and applicability [14].

As already stated, for HO between 3GPP and non-3GPP accesses this should anyway not be necessary, because of the assumed parallel radio capability; furthermore the application of this concept in the existing system (SGSN) would require major enhancements. (Even on a newly designed MME it would increase complexity.)  

b) Without support of above options a fallback to postauthentication/-authorization is inevitable, i.e. AAA procedures are started only after the change to the new access system (but equal to the case with parallel radio, fig. 2). Obviously this is a very disruptive mechanism and thus should be avoided. In case of negative result of AAA procedures a fallback to the old access is probably necessary, but would cause considerable latency. 

The procedural parts for parallel and postauthentication/-authorization are extrapolated from I-WLAN in a straightforward manner, as follows (simplified; EAP-AKA may be taken as an example):

1) The UE establishes L2 connectivity with the WLAN; the AAA client (authenticator) initiates the EAP dialog towards the UE. 

2) The AAA client in the WLAN performs the authentication dialogue with the backend AAA server (EAP encapsulated in RADIUS or Diameter. Note: part 2 is interleaved with part 1. The result of part 1 and 2 is also a valid, authenticated local IP address. 

3) A PDG has to be selected, which is done by resolution of W-APN via a DNS query. At this point we note that, due to service continuity, W-APN and APN for the legacy system (or the equivalent in SAE/LTE) need to be aligned.

4) Tunnel authentication and authorization towards the PDG is done by EAP encapsulated in IKEv2. The user IP address, assigned before in the 3GPP access system, is taken over.

5) The AAA client function in PDG performs the dialog with the backend AAA server via EAP procedures encapsulated in RADIUS or Diameter. Note: part 5 is interleaved with part 4.

6) MIP signaling, in either proxy or client mode, can now be exchanged with the HA (located on the IASA).

7) Message authentication for the MIP registration is done. Details of realization in the MIP and AAA protocols are FFS, but basic mechanisms have been proposed in [13]. 
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Figure 2: Parallel or Postauthentication/-authorization

A corresponding procedure for preauthentication/-authorization, and also both variants for access networks without a need for IPSec tunnel establishment (for a general discussion see also [15]), are FFS.
3. Proposal
Resulting from the above discussion we conclude that mobility mechanisms between 3GPP and non-3GPP access systems should be based on the following requirements and assumptions:  

1. UEs shall have dual IP stack and shall support DS MIPv6 according to [2].

2. UE initiated handovers shall be supported, NW initiation of handovers is FFS.

3. Handovers are NW controlled, i.e. the target access NW and the involved SAE networks decide on the execution of the handover (if VPLMN or HPLMN or both depends on the used roaming architecture and NW operator policies). 

4. Handover assistance is optional and FFS; 

5. Handovers are preferably planned, but the HO solution must behave graceful if such planning is not possible and an unplanned HO occurs. Related to this issue, more specifically: 

5a. For SAE terminals parallel radio between 3GPP (legacy and SAE/LTE) and non-3GPP accesses is required.

5a. Between different non-3GPP accesses parallel radio cannot always be assumed. Preauthentication and -authorization procedures should be supported in the SAE system and should be used, if the source and target access systems also support them (in this sense also a push style of authentication shall be done). A fallback to postauthentication/-authorization (or pull style) is done otherwise. 

6. Authentication of binding registrations e.g. according to RFC 4285 is done. The security association between HA and UE may be bootstrapped acc. to or similar to [13].

It is proposed to capture above list in subsection 7.8.3.2 of the SAE TR [1].  
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