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Abstract of the contribution: In this contribution we discuss simultaneous optimized routing and location privacy.

1. Introduction

Section 5 of TR 23.882 lists the requirements and high-level principles for the evolved 3GPP system architecture. Principle 14 says that “the 3GPP evolved system should allow optimized routing” and principle 37 says that “the mobility management shall also be able to enable location privacy protection”.

This contribution discusses the importance of both principles. It is concluded that the 3GPP evolved system shall be able to provide both features simultaneously.

2. Discussion

In Figure 1 a scenario for non-optimized routing is shown. UE1 located in a WLAN 3GPP IP Access System communicates with UE2 located in a visited network. The traffic is routed from UE1 to the ePDG of the WLAN 3GPP IP Access System, then to the SAE GWs in the visited and the home network of UE1, further to the SAE GW in the home network of UE2 then to the SAE GW in the visited network and finally to UE2.
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Figure 1: Non-optimized routing

In the scenario of Figure 1, the route is very long if the topological distance between visited networks and home networks is large. Consider a case where both users are roaming in the US while their home networks are in Europe. In this case all packets have to travel from the US to Europe and back to the US. Consequently, the packet delay is high and may result in bad user experience for delay sensitive services such as VoIP. The objective of optimized routing is to reduce the packet delay by reducing the path length in order to improve user experience for delay sensitive services. 

Figure 2 shows the optimized route for the scenario described above. The packets are now routed directly between both visited networks. This reduces the packet delay and increases user experience significantly in the above mentioned scenarios, since packets are now routed between both networks within the US (no detour over Europe anymore).
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Figure 2: Optimized routing

Location privacy support prevents that one’s location is revealed. This is a feature that is provided by current cellular systems and that is considered very important, since revealing one’s location can have serious consequences for a user. In the context of IP, a local IP address bound to a specific user can be used to derive the geographic location of that user to some extent. Hence, the problem of location privacy translates here to hiding any relation between the local IP address of a user and any information that identifies the user in packets sent by the user’s UE. 

A complete solution should hide the location of the user from eavesdroppers on the path as well as from correspondent nodes – be it other UEs or servers in the Internet. In case of Mobile IP, the home address and the care-of address (or Proxy Mobile IP agent address) should not simultaneously be visible in the packets received by eavesdroppers and correspondent nodes.

3. Conclusion

As discussed above, both optimized routing and location privacy are very important features and one should not be forced to choose one at the cost of loosing the other, i.e., the system should be able to provide both features simultaneously. The decision to actually use none, either of them or both of these features for a specific user can be based on user and/or network policies.

4. Proposal

We propose to include the following requirements into TS 23.401 and TS 23.402:

· The SAE system shall support simultaneous location privacy and optimized routing.
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