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Abstract: This document discusses the impacts and benefits to enable/disable user plane encryption on a per-user basis. It is proposed to have this feature especially when the termination of the encryption and header compression is at Core Network. 
1.  Introduction

Currently, although user plane encryption is an optional feature, it could only be switch on/off for all the users. When this feature is switched on, all the traffic of all the users has to be encrypted which leads to burden of network entities and terminals.

However, it is noticed that only a small part of users welcome encryption of their user plane traffic. Furthermore, some of them prefer end-to-end encryption and do not even trust the operator. This means a lot of network and terminal resources are lavished. When the encryption and header compression function is terminated in the SAE core network (SAE GW/UPE), the consumption of core network entity resource is quite much.

Being able to switch on/off the user plane encryption on a per-user basis according to the user’s subscription data is not difficult but has a lot of benefits. Some of the benefits are listed as follows.

1) Security can be provided as a value-added service to the users who need encryption.

2) Terminal simplicity. Maybe some ultra low price terminal need not support encryption/decryption at all.

3) Network entity simplicity. May only need to be prepared for encryption for 5% throughput.
4) Lower burden. May only need to be running on 20% burden of the device capability.
The last two benefits are conclusive when the encryption and header compression function is terminated above eNodeB.
2. Conclusion
It is proposed to have the capability to enable/disable user plane encryption on a per-user basis according to the subscription data, especially when the encryption and header compression function is terminated in the SAE core network (SAE GW/UPE).
***************************************Proposed text for TS 23.401*******************************************
5.2.X
Security
User plane encryption can be switched on/off on per-user basis according to the user’s subscription data.

***************************************End of Proposed text **************************************************

