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1
Introduction

The latest GRUU draft (draft-ietf-sip-gruu-11) includes a new type of temporary GRUU that abides privacy properties to a GRUU, in the sense that a receiving entity would be computationally unable to extract the AoR of the GRUU’s owner from the temporary GRUU.
There is an ongoing debate within IETF about how a UA would be aware of the expiration of a temporary GRUU under certain unusual circumstances like re-starts in the registrar, race conditions during re-registration and others. It is not yet settled how those cases will be solved. In addition, the usage of temporary GRUUs imposes memory and processing requirements on both the UA and the registrar (UE and S-CSCF in IMS).

Temporary GRUUs are necessary in decentralized, non-trusted network environments where the owner of the GRUU does not know what networks will his/her GRUU traverse, or what degree of privacy will those networks abide to his/her GRUU.
The IMS is not such an environment. Trust and privacy are well defined and specified, and thus a heavy-weight privacy mechanism as the one proposed in the GRUU draft is not necessary. A lighter privacy mechanism would fulfil the users’ privacy requirements while at the same time avoid the problems with temporary GRUUs and impose fewer requirements on the UE and S-CSCF.

The following sections describe a possible S-CSCF behaviour for providing privacy when using public GRUUs.
2
Proposal

The following behaviour could be used to handle the temporary GRUUs.  If this is a acceptable, a CR could be drafted to support the following functionality.  The text below is not proposed as text to be included in TS 23.228, but a means to explain a potential solution.
2.1.
S-CSCF providing privacy to public GRUUs
2.1.1.
Registration
On registration of a UE the S-CSCF generates a public GRUU as recommended by the GRUU draft. However a temporary GRUU will not be generated. The UE will be aware only of its public GRUU. The public GRUU will be notified to any entity subscribed to the reg-event package for the associated IMPU as described in draft-ietf-sipping-gruu-reg-event.
2.1.2. Dialog-initiating request processing by originating S-CSCF
When the S-CSCF has finished processing a dialog-initiating request coming from a served user as described in 24.229, before forwarding the request to the next hop it checks whether the request includes a Privacy header set to the value ‘header’; if so, the S-CSCF generates a temporary GRUU of the form “sip:<token>@<S-CSCF domain name>;gr” that it associates to the IMPU and Contact address belonging to the user and UE, respectively, that sent the request. The <token> field in the temporary GRUU must not allow a receiving entity to find out the IMPU associated to the user that sent the request. The S-CSCF then replaces the public GRUU in the Contact header of the request with the temporary GRUU and forwards the request to the next hop as specified in 24.229.

The S-CSCF needs to keep the generated temporary GRUU for as long as the session within which it generated it lasts. Once that session is finished the temporary GRUU can be dropped from the S-CSCF.
The S-CSCF-generated temporary GRUU would not be notified to the entities subscribed to the reg-event package for the IMPU to which the temporary GRUU is associated.

2.1.3 Non-dialog-initiating request processing by originating S-CSCF

For out-of-dialog requests, processing of a non-dialog-initiating request by the originating S-CSCF is similar to the processing of a dialog-initiating request, but the S-CSCF does not need to keep the temporary GRUU.

For in-dialog requests, the originating S-CSCF does not need to generate the temporary GRUU (since it has already been generated during dialog establishment). All the originating S-CSCF needs to do is fetching the temporary GRUU from its internal records and replace the public GRUU in the Contact header of the request by the temporary GRUU.

2.1.4 Dialog-initiating request processing by terminating S-CSCF

When the S-CSCF receives a dialog-initiating request coming from a not-served user, before applying the processing described in 24.229 it checks whether the host part of the Request-URI of the request matches its own domain name. If so, it searches its internal records of generated temporary GRUUs for the SIP URI in the Request-URI of the request and, if there is a match, it replaces the Request-URI of the request with the public GRUU associated to the temporary GRUU. Then it continues processing the request as described in 24.229.

2.1.5 Non-dialog-initiating request processing by terminating S-CSCF
Processing of a non-dialog initiating request coming from a not-served user is the same as that for a dialog-initiating request.

2.1.6 Dialog-terminating request processing by originating S-CSCF
When processing the final response to a dialog terminating request (i.e. BYE) the originating S-CSCF drops any temporary GRUUs associated to the IMPU of the served user for the session being terminated.
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