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Abstract: This document is an overview of Mobile IP and the recent Dual Stack extensions to it.
1.  Introduction
This document briefly overviews the Mobile IP protocols (RFC3344 [2], RFC3775 [3]) and its various modes of operation. The paper then identifies a problem with the basic Mobile IP protocols, namely that each of the MIPv4 and MIPv6 versions of the protocol only satisfy mobility for one of the IP version (version 4 or version 6). A dual stack mobile, then, will have to employ both protocols to be able to move between access networks and even if it does, connectivity can be intermittent when the access network only supports one of the IP versions.

The paper then introduces the concept of dual stack extensions and explains how such extensions allow mobiles using either Mobile IPv4 or Mobile IPv6, move between IPv4, IPv6 and dual stack systems without loss of communications.
Note that this paper does not discuss differences between host-based (Client Mobile IP) and network-based (Proxy Mobile IP) approaches. Instead, it provides background information on the features offered by the Dual Stack extensions in a more generic sense. Such extensions are designed for the client-version of the protocol, but at least in principle can apply to the proxy version too.

2. Mobile IP Basics
The Mobile IP protocol, defined in the IETF, allows a Mobile Node (MN) to move between Internet subnets while maintaining communications based on the addresses of that host at its home subnet. This is achieved by the following steps:
· When a mobile host finds itself at the home subnet, Mobile IP is not used and the host operates the same way with fixed hosts.
· When a mobile host finds itself at a foreign subnet, the host discovers a local address.

· Then the host sends a registration message to its Home Agent (HA) located at the home subnet indicating its Home Address and the Local Address (also called a Care-of Address).
· The HA stores the binding between Home Address and Care-of Address and starts intercepting any traffic arriving on the mobile’s home subnet for the registered mobile host.
· The HA encapsulates any traffic destined for the mobile host into a tunnel with source address the address of the HA and destination address the registered Care-of Address.

· The mobile receives packets from the HA and after decapsulating the original packets are retrieved.
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Figure 1: Basic Mobile IPv4 operation
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Figure 2: Basic Mobile IPv6 operation
A number of variants to the above process exist of which we will mention the following:

Collocated Care-of Address vs. (Foreign Agent) Care-of Address
The local address the host discovers on each foreign subnet can be one of two kinds:

a) Host specific address. In this case it is discovered via DHCP or Stateless Address Configuration. This is called a Collocated Care-of Address.
b) Shared. In this case a designated Access Router (also called a Foreign Agent) advertises an address to be used for Mobile IP purposes. This is called a Care-of Address.

Care-of Address mode i.e., Mobile IP with Foreign Agent support is only supported by Mobile IPv4.
Collocated Care-of Address mode is supported by both Mobile IPv4 and Mobile IPv6.

Client vs. Proxy Mobile IP

Mobile IP is designed to run in the host (attached to the IP stack). Mobile IP can, however, be modified to be run in a proxy mode, in which case an Access Router runs Mobile IP on behalf of the mobile.
The proxy mode of operation for Mobile IPv6 is currently being standardized in the NETLMM WG in the IETF while the proxy mode of operation for the Mobile IPv4 protocol is being standardized in MIP4 WG in the IETF.

Figure 3 illustrates the connectivity a mobile can gain if it uses MIPv4, MIPv6 or both MIPv4 and MIPv6 protocols as a function of moving between IPv4-only, IPv6-only and IPv4/IPv6 access networks.
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Figure 3: Connectivity with basic MIPv4 and/or MIPv6
3. Mobility in a Dual Stack Internet
It is generally assumed that as the Internet is being transitioned from IPv4 to IPv6, the vast majority of the transitioned nodes will be dual stack. In other words, most devices will support both IPv4 and IPv6 protocol stacks so that they can maintain connectivity with IPv4-only sites while taking advantage of IPv6 features when possible.

The Problem: Incompatible MIPv4 and MIPv6 protocols
The problem is that mobility in IPv4 and IPv6 is handled by two non-compatible protocols i.e., Mobile IPv4 [2] and Mobile IPv6 [3].

Mobile IPv4 allows an IPv4 node to move between IPv4 subnets i.e., the Home Address and the Care-of-Address MUST be IPv4 addresses.

Mobile IPv6 allows an IPv6 node to move between IPv6 subnets i.e., the Home Address and the Care-of-Address MUST be IPv6 addresses.

A dual stack host, using both IPv4 and IPv6 home addresses will thus have to use both Mobile IPv4 and Mobile IPv6 protocols to maintain its communications. Even then, the host will lose its IPv6 communications if it moves to an IPv4-only subnet and it will lose its IPv4 communications if it moves to an IPv6-only subnet.

In parallel a network operator that would like to offer both IPv4 and IPv6 services will have to also provide access to Mobile IPv4 and Mobile IPv6 Home Agents, while any Security Associations and handoff related optimizations will have to be duplicated.

The bottom line is that Mobile IPv4 and Mobile IPv6, although similar, they are entirely different in they way they operate, creating an undesirable duplication of functions when used at the same time.

The Solution: Dual-Stack Extensions to MIPv4 and MIPv6
The limitations of basic Mobile IP protocols has been recognized in the IETF, and work on what is called “dual stack” extensions to Mobile IPv4 and Mobile IPv6 protocols is well under way, which are denoted as DS-MIPv4 and DS-MIPv6 [5, 6].
DS-MIPv4 allows Mobile IPv4 Registration Requests (RREQ) to carry IPv6 Home Addresses, in addition to the IPv4 Home Address (see Figure 4 below). 
DS-MIPv6 allows Mobile IPv6 Binding Update (BU) to carry IPv4 Home Addresses, in addition to the IPv6 Home Address (see Figure 5 below). Furthermore, additional extensions are being defined to allow mobiles to register IPv4 and IPv6 Care-of Addresses using MIPv6 (not shown in the figures).
Note that currently the specification that is being developed for DS-MIPv4 does not support IPv4 Care-of Addresses, although this is something that could be added if there was demand for it.
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Figure 4: Dual Stack Mobile IPv4 operation
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Figure 5: Dual Stack Mobile IPv6 operation
Figure 6 illustrates:

· the connectivity a mobile can gain if it uses DS-MIPv4 as a function of moving between IPv4-only, IPv6-only and IPv4/IPv6 access networks;
· the connectivity a mobile can gain if it uses DS-MIPv6 as a function of moving between IPv4-only, IPv6-only and IPv4/IPv6 access networks.
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Figure 6: Connectivity when DS-MIPv6 is used
4 Conclusions

The paper outlined the basic Mobile IP operation and identified the problem arising from using basic Mobile IP in a dual stack Internet. From the discussion it should be clear that the basic Mobile IPv4 and Mobile IPv6 protocols will not be capable to satisfy the requirement of mobility between IPv4 and IPv6 or dual-stack networks.

The paper has described the dual stack extensions recently introduced to the basic Mobile IPv4 and Mobile IPv6 protocols.
With DS-MIPv4 extensions, an IPv4-only terminal will be enabled to obtain access to IPv4 traffic over IPv4, IPv6 or dual-stack mobile networks.

With DS-MIPv6 extensions, an IPv6 terminal will be enabled to obtain access to IPv6 traffic over IPv4, IPv6 or dual-stack mobile networks.

With both DS-MIPv4 and DS-MIPv6 extensions, a dual-stack terminal will be enabled to obtain access to either IPv4 or IPv6 traffic over IPv4, IPv6 or dual-stack mobile networks.

From the network perspective, all three above scenarios can be supported by provision of a MIP Home Agent enabled to support both DS-MIPv4 and DS-MIPv6.

The above conclusions should be interpreted in a generic sense with respect to the issue of host-based vs. network-based mobility approaches. A network-based mobility approach such as Proxy MIP can be combined with DS-MIP as well to support IPv4-only, IPv6 and dual stack mobiles. 
5 Proposal
It is proposed that SA2 endorses the following, in the context of mobility management protocol discussions (e.g., for inter-system mobility): SA2 agrees that the Dual-Stack variants of Mobile IP, as opposed to basic Mobile IP shall be employed. This applies to both host-based [2 – 4] as well as network-based mobility approaches [7 – 10].
This agreement shall be captured in Clause 4 (“Architecture Requirements and Principles”) and/or Clause 6.7 (“Mobility Management Functionality”) of TS 23.402.
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