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1. Overall Description:

SA3 thanks SA2 for the LS on AS initiated requests on behalf of a user.

Some level of security can be provided by the following mechanisms:

1. the I-CSCF needs to uphold a list of the ASs that the I-CSCF trusts, and the I-CSCF needs to be able to filter incoming traffic on an interface based on that information. 

2. use of NDS/IP to protect traffic traversing between security domains

3. S-CSCF is aware of the trusted AS and acts analogous to the current AS-O scenario (TS 23.228, clause 5.6.5), with the clarification that it may verify the AS by the via headers (checking that the I-CSCF and AS headers are correct and trusted).

In the case the AS is under control of the operator, these three measures should provide reasonable security.

It is the understanding of SA3 that the AS could be a third party AS, not under control of the network operator. Also in this case, measures 1 - 3 are needed to ensure reasonable security. In addition, the operator needs to ensure that the connection between the third party AS and the operator is sufficiently secured. This could be achieved using for example NDS/IP or TLS, but it is up to contractual agreements between the operator and the third party.

2. Actions:

To SA2 group.

ACTION: 
SA3 kindly asks SA2 group to take the above information into account for the AS initiated requests on behalf of a user
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