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Abstract: In this contribution, we proposed security context transfer for Intra and Inter 3GPP mobility for low latency handovers.
1. Introduction:

In this contribution, we proposed security context transfer for Inter CN node mobility for low latency handovers. We consider security context transfer scenario for Inter MME handover (LTE security context transfer), Inter UPE handover (LTE security context transfer) and Inter MME/UPE – SGSN handover (LTE -UMTS security context transfer and vise versa). In this contribution we propose to have security context transfer for 3GPP handovers, irrespective of SA3 decision on the authentication mechanism (EAP-AKA or UMTS-AKA) for LTE system. We also request SA2 to recommend SA3 to consider security context transfer for Inter 3GPP Handover. 
2. Discussion:
Security context is the information on the current state of a UE in serving system required to re-establish the security association in the target network. Security context includes the temporary identity issued by the serving network (by which the target network can identify the serving network), agreed security algorithms between the UE and the serving network, agreed encryption and/or integrity protection keys and key identifiers. Current 3GPP standards and specifications consider context transfer as a solution for intra-network handovers. The level of security differs from network to network, for example the level of security in UTRAN is stronger compare to the level of security in GSM networks. However, to reduce the handover latency, the UE is allowed to access the network via security context transfer. And later to impose the security level the target access system can perform access specific complete authentication procedure. 
As already 3GPP TS 33.102 specifies the Interoperation and handover between UMTS and GSM system, it shall be possible to adopt a similar mechanism and key conversion for handover between pre-SAE/LTE and SAE/LTE system, with out compromising the security level.
3. Proposed Security Context Transfer:

Security Context transfer for Inter MME handover:
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1. The IP bearer service is established between the UE and the SAE anchor via the UPE.
2. The eNB1 decides to initiates a handover to eNB2.
3. The eNB1 sends a Handover required message to the s-MME. The message includes eNB2 ID.
4. After receiving the Handover required message from the eNB1, the s-MME selects the t-MME serving the eNB2 and sends Handover required message. The s-MME includes the security context of the UE along with the Handover required message. The security context contains the keys for AS, NAS and UP protection, agreed security protection algorithms, identities, etc., (to be decided in SA3). 
5. The t-MME sends a Handover Preparation Request to the eNB2 (including UE eNB security context).
6. The t-MME sends Handover Preparation Request to UPE to update security context. The bearer plane is established between eNB2 and UPE. The eNB2 sends a Handover Preparation Confirm to the t-MME. It is FFS whether the t-MME sends the same UP keys or sends an update message to use the same keys.
7. The t-MME sends a Handover Preparation Confirm to the s-MME. 
8. The s-MME sends a Handover Command to the UE, to relocate to the eNB2.
Security Context transfer for Inter UPE Handover:
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1. The IP bearer service is established between the UE and the SAE anchor via the UPE.

2. The eNB1 decides to initiates a handover to eNB2.

3. The eNB1 sends a Handover required message to the MME. The message includes eNB2 ID.

4. After receiving the Handover required message from the eNB1, the MME selects the t-UPE serving the eNB2 and sends Handover preparation message. The MME includes the security context of t-UPE and UE along with the Handover Preparation request message.

5. MME sends a Handover Preparation Request to the eNB2 (including UE eNB security context). The bearer plane is established between eNB2 and t-UPE. The eNB2 sends a Handover Preparation Confirm to the MME.
6. The MME sends a Handover response to the s-UPE. MME informs s-UPE of the relocation to t-UPE. Means to minimize lost of data i.e. s-UPE starts bi-casting to eNB1 and t-UPE or data forwarding to t-UPE.
7. The MME sends a Handover Command to the UE.
Security Context transfer for Inter MME/UPE-SGSN handover:
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1. The IP bearer service is established between the UE and the SAE anchor via the SGSN.

2. The UTRAN decides to initiates a handover to eNB.

3. The UTRAN sends a Relocation required message to the SGSN. 

4. After receiving the Relocation required message from the UTRAN, the SGSN selects the MME serving the eNB and forwards Relocation request message. The SGSN includes the security context of the UE in the Forward Relocation Request message. 

Note: Its FFS what protocol carries the security context between SGSN and MME. Security context may be included along with MM context or carried using AAA based protocol.

5. The MME derives new NAS, UP and AS security keys using the encryption and integrity protection keys CK and IK in the UMTS security context. 
Note: During Handover from SAE/LTE to UMTS network, it is assumed that the security context will contain the AKA keys (encryption and integrity protection keys CK and IK), irrespective of SA3 decision on the authentication mechanism (EAP-AKA or UMTS-AKA) for LTE system.
6. MME sends a Handover Preparation Request to the eNB (including UE eNB security context i.e., AS protection keys). The bearer plane is established between eNB and UPE.
7. The eNB reserve the resources.

8. The eNB sends a Handover Preparation Confirm to the MME.
9. The MME sends the Forward Relocation response to the SGSN. The MME includes the target ID to the UE in the response message. 
10. The SGSN sends a Relocation Command to the UTRAN.
11. UTRAN forwards the Target ID in the RRC msg to relocate to the Target ID.

12. UE derives the SAE/LTE specific security keys using the Target ID.
13. The UE establish the Radio bearer with the target eNB.
14. Then the UE does the TA update procedure.
4. Conclusion:
It is proposed to consider the above solution presented in section 3 for security context transfer for Intra and Inter 3GPP handovers and to incorporate the same as an Annex ‘X’ in the TR 23.882
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7. Handover Command
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