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Abstract of the contribution:

This contribution proposes initial input to Section 6.5 of TS 23.402. The proposed text borrows from TR 23.882, TS 33.234 and S3-060841 (the latest version of SA3’s internal technical report on “Security aspects for inter-access mobility between non 3GPP and 3GPP access network”).
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3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

Trusted non-3GPP IP Access: A non-3GPP IP Access Network is defined as a “trusted non-3GPP IP Access Network” if the 3GPP EPC system chooses to trust such non-3GPP IP access network. The 3GPP EPC system operator may choose to trust the non-3GPP IP access network operated by the same or different operators, e.g. based on business agreements.
Note that specific security mechanisms may be in place between the trusted non-3GPP IP Access Network and the 3GPP EPC to avoid security threats. It is assumed that an IPSec tunnel between the UE and the 3GPP EPC is not required.
Untrusted non-3GPP IP Access: an untrusted non-3GPP IP access is an IP access network where 3GPP network requires use of IPSec between the UE and the 3GPP network in order to provide adequate security mechanism acceptable to 3GPP network operator. An example of such untrusted non-3GPP IP access is WLAN and it is made trusted in the Interworking WLAN specifications developed within 3GPP.
*** Next Change *****

6.5       Authentication and Security

<This section describes the authentication and security functions applied when connecting non-3GPP accesses to the SAE core>

It is assumed that an SAE user has a USIM which is used as user credential in authentication.
Authentication protocols are assumed to be run between the UE and an authentication server in the home network. The authentication protocols used via Non-3GPP access are terminated in a 3GPP AAA server, which in turn interfaces with the HSS. This AAA server is further referred to as the Home AAA server or HAAA.
6.5.1
Non-3GPP Access Authentication

Non-3GPP access authentication is used for Access Control i.e. to permit or deny a subscriber to attach to, and use the resources of, a non-3GPP IP access which is interworked with the SAE core network.
Non-3GPP access authentication signalling is executed between the UE and the Home AAA server. This authentication signalling shall be independent on the non-3GPP IP access technology.

Non-3GPP access authentication signalling shall be based on Extensible Authentication Protocol (EAP) as specified in [RFC 3748].

Non-3GPP access authentication signalling procedures shall be based on the WLAN Access Authentication procedures described in Section 6.1.1 of [TS 33.234].

NOTE: 
Non-3GPP access authentication is executed across a reference point which is currently not depicted in the SAE architecture figures. For the purpose of this section we refer to it as S6x. Its functionality is expected to be similar to the Wa/Wd functionality.

6.5.2
Tunnel Authentication for WLAN 3GPP IP Access

In the specific case of WLAN 3GPP IP Access there is a second level of user authentication which takes place along with the UE-ePDG IPsec tunnel establishment. The purpose of this procedure is to authenticate the originator of the tunnel establishment request.

The UE-ePDG tunnel authentication procedure shall be based on procedures described in Section 6.1.5 of [TS 33.234].

NOTE: 
This clause applies only to untrusted non-3GPP IP accesses, such as WLAN 3GPP IP Access.

6.5.3
Mobile IP Authentication

It is assumed that the SAE core network may/shall support both host based mobility (i.e. Client MIP) and network based mobility (i.e. Proxy MIP) procedures. In either case the SAE GW shall include a Mobile IP Home Agent (MIP HA) functionality.

6.5.3.1
Security associations used with Proxy Mobile IP

Figure X1 below gives an overview of the MIP security associations which need to be present with PMIPv6 [PMIPv6]. It is assumed that a Proxy MIP Agent (PMA) and an Authenticator function are located in the non-3GPP IP access.
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Figure X1. Overview of the security architecture for PMIPv6
The needed security associations are:

1. A security association between the UE and Home AAA (HAAA) server. This security association is based on (U)SIM credentials.

2. A security association between PMA and MIP HA. This security association is static and is not UE specific. There is only one security association for any PMA-HA pair. Per-UE security associations are not required between PMA and MIP HA in order to protect the Proxy Binding Update and Proxy Binding Acknowledgment messages.
3. A security association between MIP HA and HAAA server. Typically, this security association is static, regardless of whether MIP HA is in the same administrative domain as Home AAA or not.

The third security association is generally not required for PMIPv6 operation. Depending on implementation it may be used by the MIP HA to check with the AAA infrastructure if a particular PMA is authorised to send Proxy Binding Updates on behalf of a mobile node.
The Authenticator function and the PMA must have a secure means for exchanging authentication related information. How this is achieved is outside of 3GPP standardisation scope.

NOTE: 
Further details on PMIP authentication are FFS.

6.5.3.2
Security associations used with Client Mobile IP

Figure X2 below gives an overview of the MIP security associations which need to be present irrespective of the version of Mobile IP used. The MIP client is located in the UE.

More security associations may be required for certain versions of Mobile IP. E.g. for MIPv4 with a Foreign Agent Care-of Address (FA-CoA), security associations between MN and FA, and FA and HA are needed.
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Figure X2. Overview of the security architecture for CMIP

The needed security associations are:

1. A security association between the MIP client and Home AAA (HAAA) server. This security association is based on a long-term secret.

2. A security association between the MIP client and MIP HA. This security association is established dynamically.
3. A security association between MIP HA and HAAA server. Typically, this security association is static, regardless of whether MIP HA is in the same administrative domain as Home AAA or not.

Any Mobile IP binding update (a.k.a. registration request) originating from a MIP client for which the MIP HA has no established security association shall be authenticated with HAAA’s assistance. The S6 reference point (connecting SAE GW and HAAA/HSS) shall be used for this purpose. Along the same process a security association between the MIP client and MIP HA may be established.

NOTE: 
Further details on CMIP authentication are FFS.
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