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Abstract of the contribution:

This paper discusses the factors that affect the MME pool and UPE pool expansion, and concludes that UPE pool can be larger than MME pool.
Discussion
There are 2 factors that affect the MME/UPE pool expansion. One is the connectivity between eNB and MME/UPE, the other is the configuration task for pool area planning. In SAE, since the S1-MME/S1-UPE is IP based interface, the connectivity between eNB and MME/UPE is not a problem any more due to the ubiquity of IP access. In this paper, we will discuss the configuration factor.

The following need to be considered: 

1. security of S1-MME interface

2. Tracking area management

3. security over interface between MME and UPE

4. security of S1-UPE interface if eNB updates user plane route directly with UPE

Here we only consider the intra PLMN scenario. For inter PLMN scenario, the connectivity between eNBs, and between eNB and MME/UPE maybe limited due to the roaming agreement.
1. Security of S1-MME interface

Security of S1-MME interface can be guaranteed by direct security association between MME and eNB, e.g. IPsec tunnel directly between MME and eNB. This will affect the MME pool expansion because the security association needs to be configured between every MME and eNB which needs to communicate with each other, i.e. between every MME in a MME pool and every eNB managed by this MME pool. eNBs cannot exchange SAE related information with MME in other MME pools even though in IP layer they are connected.
Another way to guarantee the security between MME and eNB is through a security gateway. As we know that eNBs will be dispersed in different sites, which may not be safe, while MME can be centralized into operators’ machine room. A security gateway can be put together with MMEs, eNBs establish security association with it. Security gateway authenticates the access of an eNB, and encrypt/decrypt data between MME and eNB. Security gateway can also establish security association with their counterpart security gateways located at other sites. See figure 1, a mobile VPN is formed by connecting security gateways. This way, eNB can communicate with all MMEs in the same VPN. This topology simplifies the security association configuration, and enables that eNB can communicate with all MMEs in one PLMN.
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Figure 1
2. Tracking area management

MME has to be divided into smaller pools because of tracking area management. It will be an impossible task to configure the TA list of a PLMN to all the MMEs in the PLMN. 
3. security over interface between MME and UPE

Interface between MME and UPE has to be encrypted because user plane encryption key will be transferred over this interface, and also the controlling signalling between MME and UPE should not be altered during transmission, this requires that the interface between MME and UPE is integrity protected.

One way is to establish security association between MME and UPE directly. This will affect the expansion of UPE pool. Suppose the coverage of UPE pool is bigger than MME pool, MME would have to establish security configuration between all the MMEs in the MME pool and UPEs in the bigger UPE pool, since UPE would not change when UE moves within the UPE pool. Usually the number of users a UPE can handle with is less than a MME because UPE has to route and transfer user plane packets. The number of UPE in one bigger UPE pool would be larger than the number of MME. This may cause UPE pool area smaller than MME pool area to simplify the security association configuration.
Another way is to establish VPN between MME and UPE at different sites by using security gateways (see figure 1). MME at one site connect to UPE at another site by going through 2 security gateways. Security (integrity and encryption) will be between these security gateways, there are no integrity nor encryption protection between MME and its local security gateway because they are located at the same place. But this maybe a compromise of security: eavesdroppers in the local network may intercept secretes of subscribers.
4. security of S1-UPE interface if eNB updates user plane route directly with UPE

Security of user plane date over S1-UPE interface need not be considered here, since the security of user data can be guaranteed by end to end IP security. Here we need to consider possible signalling over S1-UPE.
As stated in TR23.882, user plane route update may go directly between eNB and UPE. Since eNB can not be trusted, this signalling need to be authenticated before UPE accepts them. Thus, S1-UPE interface should be integrity protected.

Similar to S1-MME and interface between MME and UPE, there are also 2 ways to protect S1-UPE. One is direct security association between eNb and UPE. This will affect the UPE pool expansion. The other is to connect through security gateway located together with UPE like in figure 1, this will enable omni-coverage UPE pool. 
Conclusion
From the above discussion we can see the security issue is not a problem that hinders the expansion of MME pool and UPE pool. The MME pool area is limited because of the tracking area management. UPE pool expansion has no such obstacle. The coverage of UPE pool area can be bigger than MME pool area.

But in reality, the relation between UPE pool area and MME pool area depends on the network configuration of an operator. If the operator decides to use direct security association between eNB and MME, between eNB and UPE, or between MME and UPE, the UPE pool would be smaller than MME pool. But if operator decides to use other security mechanisms, e.g. using security gateways to form a PLMN VPN, then security will not be a factor affects the pool area relation, thus UPE pool can be much larger than MME pool.
Proposal
We propose the following:

1. Security mechanism that has less effects on the pool area expansion should be adopted, 
2. UPE pool area can cover the whole PLMN
3. Tracking area is divided into tracking area groups; MMEs that manage the same TA group form a MME pool area.
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