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Abstract of the contribution:

The paper discusses existing error handling and proposes error handling means that align error handling between one tunnel and two tunnels. 

Introduction

Some error handling for one tunnel has to be added or clarified to finalise the one tunnel work. This paper re-collects error handling described so far in TS 29.060 and TS 23.007. This is compared with TS 23.060 error handling. Updates for TS 23.060 error handling are proposed to manage one tunnel specific error.

In addition a specific TS 23.060 error case is considered. It is the handling of Un-synchronous States in the UE and the Network.

The proposals are provided in the form of a discussion paper to avoid multiple CR proposals on the same topic.

Re-collection of pre-one-tunnel error handling

TS 29.060 

7.3.7
Error Indication
A GSN/RNC shall send an Error Indication to the other GSN or RNC if no active PDP context, MBMS Bearer Context, or RAB exists for a received G-PDU.

For GPRS, when an Error Indication is received from a GSN, the receiving GSN shall delete its PDP context and the GSN may notify the Operation and Maintenance network element.
7.2.2
Echo Response
The message shall be sent as a response to a received Echo Request.

The Recovery information element contains the local Restart Counter (see section Restoration and Recovery) value for the GSN that sends the Echo Response message. For GTP-U the Restart Counter value shall not be used, i.e. it shall be set to zero by the sender and shall be ignored by the receiver.

The GSN that receives an Echo Response from a peer GSN shall compare the Restart Counter value received with the previous Restart Counter value stored for that peer GSN. If no previous value was stored, the Restart Counter value received in the Echo Response shall be stored for the peer GSN.

The value of a Restart Counter previously stored for a peer GSN may differ from the Restart Counter value received in the Echo Response from that peer GSN. In this case, the GSN that sent the Echo Response shall be considered as restarted by the GSN that received the Echo Response. The new Restart Counter value received shall be stored by the receiving entity, replacing the value previously stored for the sending GSN.

If the sending GSN is a GGSN and the receiving GSN is an SGSN, the SGSN shall consider all PDP contexts using the GGSN as inactive. For further actions of the SGSN refer to 3GPP TS 23.007 [3].

If the sending GSN is an SGSN and the receiving GSN is a GGSN, the GGSN shall consider all PDP contexts using the SGSN as inactive. For further actions of the GGSN refer to 3GPP TS 23.007 [3].
11.2
Path Failure
A path counter shall be reset each time a response is received on the path and incremented when the T3-RESPONSE timer expires for any message sent on the path. The path shall be considered to be down if the counter exceeds N3-REQUESTS. In this case, the GSN or RNC may notify the Operation and Maintenance network element. GTP shall also notify the upper layer of the path failure, so that PDP contexts associated with this path may be deleted.
TS 23.007

10.2
Restoration Procedures (GGSN)
10.2.1
Mobile terminated transmission

When the GGSN receives a mobile terminated PDU for which no valid PDP context exists the GGSN discards the received PDU and may also return an appropriate Error message depending on the protocol used. No further actions are performed by the GGSN. Alternatively, if the GGSN has static PDP information about the PDP address, the GGSN may try to deliver the PDU by initiating the Network-Requested PDP Context Activation procedure (see 3GPP TS 23.060).
10.2.2
Mobile originated transmission

When the GGSN receives a tunnel PDU for which no PDP context exists it discards the tunnel PDU and sends an Error indication message to the originating SGSN. The SGSN deactivates the PDP context and sends an Error indication to the MS. The MS may then re-activate the PDP context.

Discussion
The existing error handling procedures describe a few cases where GGSN contexts are may be deleted or become inactive. These can be assumed to work also in the one-tunnel case. Also a recovery option is described that is rather not optimal for one-tunnel. Some updates of TS 23.007 and also TS 29.060 for one-tunnel error handling seem to be required. Some general consistency check between all three specifications seems necessary.
The handling of Un-synchronous States in the UE and the Network require some one-tunnel error handling during Routing Area Updates. This procedure is then also working during recovery after an RNC reset. Any one-tunnel relation between an RNC and an GGSN that becomes invalid due to an RNC reset is then corrected by the next successful Routing Area Update of the UE.
In addition a network terminated recovery may be added. For this purpose a GGSN initiated update procedure seem better suited than the Network-Requested PDP Context Activation procedure that is mentioned in the GGSN recovery section of TS 23.007.

Appropriate TS 23.060 changes are proposed below.

TS 23.060 Change Proposal
FIRST MODIFICATION

6.1.2.4.1
Handling of Un-synchronous States in the UE and the Network
6.1.2.4.1.1
Unsynchronous PMM states in the UE and the SGSN
In case of RRC connection release with cause "Directed Signalling connection re-establishment" or in case of an error, the PMM state of the MS and the 3G‑SGSN may lose synchronisation. In this case the MS may be in the PMM‑IDLE state while the 3G‑SGSN is in the PMM‑CONNECTED state.

NOTE 1:
The opposite (MS in the PMM‑CONNECTED state and SGSN in the PMM‑IDLE state) shall never happen because the 3G‑SGSN may not have the RAI where the MS is really located, so downlink transfer is impossible until the periodic URA update timer expires.

This situation is recovered by a successful MS initiated connection establishment, e.g. for a RAU or for data transfer, or by a failed downlink transfer with cause "IMSI unknown in RNC", triggering a paging procedure from the 3G‑SGSN.
If the SGSN in PMM-CONNECTED state receives Iu connection establishment request from the MS, the SGSN shall ensure the new Iu connection and the existing one are for the same MS, and if so the SGSN shall process the new request and release existing Iu connection and all RABs associated with it. To ensure that the new Iu connection and the existing one are for the same MS, the SGSN may perform the security functions. If Direct Tunnel was established for the UE the SGSN performs PDP update to direct the GGSN tunnels to the SGSN in case the Iu connection establishment request is for signalling only. The SGSN may immediately establish a new direct tunnel in case the Iu connection establishment request is for data transfer.
The UE shall also perform a RAU procedure immediately on entering PMM-IDLE state when it has received a RRC Connection Release message with cause "Directed Signalling connection re-establishment" even if the RA has not changed since the last update. The UE shall perform a subsequent Service request procedure after successful completion of the RA Update procedure to re-establish the radio access bearer when it has pending user data to send. 

NOTE 2:
The RNC will send a RRC CONNECTION RELEASE message with cause "Directed Signalling Connection re-establishment" when it is unable to contact the SRNC to validate the UE due to lack of Iur connection (see TS 25.331 [52]).
6.1.2.4.1.2
Unsynchronous states in the UE and the UTRAN

In abnormal cases, the UTRAN can believe the UE is in the RRC-CONNECTED state while the UE is actually in the RRC-IDLE state.

Symptoms of this condition are that the UTRAN has an Iu interface connection to the SGSN and the UTRAN pages with the RNTI but receives no answer from the UE.

For UTRAN paging triggered by CS domain pages, the RNC should take the responsibility to recover this situation by re-paging with the Core Network Identity in the cells of that RNC which are in the Location Area indicated by the CN. A consequence of this re-paging is that it may lead to the RNC having two RRC connections for one UE but different RNTIs. To resolve this, when the RNC receives the Common ID message from the MSC, the RNC may request the release of the Iu-PS connection associated with any different RNTI previously associated with that IMSI.
SECOND MODIFICATION

13.8
Recovery and Restoration Procedures

The recovery and restoration procedures are intended to maintain service if inconsistencies in databases occur and at lost or invalid database information. "Invalid" in this context means that the database entry cannot be regarded as reliable.

13.8.1
HLR Failure

When an HLR restarts, it sends to each SGSN where one or more of its MSs are registered a Reset message. This causes the SGSN to mark the relevant MM contexts as invalid, and to set NGAF if an SGSN – MSC/VLR association exists. After receipt of the first valid LLC frame (for A/Gb mode) or after receipt of the first valid GTP‑U packet or uplink signalling message (for Iu mode) from a marked MS, the SGSN performs an update location to the HLR as in the attach or inter-SGSN RA update procedures, and, if NGAF is set, the procedure in clause "Non-GPRS Alert" is followed. The update location procedure and the procedure towards the MSC/VLR may be delayed by the SGSN for a maximum operator configuration-depending on the utilisation of resources during given time period to avoid high signalling load. The periodic backup of HLR data to non-volatile storage is mandatory as described in TS 23.007 [5].

13.8.2
SGSN Failure

When an SGSN fails, it deletes all MM and PDP contexts affected by the failure. SGSN storage of subscriber data is volatile. Based on configuration data, the SGSN shall send a Reset message to each of its associated VLRs. The VLRs shall mark all associations containing the restarted SGSN as unreliable. See TS 23.007 [5]. In the case of optional CAMEL interaction the failing SGSN shall invoke the CAMEL-GPRS-Exception procedure towards the GSM‑SCFs.

If data or signalling, except GPRS attach and RA update, is received in an SGSN from an MS for which no MM context exists in the SGSN, the SGSN shall discard the data or signalling.

If an RA update request is received in an SGSN from an MS for which no MM context exists in the SGSN, or in the old SGSN for the inter-SGSN RA update case, the SGSN shall reject the RA update with an appropriate cause. In order to remain GPRS-attached, the MS shall then perform a new GPRS attach and should (re‑)activate PDP contexts.

If a service request is received in a 3G‑SGSN from an MS for which no MM context exists in the 3G‑SGSN, the 3G‑SGSN shall reject the service request with an appropriate cause. In order to remain GPRS-attached, the MS shall then perform a new GPRS attach and should (re‑) activate PDP contexts.
NOTE:
In some cases, user interaction may be required, and then the MS cannot (re‑)activate the PDP contexts automatically.

When the SGSN receives a PDU Notification Request message for which no MM context exists, the SGSN returns a PDU Notification Response message to the GGSN with an appropriate cause (see clause "Unsuccessful Network-Requested PDP Context Activation Procedure"), and the SGSN may search the MS by paging with the IMSI in the SGSN area. An MS that is paged for PS services with IMSI as the identifier shall perform a new GPRS attach and should (re‑)activate PDP contexts.
When the SGSN receives a GTP‑U PDU from the GGSN for which no PDP context exists, it shall discard the GTP‑U PDU and send a GTP error indication to the originating GGSN. The GGSN shall mark the related PDP context as invalid. 
When the SGSN receives a GTP‑U PDU from the RNC for which no PDP context exists, the SGSN shall discard the GTP‑U PDU and send a GTP error indication to the originating RNC. The RNC shall locally release the RAB.

When the SGSN receives a mobile-terminated SM from the SMS‑GMSC for an IMSI unknown in the SGSN, it rejects the request.

When the SGSN receives a paging request over the Gs interface for an IMSI unknown in the SGSN and the SGSN has not completed recovery, the SGSN may page the MS for packet services with IMSI as identifier in the area specified by the location information provided by the MSC/VLR. If no such location information is provided, the SGSN may page the MS in the routeing areas corresponding to that MSC/VLR. After the MS performs a combined GPRS attach, the SGSN may continue serving the Gs interface paging request.

13.8.3
GGSN Failure

When a GGSN fails, all its PDP contexts affected by the failure become invalid and may be deleted. GGSN storage of subscriber data is volatile.

When the GGSN receives a GTP‑U PDU for which no PDP context exists, it shall discard the GTP‑U PDU and return a GTP error indication to the originating node (the SGSN or, if Direct Tunnel is established, the RNC).
If the RNC receives a GTP error indication from a GGSN and the RNC has the DTI flag set for that RAB, it shall initiate the RAB Release procedure with the error cause 'Resource Not Available in GGSN'.

If the SGSN receives a GTP error indication from a GGSN or a RAB Release Request from the RNC with the error cause 'Resource Not Available in GGSN' (indicating that the PDP context does not exist on GGSN) it shall mark the related PDP context as invalid and send a Deactivate PDP Context Request message to the MS. The MS may then activate a new PDP context.

13.8.4
VLR Failure

When a VLR fails, all its associations with SGSNs affected by the failure become invalid and may be deleted. Based on configuration data, the MSC/VLR sends a BSSAP+ Reset message to each of its associated SGSNs. The SGSNs mark all associations containing the restarted VLR as invalid. After receipt of the first valid LLC frame (for A/Gb mode) or after receipt of the first valid GTP‑U packet or uplink signalling message (for Iu mode) from an MS that is both GPRS-attached and IMSI-attached, the SGSN shall return a Detach Request (Detach Type) message in order to request the MS to perform a combined RA / LA update. Detach Type shall be set to IMSI Detach. The detach procedure may be delayed by the SGSN for a maximum operator-configuration depending on resource utilisation during given time period to avoid high signalling load.

13.8.5
BSS Failure (A/Gb mode)

When a BSS fails, all its BSS contexts affected by the failure become invalid and shall be deleted. BSS storage of data is volatile.

13.8.6
RNC/BSC Failure (Iu mode)

When an RNC/BSC fails, all its RNC/BSC contexts affected by the failure become invalid and shall be deleted. RNC/BSC storage of data is volatile. An SGSN that recognises unavailability of an RNC/BSC or receiving a Reset from an RNC/BSC should preserves all affected PDP contexts as described under “9.2.3.5
RAB Release-Initiated Local PDP Context Modification Procedure”.
Any invalid Direct Tunnel status in the SGSN is corrected when the SGSN receives an Iu connection establishment request from the MS. If Direct Tunnel was established for the UE the SGSN performs PDP update to direct the GGSN tunnels to the SGSN in case the Iu connection establishment request is for signalling only. The SGSN may immediately establish a new Direct Tunnel in case the Iu connection establishment request is for data transfer.

When the RNC/BSC receives a GTP‑U PDU for which no RAB context exists, the RNC/BSC shall discard the GTP‑U PDU and return a GTP error indication to the originating node that may be SGSN or GGSN if Direct Tunnel is established.
If the SGSN receives a GTP error indication from the RNC it shall locally release the RAB. The SGSN should preserve the associated PDP context. The SGSN may initiate the RAB Assignment procedure in order to re-establish the RAB.
If the GGSN receives a GTP error indication it shall mark the related PDP context as inactive. If Direct Tunnel was established the GGSN may initiate an Update PDP Context Procedure to re-establish GTP tunnels.

END OF MODIFICATIONS
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