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1   
Discussion
SA2 has received an LS from SA3-LI regarding lawful intercept aspects on the One Tunnel (SA3LI0686r1/S2-063512). A few issues have been highlighted to SA2:
“SA3-LI would highlight that the approach proposed in bullet b) shall be not allowed, i.e. the CC should not have different paths based on whether the involved subscriber is a target for interception or not, as this could possibly break LI confidentiality requirements (e.g. allowing the target or other parties to detect lawful interception).”
“Bullet b)” in the LS refers to the SGSN Optimisation where two tunnels are used for the subscriber that has Lawful Interception in the SGSN.

A logical consequence of this SA3-LI LS is that SGSN Optimization solution is modified not to fallback to two tunnels when lawful intercept is done, and that user plane related lawful intercept instead is done in the GGSN for non-roaming traffic. For the roaming case the lawful intercept in the VPLMN is done in the SGSN as today. 

This means that the SA3-LI specifications needs to be updated to reflect the architecture used for Rel-7 OTS.
2  
Proposal

It is proposed to follow the LI-SA3 recommendation and to send an LS response to SA3-LI and ask them to implement any required changes in their specifications. A draft LS response is attached. 

If considered necessary it is also proposed to introduce the changes below in the TR 23.809.
First change

5.2
SGSN controlled bearer optimisation 

This approach builds on the premise that the user plane functionality still stays in the SGSN and two tunnels are used in following traffic cases:

a) In roaming case

b) 
c) For the subscriber that has controlling Camel services active

d) GGSN does not support one tunnel solution (FFS) 

In all other traffic cases direct tunnel between RNC and GGSN is used.

The SGSN handles the control plane signalling and makes the decision when to establish direct tunnel between RNC and GGSN or use two tunnels see figure 2 above.
Next change

6.17
Lawful Interception support


6.17.1
SGSN controlled bearer optimisation


For the SGSN controlled bearer optimisation solution, the lawful intercept must be provided in both GGSN and in SGSN. The LI function in GGSN is used when direct tunnel is used (most cases). The LI function in the SGSN is used when two tunnels are used, e.g. for all roaming traffic. 
This is a consequence of the LI confidentiality requirements that the data for an intercepted user shall not have a specific path in the network in order to avoid that e.g. a person being subject to interception is able to notice that he is a target for interception. A configuration only using an LI function in SGSN would at start of interception require a switch from direct tunnel to two tunnels without the end-user noticed this. This requirement should hardly be feasible. 
When the LI function in the GGSN is used, some control plane related information such as SMS and MM-related information does still need to be collected in the SGSN.
6.17.2
GGSN Bearer relay

To be described.

6.17.3
GGSN Proxy

With the GGSN Proxy solution, the GGSN may provide a single point in the network where lawful intercept is done for both roaming and non-roaming traffic. Both the visited and home operator will have the ability to perform lawful intercept in their networks using a single node (the GGSN). Some control plane related information such as SMS and MM-related information does still need to be collected in the SGSN.
Next change
7
Functional Nodes, interfaces and other 3GPP entities

The impact to the functional nodes of PS core network and their interfaces depend on the approach selected for the One Tunnel deployment. The following sub clauses describe the main impacts of the potential solutions.

7.1
SGSN

7.1.1
SGSN controlled bearer optimisation
The main principle of this solution is that whenever RABs are assigned for a PDP context (or re-assigned) the SGSN decides whether to enable direct user plane tunnel between RNC and GGSN or if it needs to handle user plane data and use two tunnels as today.  Further whenever the RAB assigned for a PDP context is released (i.e. the PDP context is preserved) the GTP-U tunnel is established between the GGSN and SGSN in order to be able to handle the downlink packets.
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Figure 7.1.1-1: IDLE mode handling
7.1.1.1
Direct Tunnel decision

SGSN need to decide before every RAB assignment  if direct tunnel can be used or not.

Direct tunnel is not used in following traffic cases:

1) In roaming case when visited SGSN need to provide local charging functions
- This can be configured per APN basis.

2) SGSN has received Camel Service Information (CSI).
- If one tunnel is used then volume reporting from SGSN is not possible. Because the nature of Camel service can not be deduced based on CSI in SGSN before service execution standard two tunnels must be used always when Camel service is involved.


3) GGSN does not support GTP protocol version 1.
- This can be configured per APN basis.

7.1.2
GGSN Bearer relay

To be described.

7.1.3
GGSN Proxy

To be described.

7.2
GGSN

In order to inform GGSN the IP address of RNC and TEID for the active PDP, SGSN will send an Update PDP Context Request message to GGSN. This message, which is an optional message in two-tunnel system, increases the signalling load of GGSN.

RAB release and re-establishment procedures, which become visible to GGSN in one-tunnel system, also increase the signalling load of GGSN. When air-link is bad, the frequent RAB release and re-establishment increase the signalling load of GGSN.

7.2.1
SGSN controlled bearer optimisation

Mandates Lawful Intercept function to be present in the GGSN.
NOTE 1: It is FFS if error indication handling requires modifications.

NOTE 2: Statistic counters of GGSN may be impacted.

7.2.2
GGSN Bearer relay

To be described.

7.2.3
GGSN Proxy

To be described.

7.3
RNC

RNC's that only support ATM transport should be upgraded to support IP transport. Alternatively an IP router with ATM interface can be deployed between ATM network and IP backbone as illustrated in figure 6.7.1-2.

7.3.1
SGSN controlled bearer optimisation
Presumed no impact to RNC.

NOTE 1: It is FFS if error indication handling requires modifications.

7.3.2
GGSN Bearer relay

To be described.

7.3.3
GGSN Proxy

To be described.

End of changes
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