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Abstract of the contribution:
This paper discusses the use of GRUUs and requiring anonymity in the mean time.
Introduction

In IETF an open issue was raised whether there are any requirements known to support anonymous calls while using the GRUU mechanism. This paper summarizes the solution found in IETF and highlights its consequences to 3GPP IMS. Due to complexity of the solution it is proposed that the support of anonymity with GRUU in 3GPP IMS to be postponed for later releases.

IETF solution for anonymous GRUU
In IETF it was agreed that within the bounds of the current IETF draft, there was no need for a level of privacy that was greater than that already provided by RFC 3261. This does not preclude other documents in the future providing a mechanism for a greater level of privacy. The proposal is that on registration, two GRUUs will come back, the regular GRUU and the pseudononymous GRUU. Both the pseudonym and the regular GRUU would be returned in the REGISTER response. The pseudonym would have the property that one could not, by inspection, determine the AOR. However, a recipient of the pseudonym could call the user back, at that instance.
Impacts of anonymous GRUU on IMS
The support of anonymous GRUU would introduce a number of issues in IMS. These are not fundamental issues, but their solution would require careful considerations and would increase the complexity of the IMS implementations.

The first issue is if the GRUU does not contain the public user identity, such as in the case of an anonymous GRUU, then the HSS has to store that GRUU. This is needed in case some other party who has learnt that GRUU sends another SIP request (think of a REFER) towards that anonymous GRUU. The I-CSCF receives the SIP request and queries the HSS to find out the S-CSCF that is serving that anonymous user. 
Further more, that anonymous GRUU has to be unique. So either the anonymous GRUU is generated by the HSS, and the HSS makes sure it is unique; or the GRUU is generated in the S-CSCF, and there is a coordination mechanism to prevent that two different S-CSCFs generates the same GRUU. Even in the last case, the HSS ought to implement a mechanism to verify that the GRUU returned by the S-CSCF is unique.
Another issue is the handling of anonymous GRUU in the reg-event package. The first question is whether the anonymous GRUU should be included and if the answer is yes then further considerations are needed about the handling of them.
Proposal

The use of GRUUs and requiring anonymity is not a typical use-case, e.g., it is not an everyday situation that a user would like to do a call transfer and be anonymous at the same time. Therefore it is proposed that the support of anonymity with GRUU to be postponed later releases of 3GPP IMS. Moreover it should be communicated to the IETF that the support of anonymity with GRUU shall be an optional feature.
3GPP

SA WG2 TD


