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1. Overall Description:

3GPP SA3-LI has made a preliminary analysis from LI perspective of the different currently proposed architectures for One Tunnel Solution, based on TR 23.809 v.0.2.0 and would like to provide TSG SA WG2 with the following comments.

From LI perspective, the service requirements which are seen relevant for this discussion are (TS 33.106, clause 5.1.4):

“The visited network shall intercept only those UMTS services that the visited network provides to the target subscriber. Furthermore, the visited network shall not be required to intercept services executed by the home network.

Based upon national regulations, UMTS services executed in the home network may be intercepted in the home network.”
These service requirements are satisfied by the current 3GPP PS architecture by mandating interception in the SGSN and by having interception in the GGSN optional (based on national regulation), see TS 33.107 and TS 33.108. 

In case One Tunnel Approach is used, LI service requirements would need to be taken in consideration in the new architecture. From that perspective, according to the current information in the TR, it seems that all the three solution could in principle satisfy the LI service requirements by including the relevant LI functionalities in the new architecture.

However, SA3-LI noted the following issues which are highlighted to SA2:

For the “SGSN controlled bearer optimisation”, the TR states that “the user plane functionality still stays in the SGSN and two tunnels are used in following traffic cases:
a) In roaming case

b) For the subscriber that has Lawful Interception in the SGSN

c) For the subscriber that has controlling Camel services active 

”
SA3-LI would highlight that the approach proposed in bullet b) shall be not allowed, i.e. the CC should not have different paths based on whether the involved subscriber is a target for interception or not, as this could possibly break LI confidentiality requirements (e.g. allowing the target or other parties to detect lawful interception).
SA3-LI also noted that in this architectural approach, in order to cover all possible scenarios, LI functionalities for CC interception are needed in both SGSN (for subscribers roaming from a different PLMN) and GGSN (for subscribers in their home network). The SGSN shall be able to handle the amount of data related to all roaming subscribers.   
Apart from impacts to include the LI functionalities in the new architecture, at this time SA3-LI didn’t find any particular issue related to the other two architectural solutions, i.e. “GGSN Bearer Relay” and “GGSN Proxy”.

SA3-LI would ask SA2 to provide information about which of the identities (MSISDN, IMSI, IMEI) that can be currently used for LI in the SGSN will be available in the new nodes in the different architectural scenarios (or at least in the one chosen by SA2).

SA3-LI also saw appropriate to involve SA3 to consider the whole issue from Security perspective in light of the mixing the Iu and Gn/Gp interfaces in one interface, as also foreseen by the WID.
SA3-LI would be happy to be updated about the discussions in TSG SA-WG2 and provide support from LI perspective. Once that the architecture is chosen by TSG SA-WG2, SA3-LI would specify the related LI impacts in the relevant specifications TS 33.107 (stage 2) and TS 33.108 (LI handover interface). 
2. Actions:

To SA2: 

ACTION: 


SA3-LI kindly asks TSG SA-WG2 to consider the comments above and keep SA3-LI updated about the issue.

SA3-LI kindly asks TSG SA-WG2 to answer the question about the availability of target identities (MSISDN, IMSI, IMEI) in the new architecture(s).
To SA3: 

ACTION:
SA3-LI kindly asks TSG SA3 to take this issue in account when studying security for One Tunnel Solution and provide possible comments.
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