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1. OTS Introduction

For the past six months, SA2 has been working on a solution to limit the potential impact of an increase of user plane data in GPRS nodes. The proposed solutions have focused on the "One Tunnel System" (OTS) approach. It was concluded in SA2#54 that “This report recommends to undertake stage-2 specification work for the ‘SGSN Optimisation’ solution outlined in Section 5.2. It is expected that this work can be completed in the Rel7 timeframe.” This conclusion was endorsed in SA#33.
However, we believe that “SGSN Optimization” solution has still yet to resolve a number of issues listed below. We propose to include these issues into the relevant clause in TR 23.809.
2. Lawful Interception in SGSN Optimisation
In the SGSN Optimisation solution, the key issue for Lawful Interception (LI) is the handling of LI in the SGSN for the ongoing traffic using One Tunnel.
Solution 1: Changing from One Tunnel to Two Tunnels.
This solution requires a specific signalling procedure, which makes the LI activity unsafe, as the LI activity can be known by detecting this specific signalling. 

Solution 2: Solution 1 with Ciphering on Signalling.
In this solution, all signalling messages on Gn and Iu are encrypted, for example, by configuring an IPSec tunnel. In this case, LI activity can be sufficiently secured, however the IPSec functionality will degrade the performance of the SGSN and the GGSN. Moreover, deployed SGSNs or GGSNs may not support IPSec.

Solution 3: Performing LI in GGSN.

In the current standards, LI support in GGSNs is optional, and deployed GGSNs may not support LI in certain countries. Therefore, legacy GGSNs should be updated to support the LI function. Moreover, the SGSN should indicate the LI System to intercept the targets in the GGSN, which conflicts with the current policies in the LI system that LI activities should not be handled by the equipment in the network.

We strongly believe that “SGSN Optimisation” has not clarified the issues listed above yet.
3. Impact on IP Backbone Network
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Fig 1: Network Deployment
To support One Tunnel, IP connectivity between RNC and GGSN should be supported. Therefore, either the RNC needs to support IP/ATM Conversion, or a router supporting IP/ATM Conversion should be deployed between the RNC and the GGSN. Even if the RNC supports IP/ATM Conversion, a router between the RNC and the GGSN is necessary in order to take the place of the SGSN for the convergence function. Then, considering network security, a firewall has to be deployed between RNC and IP network. However, these deployed firewall and routers may lack the necessary mechanisms to guarantee the QoS. Therefore, these new nodes will become new bottlenecks for End-to-End QoS.

4. Performance Counter in OTS
In OTS architecture, the user plane traffic bypasses the SGSN. Hence, an analysis should be done on the potential impacts on O&M functions, such as performance counters. For example, the user plane statistic data collected in original SGSN now would have to be collected both from the SGSN and the GGSN, while data volume statistic based on location cannot be provided by the GGSN.

In our view, the One Tunnel Solution should provide the necessary mechanisms to solve this issue.

5. Equipments Failure and Recovery Procedures in OTS

5.1 RNC Failure

After an RNC Recovery, the RNC sends Resource Reset and Interface Reset messages to the SGSN. After receiving an Iu Reset message, the SGSN sets the status of the impacted UE to "Idle", and keeps the related PDP contexts. This process is similar with the behaviour when the SGSN receives RAB Release/ Iu Release from RNC. The SGSN sends Update PDP Context Request to establish the GTP tunnel between the SGSN and the GGSN, and the user plane will be turned to two tunnels. However, considering that burst signalling happens frequently, the SGSN should use flow control to handle the impacted PDP contexts smoothly, something that should be considered when designing One Tunnel Solution.

Before receiving Update PDP Context Request from the SGSN, the GGSN may have downlink data to transmit on the relevant PDP Context, so that the GGSN may receive Error Indication from RNC. Therefore, the solution to solve this issue is not simply to De-Active PDP Context, but to inform SGSN and recover the downlink user plane tunnel.
5.2 GGSN Failure

After a GGSN Recovery, the SGSN cannot detect the GGSN failure for PDP contexts using OTS if there isn’t Echo Detection Mechanism on the Gn control plane. Therefore, the SGSN will maintain some PDP contexts as active although they have been deleted by the GGSN. 
What’s more, the RNC can detect the exception only when there is uplink user data transmission or the path detection mechanism. Otherwise, the similar situation will happen at the RNC where RABs are still maintained while the corresponding PDP contexts have been deleted by the GGSN. 

In summary, if the GGSN has de-actived the PDP Contexts while the UE and SGSN still keep these PDP Contexts as active mode, considering that the signalling exchanged between the SGSN and the GGSN depends on the TEID in the Control Plane, there will be severe errors such as Data Mis-transmission and Charging Inaccurate because the Control Plane TEID of the unreleased PDP Context in the SGSN may be the same as the one the GGSN just allocates to a new PDP context. In addition, since the SGSN should update the GGSN PDP Context after RAB Re-establishment, the frequency of SGSN updating the GGSN Context increases, which in turn increases the frequency of this kind of error.

In our view, the One Tunnel Solution has to consider this problem and find out a mechanism to eliminate these impacts.

6. Conclusion

We have shown that the proposed solution so far still present several important open issues.
These issues should be documented in TR 23.809.
7. Proposal

The following changes are proposed to the text in TR 23.809:
**** Start of the 1st change ****

8.3
Lawful interception


The key issue for Lawful Interception (LI) is the handling of LI in the SGSN for the ongoing traffic using One Tunnel.
Solution 1: Changing from One Tunnel to Two Tunnels.

This solution requires a specific signalling procedure, which makes the LI activity unsafe, as the LI activity can be known by detecting this specific signalling. 

Solution 2: Solution 1 with Ciphering on Signalling.
In this solution, all signalling messages on Gn and Iu are encrypted, for example, by configuring an IPSec tunnel. In this case, LI activity can be sufficiently secured, however the IPSec functionality will degrade the performance of the SGSN and the GGSN. Moreover, deployed SGSNs or GGSNs may not support IPSec.

Solution 3: Performing LI in GGSN.

In the current standards, LI support in GGSNs is optional, and deployed GGSNs may not support LI in certain countries. Therefore, legacy GGSNs should be updated to support the LI function. Moreover, the SGSN should indicate the LI System to intercept the targets in the GGSN, which conflicts with the current policies in the LI system that LI activities should not be handled by the equipment in the network.
**** End of the 1st change ****

**** Start of the 2nd change ****

7.6 IP Backbone Network

Within the network area where direct tunnel is used between RNC and GGSN the Iu and Gn transport networks must be made visible to each other, this is a network configuration issue.
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Figure 7.6-1: Connectivity with IP based Iu-PS

 ATM and Iu transport can be adapted with an ATM-capable IP router as shown in Figure 7.6-1.
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Figure 7.6-2: Connectivity through and by SGSN with ATM based Iu-PS
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Figure 7.6-3: Network Deployment
To support One Tunnel, IP connectivity between RNC and GGSN should be supported. Therefore, either the RNC needs to support IP/ATM Conversion, or a router supporting IP/ATM Conversion should be deployed between the RNC and the GGSN. Even if the RNC supports IP/ATM Conversion, a router between the RNC and the GGSN is necessary in order to take the place of the SGSN for the convergence function. Then, considering network security, a firewall has to be deployed between RNC and IP network. However, these deployed firewall and routers may lack the necessary mechanisms to guarantee the QoS. Therefore, these new nodes will become new bottlenecks for End-to-End QoS.
There is no identified difference between the solution alternatives described in this TR.
7.6.1
SGSN optimisation
To be described.
7.6.2
GGSN Bearer relay
To be described.

7.6.3
GGSN Proxy

To be described.
**** End of the 2nd change ****

**** Start of the 3rd change ****

8.x. Performance Counter in OTS
In OTS architecture, the user plane traffic bypasses the SGSN. Hence, an analysis should be done on the potential impacts on O&M functions, such as performance counters. For example, the user plane statistic data collected in original SGSN now would have to be collected both from the SGSN and the GGSN, while data volume statistic based on location cannot be provided by the GGSN.
**** End of the 3rd change ****

**** Start of the 4th change ****

6.12
Error Indication

GSN/RNC sends GTP-U error indication if it can not find the PDP context or RAB for the received  G-PDU. When direct tunnel  is established between RNC and GGSN, possible GTP-U error indication is sent from GGSN to RNC or vice versa.

In such case SGSN does not receive information about PDP context or RAB release immediately because also GTP-U error indication bypasses SGSN.
RNC Failure

After an RNC Recovery, the RNC sends Resource Reset and Interface Reset messages to the SGSN. After receiving an Iu Reset message, the SGSN sets the status of the impacted UE to "Idle", and keeps the related PDP contexts. This process is similar with the behaviour when the SGSN receives RAB Release/ Iu Release from RNC. The SGSN sends Update PDP Context Request to establish the GTP tunnel between the SGSN and the GGSN, and the user plane will be turned to two tunnels. However, considering that burst signalling happens frequently, the SGSN should use flow control to handle the impacted PDP contexts smoothly, something that should be considered when designing One Tunnel Solution.

Before receiving Update PDP Context Request from the SGSN, the GGSN may have downlink data to transmit on the relevant PDP Context, so that the GGSN may receive Error Indication from RNC. Therefore, the solution to solve this issue is not simply to De-Active PDP Context, but to inform SGSN and recover the downlink user plane tunnel.
GGSN Failure

After a GGSN Recovery, the SGSN cannot detect the GGSN failure for PDP contexts using OTS if there isn’t Echo Detection Mechanism on the Gn control plane. Therefore, the SGSN will maintain some PDP contexts as active although they have been deleted by the GGSN. 

What’s more, the RNC can detect the exception only when there is uplink user data transmission or the path detection mechanism. Otherwise, the similar situation will happen at the RNC where RABs are still maintained while the corresponding PDP contexts have been deleted by the GGSN. 

In summary, if the GGSN has de-actived the PDP Contexts while the UE and SGSN still keep these PDP Contexts as active mode, considering that the signalling exchanged between the SGSN and the GGSN depends on the TEID in the Control Plane, there will be severe errors such as Data Mis-transmission and Charging Inaccurate because the Control Plane TEID of the unreleased PDP Context in the SGSN may be the same as the one the GGSN just allocates to a new PDP context. In addition, since the SGSN should update the GGSN PDP Context after RAB Re-establishment, the frequency of SGSN updating the GGSN Context increases, which in turn increases the frequency of this kind of error.
6.12.1
Rel-6 Error Indication
SGSN failure (ref. 3GPP TS 23.060 [1] clause 13.8.2)

When the SGSN receives a GTP‑U PDU from the GGSN for which no PDP context exists, it shall discard the GTP‑U PDU and send a GTP error indication to the originating GGSN. The GGSN shall mark the related PDP context as invalid.

When the SGSN receives a GTP‑U PDU from the RNC for which no PDP context exists, the SGSN shall discard the GTP‑U PDU and send a GTP error indication to the originating RNC. The RNC shall locally release the RAB.
GGSN Failure (ref. 3GPP TS 23.060 [1] clause 13.8.3)

When the GGSN receives a GTP‑U PDU for which no PDP context exists, it shall discard the GTP‑U PDU and return an error indication to the originating SGSN. The SGSN shall mark the related PDP context as invalid and send a Deactivate PDP Context Request message to the MS. The MS may then reactivate the PDP context.
RNC Failure (ref. 3GPP TS 23.060 [1] clause 13.8.6)

When the RNC/BSC receives a GTP‑U PDU from the SGSN for which no RAB context exists, the RNC/BSC shall discard the GTP‑U PDU and return a GTP error indication to the originating SGSN. The SGSN shall locally release the RAB. The SGSN should preserve the associated PDP context. The SGSN may initiate the RAB Assignment procedure in order to re-establish the RAB.
……
**** End of the 4th change ****
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