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1. Introduction

LS S3-060563/S2-062614 from SA3 to SA2 and RAN2 request to provide feedback on the analysis for selecting between UMTS AKA and EAP AKA, especially on the mobility related issues. In this paper we provide the analysis on adopting UMTS-AKA and EAP-AKA procedures and propose to send a Reply LS to SA3 based on the discussion and decision in SA2.
2. Discussion

2.1 Overview of authentication procedures in 3GPP and Non-3GPP wireless systems
Table -1 briefs the authentication mechanisms used by the existing 3GPP and non-3GPP wireless systems. 
	Wireless Network
	Authentication Procedure via
	AKA signaling carrier over the air
	AKA signaling carrier over the core network
	Authentication Server
	Mobility Support

	UMTS
	UMTS-AKA
	UTRAN Layer 3 protocol
	MAP
	SGSN
	Yes

	I-WLAN
	EAP
	EAPOL (EAP over LAN)
	RADIUS or DIAMETER
	AAA Server
	Not yet

	WiMAX
	EAP
	EAP over PKMv2
	RADIUS or DIAMETER
	AAA Server
	Yes


Table-1 Authentication Mechanisms
As the LTE/SAE systems are to be designed to be further proof, it is necessary to consider the scope for extensibility. Currently there may be one authentication method considered (AKA), but the architecture design should not be restricted to one. As to support authentication protocol extensibility and EAP is designed to have support for authentication method extensibility, we need to consider EAP to be adopted in LTE system. It may be possible to have the support for authentication methods extensibility in the LTE/SAE NAS message; however, further study on the alignment with the existing authentication procedure during handover is required.  
2.2 Control Plane Protocol stack to support UMTS AKA procedure in LTE
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Advantages:
1. No extra header compared to EAP procedure.

2. Can be designed to align with existing protocols, to support security context transfer.
3. Expected to have lesser number of messages.
Disadvantage:

1. No fast re-authentication mechanism.
2.3 Control Plane Protocol stack to support EAP AKA procedure.
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Advantages of EAP

1. Fast re-authentication procedure
2. In built privacy/Anonymity for authentication procedure
3. During handover, Fast re-authentication procedure can be used to reduce handover latency.

Disadvantages of EAP
1. No support for context transfer 

2. AAA server always in HPLMN
3. Expected to have more messages

2.4 Impact on existing architecture to support EAP-AKA

 EAP procedure typically contains EAP server that is located on a backend authentication server using an AAA protocol to authenticate the UE. It is FFS in SA2 whether to have a new EAP (AAA) server entity in SAE for LTE, or alternatively MME can have the functionality of EAP server. 
3. Comments from SA2 to SA3 on the document S3-060564
1. H-1) Interworking with release 6 3GPP systems.
SA2 feels that the SA3 assumption “handovers between 3GPP systems will be more frequent than between 3GPP and non-3GPP access systems” may not be correct, as the mobility scenarios always depends on the network. SA2 request SA3 to study on the customization of EAP to have alignment on the existing UMTS procedures/protocols, so that complexity and latency for mobility between 3GPP system and between 3GPP and non-3GPP can be foreseen for decision making.
2. P-1) Privacy/Anonymity Features
SA2 assumes that the pseudonym management and TMSI mechanism are independent and entirely different. For example TMSI can be used to identify the UE by different entities like RNC and SGSN within a network, whereas temp identities are used only by the AAA server to identify the UE during authentication procedure. SA2 request SA3 to clarify the assumption is correct. 
3. P-2) Fast Re-authentication functionality
SA2 would like to know whether is it possible to use the temp-identities issued in one access system can be used to do a fast re-authentication through different access system during mobility with the same AAA server, as it might reduce the full authentication procedure. For example temp identities issued through LTE system (if EAP-AKA is used in LTE system) can be used for fast-authentication during handover in the I-WLAN.
4. P-3) Fast re-authentication (latencies) versus security context transfers.

SA2 request SA3 to study the possibility and security risks involve in context transfer of EAP-AKA generated CK and IK keys instead of MSK during intra and inter access system handover. 
5. P-4) Amount of messages for EAP-AKA versus NAS based UMTS AKA
SA2 request SA3 to clarify whether the exchange of NAI shown in Figure 4 (in S3-060564) can be skipped, as NAS messages can provide the identity in the initial request message, as shown in Figure 5 (in S3-060564) second step.
4. Conclusion
As the design of LTE/SAE needs to be future proof, it is good to have support for extensibility. Also as SAE systems shall have both EAP-AKA and UMTS-AKA procedure, so based on the heterogeneity of the network, operator shall decide on authentication method to be carried out. 

Also it would be beneficial to modify the EAP according to the requirements of LTE/SAE like support for context transfer and authentication in the VPLMN. As EAP-AKA (RFC4187) is designed for the generic wireless network where roaming and handover are not considered, further study and customization need to be done for adopting EAP-AKA for LTE system. It is proposed to send a reply LS to SA3 based on the content of the section 3 of this contribution.
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