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Abstract of the contribution:

The paper discussed the issues when to distribute the UP keys and RRC keys to UPE and ENB and proposed to carry out such key distribution procedures only when there is pending downlink/uplink transmission, instead of whenever such keys are updated.
1. Introduction 

One fundamental requirement of SAE architecture design is that “the functional split will be defined to sufficient level of detail to avoid overlapping/duplicated functionality, signalling and related delays.” Thus when MME/UPE is separated, it is desirable that only MME carry out all kinds of mutual authentication/re-authentication procedures, instead of mandate ENB and UPE to own such functionalities and capabilities. This brings the question: when MME shall delivery UP keys to UPE, and RRC keys to ENB? 
2. Discussion 

One quite straight forward solution is that whenever mutual authentication/re-authentication is carried out and RRC/UP keys are updated accordingly, MME shall distribute the RRC/UP keys to ENB and UPE. Another feasible time is when the usage of such RRC/UP keys is forthcoming. MME shall delivery such keys to ENB and UPE only when there is pending downlink/uplink transmission. 

1) Efficiency
Usually, network/operator is free to decide when to authenticate/re-authenticate one UE. While it is possible that UE keeps within LTE-Idle mode without any downlink/uplink data service for quite long time, after UE attaches to the network. Especially when considering the vulnerable ENBs located within less safe physical locations, it is quite possible that RRC/UP keys shall never be taken into usage at all before they’re expired and then updated, In this case, the delivery of such keys to ENB/UPE immediately after they are updated after mutual authentication/re-authentication are useless and only lead to unnecessary resource waste. 
2) Security

Although it is largely SA3’s issue, it is common understanding that the later one key is distributed out of its generator, the safer. Even though the transmission path between MME and UPE may be considered more reliable, it is good to reduce the period between the time when RRC/UP keys are distributed and the time such keys are used, aiming to limit the possibility of keys leakage 

3) Delay analysis
For downlink transmission, usually it is the paging procedure over the radio interface which consumes the most time. The RRC/UP keys delivery procedures can be carried out at the same time with the radio paging procedure, and thus actually do not delay the downlink transmission, compared with the former case when UPE/ENB always owns the fresh keys.
For the uplink transmission, the RRC/UP keys can be delivered together with the bearer establishment procedures between MME and ENB/UPE. This can eliminate the possible delay caused by separate RRC/UP keys distribution procedures.
Based on above discussion, it is beneficial that MME shall not distribute the keys to UPE and ENB for two cases:
 

1. When the UE is in Idle and re-authentication happens which leads such keys updating;
2. When the UE does not set any "follow-on" indication during Attach/TAU message, which states the need to transfer uplink or downlink user data.
 
3. Proposal

It is proposed to agree on carrying out RRC/UP key distribution to ENB/UPE only when there is pending downlink/uplink transmission, and thus agree on the following text proposal.

--- Text proposal ---- 

H.1
Attach including default bearer handling
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Figure H.1.1: Alternative A
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Note: Step 1 Attach request can involve indication of old temporary ID with context request and response from old MME. Subscriber data transactions with HSS can be combined with location update messages in steps 3 and 6. The default bearer can be set up in IASA directly by the MME in steps 8 and 10 with update of UPE tunnel endpoint also provided by the MME. MME shall delivery UP keys to UPE based on the same principle as the radio bearer setup procedure in step 11. The NAS ciphering algorithm can be negotiated during Authentication procedure, the UP ciphering algorithm can be negotiated during bearer establishment procedure. The details of the UP ciphering algorithm negotiation are FFS.
Figure H.1.2: Alternative B
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 Note: The NAS ciphering algorithm can be negotiated during Authentication procedure, the UP ciphering algorithm can be negotiated during bearer establishment procedure. The details of the UP ciphering algorithm negotiation are FFS.

Figure H.1.3: Alternative C
H.2
TA Update without MME or UPE change
TBD

Figure H.2.1: Alternative A
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Figure H.2.2: Alternative B
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Figure H.2.3: Alternative C
H.3
Inter eNB Handover in LTE_ACTIVE mode (intra MME and intra UPE)
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Figure H.3.1: Alternative A
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Note: User plane route update in steps 8 and 9 can be done by updating the user plane route directly between the eNB2 and UPE instead of via the MME, with notifications sent to the MME and acknowledgement sent to eNB2 by the MME.

Figure H.3.2: Alternative B
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Figure H.4.3: Alternative C
H.4
Inter 3GPP Handover between pre-SAE/LTE and SAE/LTE accesses in LTE_ACTIVE mode
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Figure H.4.1: Alternative A
TBD

Figure H.4.2: Alternative B
TBD

Figure H.4.3: Alternative C
H.5
Paging and Service Request
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Figure H.5.1: Alternative A
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Figure H.5.2-1: Alternative B, service request
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Figure H.5.2-2: Alternative B, paging
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Figure H.5.3: Alternative C
H.6
PCRF triggered establishment of Dedicated Bearers

Editor’s note: The flows may be changed once the implied aspects on QoS signaling are agreed within the scope of the discussion on how QoS and bearers are set up.
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Figure H.6.1: Alternative A
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Note: The resource request from PCRF in step 2 can be replaced by a push authorization message to the IASA followed by SAE bearer setup requested from MME by the UPE, with similar acknowledgements via the IASA in step 9, but these do not affect these differences do not affect the discussion on MME and UPE.

Figure H.6.2: Alternative B
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Figure H.6.3: Alternative C
H.7
Inter MME and/or inter UPE change, including support for service continuity
TBD

Figure H.7.1: Alternative A
Flows are described here when MME and UPE are separated:
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Figure H.7.2: intra-LTE MME/UPE Relocation in Active mode when MME and UPE are separated

Editor's note: transfer of PCC information is FFS

1)
The IP bearer service is established between the UE and the IASA via the UPE1

2)
The eNB1 decides to initiates a handover to eNB2

3)
The eNB1 sends a Handover Required to the MME1.

4)
The MME1 selects a MME2 serving the eNB2 the UE is going to use and sends it a Handover Preparation Request, including the UE context information.

5)
The MME2 creates a UE context and sends Handover Preparation Request to UPE2. MME1 sends a Handover Preparation Request to the eNB2. The eNB2 sends a Handover Preparation Confirm to the MME2. The bearer plane is established between eNB2 and UPE2.

6)
The MME2 sends a Handover Preparation Confirm to the MME1. MME1 informs UPE1 of the relocation to UPE2.

7)
Means to minimize lost of data i.e. UPE1 starts bi-casting to eNB1 and UPE2 or data forwarding to UPE2.

8)
The MME1 sends a Handover Command to the UE.

9)
The UE is detected at the eNB2.

10)
eNB2 sends a Handover Complete to the MME2. MME2 informs UPE2.

11)
The UPE2 does a route update with the IASA.

12)
UPE2 informs MME2 of the Handover Complete and the possibility to release resources in previous access. MME2 informs MME1 which triggers UPE1 to sends all downlink packets only to the UPE2.

13)
The resource in the source system is released.
14)
The IP Bearer service is now established between the UE and the IASA via UPE2.

TBD

Figure H.7.3: Alternative C

H.8
Authentication/Re-Authentication

If MME/UPE split, it is the MME’s role to negotiate and synchronize the keys for AS, NAS and UP with UE by authentication procedure.  MME shall only delivery RRC/UP keys to ENB/UPE when the radio bearer is to be established. 
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