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Abstract of the contribution: This contribution proposes to send a reply LS to SA WG3 stating that SA WG2 expects SA WG3 to support UMTS AKA over EAP AKA.

2
Discussion
SA3 has sent an LS (S2-062614) querying about the usage of the AKA transport protocol. Although both UMTS AKA and EAP AKA are secure and can fulfil the authentication requirements, it’s much easier to reuse UMTS AKA in LTE/SAE than EAP AKA when considering other aspects such as performance and complexity. If EAP AKA is to be used for LTE/SAE, at least the following disadvantages need to be considered:

· Using EAP requires more resources for the carried protocols as the EAP lower layer requirements result in additional processing. This is also because the EAP protocol itself is not secure, but rather relies on the security of the EAP methods. EAP also increases the message size.

· EAP results in complexity due to the support for multiple authentication methods that it is designed for. And if multiple methods are not used, there is no reason to adopt EAP AKA compared to the UMTS AKA.

· EAP infrastructure is different when compared to the traditional 3GPP HLR/HSS system with pre-computed triplets/quintets. In EAP, the home AAA server is typically involved in every authentication unless optimizations are done. Thus, the benefit of having/using triplets/quintets in the visited network is questionable.

Since it has already been agreed to re-use AKA, there is no reason to use a more general and additional transport protocol below AKA, such as EAP, unless absolutely convincing arguments can be shown to support such approach. Choosing such a new protocol would slow down the progress and add unnecessary complexity in the standardization process. SA3 plans to make a decision in the next SA3 meeting about AKA transport (EAP or UMTS based). The decision should not be delayed as it would delay the progress in SA3.

3
Conclusion
We propose to send a reply-LS to SA3 including the Discussion part of this document and a statement that SA2 expects SA3 to support UMTS AKA over EAP AKA, mainly because SA2 does not see any reason to support EAP AKA over UMTS AKA, and because selecting EAP AKA would introduce delay to the tight standardization schedule.
3GPP

SA WG2 TD


