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1. Introduction

At last SA2 meeting in France, it is mostly agreed on MME and UPE separation. This paper proposes that some elements should be considered in case of MME/UPE split.
2. UPE selection
With the MME and UPE separation, besides authentication, key generation, mobility management functions etc, MME has one default function, that is, UPE selection. UPE selection should be a basic function of MME whether SM locates in MME or not.

However, how to choose a most suitable UPE for a registering UE? Here, some elements should be considered when MME decides to select one UPE for UE: 

1. UPE working status
From the viewpoint of loading sharing，when MME selects UPE, the best choice is that the selected one is also the least loading one. In order to achieve this aim, MME should know the loading status of each UPE. So, it is required that UPE should report its status to MME to record, such as loading capability, processing quota and, more importantly, whether switching on or off. Consider the working status of UPE not changing rapidly in a short period of time, UPE can report its status to MME when switching on for the first time and updating it periodically. Thus, MME can record status of each UPE and make the reasonable decision on UPE selection. 
2. UPE security capability
As described in TS33.102, when UE wishes to establish a connection with the network, UE shall indicate to the network its cipher and integrity algorithms capabilities, and the network shall compare them with its own cipher and integrity capabilities. Then, the network shall select the cipher and integrity algorithms they support in common to use on that connection. If there doesn’t exist one integrity algorithm in common, the connection shall be released. While if there doesn’t exist one cipher algorithm in common, the connection shall be released or an unciphered connection shall be used if the network are willing to use an unciphered connection.

From the above, we can see the best case is having cipher algorithms they support in common and the unciphered mode is only the inferior solution. And we think this principle should be the same not only for control plane but also for user plane.

Since MME and UPE are separated, each entity needs to establish individual security association with UE of its own. So, MME should regard it as the principle for UPE selection that whether there are any cipher and integrity algorithms UE and candidate UPEs supporting in common. Thus, MME should know the security capabilities of each UPE before selecting a UPE for the registering UE. Consider the security capabilities is a relatively steady parameter, it can be registered to MME when UPE switching on and updated when changing.

3.   Elements else（TBD)
4. Conclusion

From the discussion, the conclusions can be draw as following:

· MME has the function for UPE selection;

· MME selects UPE should consider UPE capabilities, such as loading capabilities, cipher algorithms capabilities etc;

· UPE should register its capabilities to MME. 

5. Reference
3GPP TS 33.102 V7.0.0, 3G Security; Security architecture (Release 7)
6. Proposal

It is proposed to add the procedure of this paper into the annex H.1 in 3GPP TR 23.882. 

**** Start of changes ****
H.1
Attach including default bearer handling


[image: image1.wmf] 

IASA

 

HSS

 

X?

 

eNB

 

UE

 

7. Route Update/Bearer Request

 

2. Authentication

 

1. Attach Request (APN)

 

S1

 

S6

 

9. Route Update response/Bearer Response

 

 3. Update Location

 

 5. Insert Subscriber Data Ack

 

 

4. Insert Subscriber Data

 

 6. Update Loc

ation Ack

 

13. Attach Complete

 

MME/UPE

 

S5/S8

 

12. Attach Accept (IP configuration)

 

10. Radio Bearer Request (QoS, RRC keys)

 

11. RRC (radio resource 

info, QoS info)

 

FFS whether radio bearer 

setup during attach or when 

needed for data transfer

 

8. PCRF Interaction

 

Figure H.1.1: Alternative A
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Note: Step 1 Attach request can involve indication of old temporary ID with context request and response from old MME. Subscriber data transactions with HSS can be combined with location update messages in steps 3 and 6. The default bearer can be set up in IASA directly by the MME in steps 8 and 10 with update of UPE tunnel endpoint also provided by the MME. The NAS ciphering algorithm can be negotiated during Authentication procedure, the UP ciphering algorithm can be negotiated during bearer establishment procedure. MME selects UPE depending on the working status (e.g. loading capability, processing quota, whether switching on or off etc.), cipher algorithms capabilities etc. of each UPE. (UPE shall register them into MME).The details of the UP ciphering algorithm negotiation are FFS.
Figure H.1.2: Alternative B


[image: image4.wmf] 

IASA

 

S10

 

HSS

 

X?

 

eNB

 

UPE

 

UE

 

9

. 

Bearer

 Request

 

2. Authentication

 

1. At

tach Request (APN)

 

S1a

 

S6

 

1

1

. 

Bearer

 Response

 

1

5

. Attach Accept (IP configuration)

 

 3

. Update Location

 

 5

. Insert Subscriber Data Ack

 

 

4

. Insert Subscriber Data

 

 6

. Update Location

 Ack

 

1

7

. Attach

 Complete

 

MME

 

S1b

 

S5/S8

 

8

. Attach Request (APN

, UPE

 

+

 RRC keys

)

 

1

6

. Attach Accept (IP configuration)

 

1

2

. 

Radio Bearer Request

 (QoS

, RRC keys

)

 

1

4

. 

Radio Bearer 

Confirm

 

1

3

. RRC (

radio resource 

info, QoS info)

 

FFS whether radio 

bearer

 

setup during attach or when 

needed for data transfer

 

10

. PCRF 

Interaction

 

7

. 

UPE Selection

 


Note: The NAS ciphering algorithm can be negotiated during Authentication procedure, the UP ciphering algorithm can be negotiated during bearer establishment procedure. MME selects UPE depending on the working status (e.g. loading capability, processing quota, whether switching on or off etc.), cipher algorithms capabilities etc. of each UPE. (UPE shall register them into MME).The details of the UP ciphering algorithm negotiation are FFS.

Figure H.1.3: Alternative C
**** End of changes ****
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