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Abstract of the contribution: this contribution discusses the need for an improved registration procedure to support IMS Emergency Calls and proposes a parallel registration procedure. This is an update to S2-062624 presented and discussed at SA2#54. Changes from the previous version are shown in yellow highlight.
1. Current Registration Procedure in 3GPP TS 23.167
The currently defined emergency registration procedure in 3GPP TS 23.167 is invoked when a UE is roaming and when it is not roaming if not already registered. The registration procedure then needs to be completed before the call establishment can commence. A typical registration procedure for a roaming situation (e.g. as defined in 3GPP TS 33.203) requires 2 sets of interactions between the visited and home networks – one to initiate an authentication challenge and the other to respond to it and complete the registration. Each interaction involves signalling between many entities (e.g. I-CSCF, S-CSCF and HSS in the home network and P-CSCF and UE in the visited network). It is thus possible – depending on the situation in the home and visited networks – that significant time may be required. In the worst case, if several seconds or more transpire before the registration is complete and the emergency call origination can commence, the caller may hang up and retry the call. That may lead to various undesirable consequences depending on the UE implementation and whether the initial call had yet reached the PSAP. For example, the PSAP might receive 2 separate calls or the UE might attempt a new emergency registration. At the very least, the user experience would be bad.
At SA2#54, there were several proposals (none actually presented or discussed) to avoid the emergency registration procedure in some cases – e.g. when a UE is served by its home network and already registered or when already normally registered in a P-CSCF in the visited network. These proposals may lead to a consensus on how best to reduce the need for the emergency registration procedure but it does not seem (at least without a significant change in the architectural concept in 23.167) that the procedure can be entirely eliminated. The procedure seems needed, for example, at least when a UE is roaming and is not registered via the visited P-CSCF. Otherwise (among other drawbacks), the visited network cannot verify the identity of the UE and any callback information - leading to the possibility of incorrect information being sent to the PAAP, accidentally or by deliberate intent. In order to avoid excessive call delay from this procedure when it needs to be invoked, it is proposed here to define an optional capability to perform the registration in parallel to call establishment as described in the following sections. Certain issues raised at SA#54 are now addressed including verifying the registration and emergency call are from the same user.
2. Outline of Parallel Registration Procedure
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Figure 1 – Registration and Emergency Call Establishment in Parallel
1. The user dials an Emergency call.

2. The UE starts the Registration procedure by sending a SIP Register message to the P-CSCF in the visited network. The UE includes identification information (e.g. public emergency URI).
3. The P-CSCF forwards the Register message to an I-CSCF in the home network
4. The P-CSCF returns a 1XX message (e.g.100 Trying) to the UE with an indication that parallel registration is supported. If parallel registration is not supported, this indication is not returned. The registration procedure may continue in step 12, which may occur in parallel to other steps if the UE and visited IMS both support this.

5. The UE determines that the registration procedure is not complete. For example, the UE may time the registration procedure starting in step 2 and determine in step 5 that the time duration exceeds some threshold.

6. The UE starts the emergency call establishment by sending a SIP INVITE indicating an emergency call to the P-CSCF in the visited network. The SIP INVITE shall carry the IMEI and indicates an anonymous emergency call request. The INVITE also indicates that registration is pending.
7. The P-CSCF forwards the SIP INVITE to an E-CSCF. Note that while the P-CSCF may associate the SIP INVITE with the Register in step 2 as an implementation option (e.g. to simplify later actions in step 15), this is not necessary. The P-CSCF can thus continue with both procedures separately. This may simplify P-CSCF support.
8. The E-CSCF may request location and/or routing information from an LRF. If so, the E-CSCF provides the information received in step 7 to the LRF (e.g. IMEI) and indicates to the LRF that registration is pending.
9. The LRF obtains and/or verifies the UE’s location and stores a record of all information obtained so far for the UE including the information received in step 8. 
10. The LRF returns location and/or routing information to the E-CSCF and should include correlation information (e.g. an ESQK) identifying the LRF and the call record stored in the LRF in step 9. The return of correlation information is a key part of the procedure and could be triggered by the indication that registration is pending.
11. The E-CSCF routes the call to the PSAP and includes any correlation information (e.g. ESQK) received in step 10. In particular, the E-CSCF should not include any UE identification or call back number at this point since the call is treated as anonymous until the UE identity has been verified. 
12. The remainder of the call establishment procedure is completed.

13. The remainder of the registration procedure is completed. Step 13 may occur in parallel with earlier steps.
14. After both the registration and call establishment are complete, the UE sends a SIP re-INVITE to the P-CSCF containing identity and callback information (e.g. emergency public user identity and callback Tel URI). The UE shall make use of any security association (e.g. TLS) established during the registration to send the re-INVITE in a verifiable manner. If it was preferred to send UE identity and callback information as soon as possible, the UE could instead send a SIP UPDATE containing this information after registration in step 13 was complete but before call establishment in step 12 was complete in the case that registration is completed first. However, this further option is not proposed for 23.167.
15. The P-CSCF associates the re-INVITE with the INVITE in step 6 due to use of the same SIP dialogue parameters (e.g. call-ID and To: and From: tags) and same source IP address. The P-CSCF also associates the re-INVITE with the registration completed in step 13 – e.g. due to use of the established security association. The P-CSCF uses the information received from the home network during registration to verify the UE identity and callback information in the re-INVITE and, if this is missing or incorrect, to insert this information. The P-CSCF then forwards the re-INVITE to the E-CSCF.
16. The E-CSCF treats the re-INVITE received in step 15 as providing authenticated UE identity and callback information for the INVITE received earlier in step 7. The E-CSCF may then forward the re-INVITE to the LRF or may provide some other type of update to the LRF containing the verified UE identity and callback information. 
17. The E-CSCF returns a 200 OK for the re-INVITE.

18. The P-CSCF returns the 200 OK to the UE.
19. At some later time – for example after the call establishment is complete in step 12 – the PSAP sends a location request to the LRF.

20. The LRF may instigate a procedure to obtain the UE’s location.

21. The LRF returns any location information obtained for the UE to the PSAP. The LRF also includes the now verified UE identity and call back information received from the E-CSCF in step 16. This provides the information that was missing (not sent to the PSAP) during call establishment in step 12. This delayed provision of UE information is supported by J-STD-036 in the US and by OMA MLP elsewhere. It was originally defined to support call establishment where signalling limitations (e.g. on MF trunks) prevented the transfer of UE information during call setup but is here used to support the case where registration limitations have the same effect. If registration fails or is not completed in time so that updated information is not provided to the LRF in step 16, the LRF could instead provide the UE’s IMEI to the PSAP and an indication that call back is not possible. This can be accomplished when the LRF to PSAP interface is based on J-STD-036 for the US or on OMA MLP elsewhere by including a non-dialable MSISDN containing digits from the IMEI.
In some cases, as defined in 3GPP TS 33.203, the registration procedure in step 13 can establish a security association between the UE and P-CSCF – for example an association using IPsec or TLS. If so, any signalling between the UE and P-CSCF in step 12 to complete the emergency VoIP call that is still pending when step 13 is completed could be transferred using the established security association which would enable ciphering and/or authentication of each signaling message. This would be in addition to using the security association to send the SIP re-INVITE in step 14.If the completion of registration in step 13 takes significant time, the LRF may receive the request for location from the PSAP in step 19 before it receives the verified UE identity and callback information in step 16. In this case, the LRF may wait until it receives this information before responding to the PSAP in step 21 with any requested location information and the verified UE identity and call back number. Such a delayed LRF response may be allowed if the visited network is allowed to take significant time (e.g. 30 seconds) to obtain accurate UE location information. In this case, the PSAP might tolerate any delay in response from the LRF in step 21. In addition, while the LRF is waiting to receive the verified information in step 16, it can proceed to obtain the UE location in step 18. Once the LRF has obtained both the UE location in step 18 and the verified UE identity and callback information in step 16, it can respond to the PSAP in step 21.
3. Compatibility Issues
The proposed procedure can be transparent to both the home network and PSAP because the procedures for emergency registration, emergency call establishment and retrieval of an initial or updated location estimate need not be impacted. In the case of a US PSAP, use can be made of a capability defined in J-STD-036 whereby caller information is allowed to be transferred along with location information after the emergency call is established. This should not require any change to J-STD-036 or to the PSAPs that support it.

For the EU, OMA/LIF MLP is currently defined in ETSI SR 102 164 as the PSAP interface protocol to support circuit mode E112 calls. However, SR 102 164 defines sending of the caller MSISDN during call establishment (e.g. in an ISUP IAM) and using a restricted subset of MLP to deliver location information but not additional caller information. However, since MLP was developed to support the US ESRK concept, it would be possible to expand the usage of MLP (without impacting MLP itself) to enable delayed delivery of the caller identity and call back number. This might require impacts to draft ETSI TR 102 476 “Emergency calls and VoIP: standardisation activities and possible short and long term solutions” as well possibly as a revised version of SR 102 164.

For a visited network that does not support parallel registration or where the PSAP may not support delayed transfer of the call identification and call back number (including a PSAP that does not support retrieval of location information), the P-CSCF need not indicate to the UE (in step 4) that parallel registration is supported. This means there need be no impacts to any visited network that chooses not to support this procedure.
4. Security Issues

A main purpose of the emergency registration procedure is to authenticate the identity of the UE and any callback information and provide verified information to the PSAP. Three procedures in Figure 1 are involved in this:


(a) UE emergency registration in steps 2, 3, 4, 13


(b) Anonymous emergency call establishment in steps 6 to 12


(c) Provision of verified UE identity and callback information in steps 14 to 21
Invocation of procedure (c) only after (a) has completed means that the P-CSCF and E-CSCF can be sure that the UE involved in both procedures must be the same one (e.g. another UE different to the one for procedure (a) could not spoof procedure (c) if (a) generates a security association between the UE in (a) and the P-CSCF). If it is assumed that the UE involved in (b) is also the same one as for (a) and (c), then its identity and callback information will be obtained correctly in (c).
If there is an attempt at spoofing, it is possible that the UE involved in (b) might not be the same one as the UE involved in (a) and (c). Two possibilities in this case arise. In one, the UE associated with (b) is the spoofer and, after observing in some way the registration in (a), this UE could instigate the anonymous emergency call establishment in (b). If this occurs, there can be no association of procedure (b) with either (a) or (c) because the re-INVITE sent in (c) will not contain the same SIP dialogue parameters as the INVITE in (b). Hence, the spoofing attempt will fail. For the other spoofing possibility, the UE associated with procedures (a) and (c) is the spoofer and, after observing the anonymous call in (b) in some way, instigates procedure (a) followed by (c). In this case, the spoofer can provide the same SIP dialogue parameters in (c) as in (b), and so it can mislead the P-CSCF and E-CSCF into believing that the INVITE in (b) and re-INVITE in (c) are from the same UE. However, the spoofer will be forced to provide its own identity and callback information in (c) – which makes this scenario rather unlikely as well as perverse. To help detect this case, the P-CSCF can verify that the source IP address for the UE in (b) matches the source IP address for the UE in (c) – which should be sufficient provided the access network authenticates source IP addresses.
5. Proposal

It is proposed to add an optional parallel registration capability in 23.167.
For future consideration but not as a proposal now, it might be possible to reduce emergency session set up delay even more by forgoing authentication at the access level (e.g. to obtain GPRS access or I-WLAN access) and performing authentication only at the IMS level using normal registration or the parallel registration procedure proposed here. Access level authentication can be avoided using the procedures now defined and being defined in TS 23.167 to support unauthenticated emergency access. This could be particularly valuable for emergency sessions instigated immediately following power on where normally there might be significant delay in establishing a call.
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