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Introduction

This contribution analyses the corresponding change of related security procedure involved in security key distribution under CP/UP split architecture and proposed to be included into the TR.
Discussion

SA3 has agreed to re-use AKA and USIM for LTE. And there are three security associations in LTE/SAE for UP security, NAS security and AS security respectively. Two possible key derivation solutions were agreed and included into the draft S3-060564 during the last meeting of SA3. 

* Start excerpt from DRAFT S3-060564*

UMTS AKA is able to agree one pair of CK and IK. But there are more than one security associations in LTE/SAE. It should be studied that how to generate and deliver keys for UP security, NAS security and AS security to corresponding network entity. UE and network should be able to deduce the keys for protect AS, NAS and user data. These keys should be delivered to entities which perform security operation by entities in network side. 
Two possible solutions as listed following can be used to generate and deliver the keys for UP security, NAS security and AS security to corresponding network entities.

1) More key generation functions are implemented in UE and HSS. UE and HSS are able to use these key generation functions to generate keys for NAS security, AS security and UP security. These keys are encapsulated into Authentication Vector. HSS sends these keys to MME. MME delivers these keys to corresponding entities which perform security operation. 

2) UE and HSS deduce CK and IK as root keys. MME gets root keys from HSS. Based on the root keys, MME and UE deduce the keys for NAS security, keys for AS security and keys for UP security. MME delivers these keys to corresponding network entities which perform security operation.
* End excerpt from DRAFT S3-060564 *
Obviously, it is the MME’s role to negotiate and synchronize the above mentioned three sets of keys with UE by authentication procedure. And the MME also is in charge of delivering the keys for UP security to the related UPEs. In detail, under CP/UP split architecture, the MME shall deliver the keys for UP security to the related UPE during the IP bearer establishment or after the MME and the UE renew the keys for UP security by another authentication procedure. So the split of CP/UP brings a little change to the UP key distribution procedure.
Proposal

It is proposed to make following updates into TR 23.882.
**** Start of 1st set of changes ****

Annex H: Signalling charts for combined or separated MME and UPE

This Annex presents information flows of SAE procedures that demonstrate on a high level the differences between alternative function allocation to MME and UPE and whether the MME and UPE are grouped or separated with an open interface.
Editor’s note: These information flows are work-in-progress and details and principles need to be clarified for each alternative for performing the final comparison and decision.

The information flows presented here only serve as illustrations of the principal differences between the proposed alternatives to support the comparison and selection of specific functional grouping and allocation of functions to functional entities. The information flows need to provide sufficient level of details to enable identification of main differences and thereby identifying the questions that need to be answered. It is not intended to develop the final information flows in this annex.

These draft information flows are shown for the following alternatives:

A. Combined MME/UPE.

B. Separate MME and UPE with control signalling mostly via the MME, and session and context management in MME.

C. Separate MME and UPE with control signalling via the MME or the UPE, and session and context management only in UPE.
For alternative A, the flows are adopted from the related key issue solution descriptions of this document where the MME/UPE is shown as a combined entity. Therefore they may lack details and may not be completely according to the views of the companies supporting alternative A.

The following non-exhaustive list of procedures are described, and other procedures can be added later on:

1. Attach including default bearer handling

2. TA Update without MME or UPE change
Note: Procedure has not been proposed for alternative A.

3. Inter eNB Handover in LTE_ACTIVE mode (intra MME and intra UPE)
Note: Various other procedures have been proposed where the MME and/or UPE are also relocated, but they are not shown here in order to simplify the discussions.
4. Inter 3GPP Handover between pre-SAE/LTE and SAE/LTE accesses in LTE_ACTIVE mode
Note: Procedures have not been proposed for alternatives B and C. Several procedures have been proposed for alternative A.
5. Paging and Service Request
6. Establishment of Dedicated Bearers
Note: Only the main preferred signalling chart is shown for each alternative, although further procedures may also be supported.

7. Inter MME and/or inter UPE change, including support for service continuity
Note: This procedure addresses an architecture requirement.
8. Authentication/ Re-Authentication
H.1
Attach including default bearer handling
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Figure H.1.1: Alternative A
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Note: Step 1 Attach request can involve indication of old temporary ID with context request and response from old MME. Subscriber data transactions with HSS can be combined with location update messages in steps 3 and 6. The default bearer can be set up in IASA directly by the MME in steps 8 and 10 with update of UPE tunnel endpoint also provided by the MME.

Figure H.1.2: Alternative B
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Figure H.1.3: Alternative C
**** End of 1st set of changes ****
**** Start of 2nd set of changes ****

H.8
Authentication/Re-Authentication
If MME/UPE split, it is the MME’s role to negotiate and synchronize the keys for AS, NAS and UP with UE by authentication procedure. And, the MME shall deliver the keys for UP security to the related UPE during the IP bearer establishment or after the MME and the UE renew the keys for UP security by another authentication procedure. In short, after the MME challenges the UE by performing an authentication, the MME shall deliver the renewed key for UP security to the related UPEs.









**** End of 2nd set of changes ****
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