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1. Introduction

The current SAE architecture (fig. 4.2-1 and related text in [1]) is not too specific on S2: 
S2:
It provides the user plane with related control and mobility support between WLAN 3GPP IP access or non 3GPP IP access and the SAE Anchor.

This definition constitutes only the absolute minimum for such a reference point between SAE and different types of access networks, but did not proof useful for a deeper understanding. 

In [2] an effort was undertaken to clarify the nature of S2, showing three options for access control and corresponding Access Gateway Functionality (AGF). Although that contribution could not be incorporated into the SAE TR, we see it as a good starting point; but in contrast to [2] we avoid the definition of the term “trust” (of an SAE operator regarding an access NW), because it doesn’t seem to be necessary and can be left to operator’s agreements.

The aim of the present contribution is 

· to further detail the necessary functionality on S2,
· to separate it into the mobility and AAA/security related parts, and thus

· refine the logical high level architecture for the evolved system.
The scope is limited to the non-roaming case, impacts on the roaming architecture are thus FFS.
2. Discussion 

2.1 3GPP IP Access and ePDG
With a first modification we want to clarify the location of the PDG, its properties when interworking with SAE system, and the related nomenclature. 
Unfortunately “WLAN 3GPP IP Access” has been used differently and not very strictly in text and architectural graphs in the past:

· In fig. 4.1 in [3] (simplified WLAN model) the term “WLAN 3GPP IP Access” refers to the 3GPP entities only (PDG and PS services).  

· Fig. 6.1 in the same document (non-roaming reference model) it includes also WAG, and the corresponding bubble extends slightly into the WLAN access NW. 3GPP AAA server and the reference points Wu and Wa, on the other hand, do not seem to be part of WLAN 3GPP IP Access! 

· In the roaming reference model fig. 6.2 of [3] the WLAN 3GPP IP Access bubble does not extend into the WLAN access NW. 

· According to the logical high level architecture for SAE (fig. 4.2-1 in [1]), WLAN 3GPP IP Access seems to include PDG and the WLAN access NW, plus the interconnection between them. (The 3GPP AAA server is not shown there.) 

Referring to the last item it must be noted that these two parts belong, in the general case, to two different operators. The PDG is located within the 3GPP operator’s domain. Further we must expect changes/ enhancements on PDG when integrating I-WLANs with mobility into SAE. Therefore we propose a first modification of the logical high level architecture for SAE in fig.1.
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Figure 1: first modification in SAE non-roaming reference architecture, introducing ePDG 
It shows (i) an evolved PDG (ePDG) within the Evolved Packet Core and (ii) the I-WLAN access NW. Both together are denoted now as “WLAN 3GPP IP Access”. A justification of the new term ePDG is due to the fact that it has changed its role (no longer IP point of connectivity with PDNs) and the option to support the mobility mechanism of S2, e.g. by acting as a Proxy-MIP agent (this argument has already been used in [3]). The full benefit of this modification will become apparent when considering also the case of non-3GPP IP access. The location of ePDG in EPC clarifies that it is under the 3GPP operator’s control, the new depiction of WLAN 3GPP IP Access makes apparent that this type of access involves both the I-WLAN access NW and the PDG/ePDG according to existing specifications.   
2.2. Detailing Current S2 and its Split into Mobility, AAA/Security and QoS/Traffic Policy/Charging Control
It is our belief that for a fully-blown mobile NW architecture the three functional blocks mobility, AAA/security and QoS/traffic policy/charging are in principle always coupled. Having acknowledged this fact, it is still useful to list details for them separately, and discuss the coupling later again.   

S2 (in its current form) may contain the following AAA/security and mobility related control functionality:

	ID
	AAA/Security Related Control
	Description

	A1
	General access control (user unspecific)
	The number of users (in terms of IP addresses) registered via the access network and their traffic towards the SAE system is controlled according to the agreement between SAE operator and non-3GPP access NW operator.  

	A2
	Authentication (user specific)
	The identity of users is checked against security credentials which are stored with their subscription for the SAE system.

	A3
	Access control (user specific)
	The access to the SAE system is controlled (allowed or denied), depending on subscription properties and operator (access) policies. A2 is a prerequisite for A3. 

	A4
	Authentication (device specific)
	Currently not present in 3GPP, as only a simple IMEI check is done (note: fully present in WiMAX).

	A5
	Authorization (user specific)
	The details of SAE usage are determined dynamically and user behaviour controlled according to subscription and operator (access) policies. A2 and A3 are a prerequisite for A5.

	A6
	Security Key Distribution (user specific)
	Security keys are derived from a long-term key and distributed 

	A7
	Access Discovery/Advertisement 
	FFS if present in particular solutions for the NW discovery and selection problem; an example would be the respective EAP procedures in I-WLAN based on [9]
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	Mobility Related Control
	

	M1
	Mobility Advertisement 
	FFS if present in optimized HO procedures; an example would be Router Solicitation/Advertisement for Proxy in FMIP [6].

	M2
	(Local) IP Address Allocation
	It is FFS, if and how this may be included in AAA/Security related control functionality.

	M3
	Handover Related Signaling
	FFS if present in optimized HO procedures; examples would be Handover Initiate in FMIP [6]. 

	M4
	Signaling for Data Path Establishment/Maintenance 
	MIP messages for binding updates and corresponding acknowledgements, and equivalent (e.g. Proxy-MIP based messages).


QoS/Traffic Policy/Charging related control is not listed here and FFS.
This table first of all helps in detailing the interconnection between non-3GPP access NWs and the SAE system (which is done next) and when describing the procedures on the interface S2, plus related ones (which is still to be done).
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Figure 2: three different options how to interconnect non-3GPP access networks (black/full lines: user data, blue/dashed and dotted lines: mobility signalling, red/double lines: AAA signalling; red dashed-dotted lines: L2 authentication; blue/dotted lines might not exist (e.g. in case of Proxy-MIP)
Options 1a and b are useful in the case that the SAE operator sees no need for a gateway functionality in the non-3GPP access network. It might be e.g. a fixed infrastructure connected to the EPC, where the maximum load is known beforehand and all users are accepted from the access network point of view. Of course there is an Access Router present (the first uplink IP node for the UE), but it plays no role in the interworking with SAE, except IP routing. Static access policies/limiting might still be in place, but this is out of scope here. Note that this option also means that only client MIP is available (no entity is available in the non-3GPP access NW, where the Proxy-MIP agent functionally could be located).

The difference between options 1a and b lies in the handling of individual users, but both are modifications from option 1 in [2]. In option 1b there are no user specific AAA/security procedures executed, so no individual authentication can be done and all users are therefore also authorized in an equal manner. In option 1a users can be authorized individually, but this must be based also on individual authentication. As no AGF exists, an AAA/security procedure needs to be executed directly between UE and 3GPP AAA server on layer 3, relayed via the SAE anchor (acting as a AAA proxy). A suitable framework supporting this scenario is defined in [7]. Option 1a is not yet considered for the subsequently described modifications of the reference architecture, for two reasons: (1) a reference point between SAE Anchor and UE would have to be defined (but UE is currently not explicitly shown there), and (2) an agreement that this new/not yet discussed option is really required is desirable beforehand. 
 Option 2 describes the case that some gateway functionality (AGF) is placed at the edge of the EPC; it is therefore suitable for deployments where a stricter AAA/security and mobility control is required but the non-3GPP access NW is not able or not allowed to perform it. The benefit, compared to option 1, is obviously that the dedicated - and thus more complex and more expensive - SAE node (SAE anchor) is relieved from these secondary tasks. The AGF may be involved also with mobility signaling, e.g. if Proxy-MIP is used. The interconnection between AGF and the non-3GPP access NW is below L3 and not to be standardized here, possible schemes are listed in appendix C.1 of [3]. 
With option 3 the gateway functionality is located within the non-3GPP access network. The AAA/security control is delegated to the non-3GPP access NW. Proxy-Mobility agent functionality is possible again.
From a technical point of view option 2 and 3 are identical. For the reference architecture they have to be listed separately because differences exist as to what is specified within the SAE architecture and what can/must be imposed on the access NW.    

For the relation of the current I-WLAN with above options see the appendix.

With the above considerations we may redraw the architecture graph (see fig. 3). Wx, Wm, Wn and Wa/Wd are existing reference points. The 3GPP AAA server is used for performing user specific AAA procedures (as already defined with WLAN 3GPP IP Access) and deals dynamically with user data and profiles. In contrast, there may be some statically configured data in non-3GPP access networks, e.g. describing agreed traffic volumes, charging procedures or traffic filters (these are out of scope of this architecture). 
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Figure 3: more detailed SAE architecture, accommodating different options for interconnection with non-3GPP access networks (note: for simplicity only one representative of non-3GPP access NWs with all three options is shown – in reality one option would occur per non-3GPP access NW)
The reference point S2 is now split into reference points S2a – e, and these comprise only user plane and mobility related control. The following descriptions hold:
S2a: provides user data transport and related mobility control between SAE anchor and ePDG; more specifically this may include:

· tunneling of IP packets (details FFS); the mobility tunnel may terminate at ePDG or extend to the UE
· signaling capability for setting up, tearing down and modifying this mobility tunnel; the relation between the mobility tunnel and the IPSec tunnel terminating at ePDG are FFS, 
· means to transport additional mobility related information (details FFS).

S2b and S2d: provide user data transport and related mobility control between SAE anchor and the UE, or AGF in the EPC and UE, respectively. 
S2c and S2e: provide user data transport and related mobility control between SAE anchor and an AGF in a non-3GPP access NW, or SAE anchor and AGF in the EPC, respectively; more specifically this may include those listed for S2a.
Protocol details for S2a – e are FFS, but it is our suspicion that many common parts exist.
The reference points S6a - c are introduced to handle the AAA/security related control:
S6a: provides AAA/security related functionality of the current Wd reference point “minus” the IPSec tunnel related features.
S6b: provides functionality to authenticate mobility control messages directed to the IASA (e.g. MIP binding de/registrations). It could either consist in distribution of keying material initiated during the AAA/security procedures (this is the aforementioned coupling) or a dynamic request/response mechanism per such mobility control message.   
S6c: provides AAA/security related functionality of the current Wm reference point “minus” the IPSec tunnel related features. (It is skipped anyway in the final architecture.)

AGF is shown within EPC and in a non-3GPP access NW, we need to define it properly (modified from [2]):

AGF:  

The Access Gateway Functionality is a functional entity acting as gateway between non-3GPP access networks and the 3GPP EPC. It takes part in mobility and AAA/security related control. Its main purpose is to enforce the operator’s access policies and thus ensure that only authorised traffic is forwarded towards the SAE anchor. 
The details of the AGF are FFS, and might include one or more of the following functions: 
· user data traffic routing and forwarding

· user data traffic filtering

· routing enforcement

· IP address handling (check, allocation, translation)

· authentication and authorization
· AAA signalling on L2 and L3

· security key handling

· policy and QoS handling

· generate charging information

· mobility signalling (local and remote)

· mobility tunnel handling

· temporary user data handling (buffering and forwarding)

· NW advertisement

The AGF functional entity is either located at the edge of, but within the Evolved Packet Core, or can be provided by entities in the non-3GPP access NW.
Note: transport level security measures (e.g., gateway to gateway IPSec tunnel) may be used between the AGF and EPC in order to provide adequate security when the AGF functionality is located outside the EPC.

The problem of definition of “trust”, as it had been discussed at length in various SA2 contributions, can be resolved simply by letting the SAE operator decide which variant of interconnection with a non-3GPP access network he allows. If none of those shown in fig. 2 are allowed, then the fallback to WLAN 3GPP IP Access is still possible (hitherto termed the “untrusted” case, which is made “trusted” by imposing the IPSec tunnel). 

2.3 Combining the Modifications 
Taking a closer look onto fig. 3 we note that now two gateway functionalities are present in the EPC, namely ePDG for the I-WLAN (with extensions for SAE) and AGF for non-3GPP access NWs. We refrain from calling the second one a “trusted” case, to avoid the mentioned definition problems. They simply differ in the employed functionalities, as defined above (mainly the presence of an IPSec tunnel with PDG). 
Next we would like to streamline the architecture and combine AGF in EPC with ePDG. Further, we propose to let dynamically choose between the two interworking variants. This is certainly eased by such a combination in one node, which we still like to call ePDG – this only has to be considered properly in its definition. 

Fig. 4 shows the final result. ePDG now can handle both I-WLAN and the above option 2 for non-3GPP access NWs which require a gateway functionality in the EPC.
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Figure 4: final modified SAE non-roaming reference architecture, combining AGF in EPC with ePDG
ePDG (evolved PDG):  

It comprises the functionality of a PDG according to [3]; extensions compared to PDG are FFS and may include 

· negotiation capabilities with respect to access mode (e.g. whether IPSec tunnel is required or not)

· proxy MIP agent functionality 

· mobility triggers 
Wm*:

This reference point is based on the existing Wm in [3]; the extensions compared to Wm are FFS and may include means to provide information for the access mode negotiation (e.g. if IPSec tunnel is needed or not).  
We propose to substitute the definition of terms like “trust” (between SAE operator and access NW operators) and “trusted access” by allowing a flexible handling of security requirements. In the attachment and HO procedures for UEs and those access NWs capable of both variants of interworking (i.e. supporting both Wn and S2d) the decision about which type of interconnection to use should be possible dynamically, based on user’s preferences and operator’s access policies. 
2.4 Further Required Details 
The details regarding S7 still have to be brought into this model (see. e.g. [4]). The newly introduced QoS capabilities for I-WLAN according to [5] should be considered. 

3. Proposal

It is proposed to substitute fig. 4.2-1 in the SAE TR with above fig. 4 and to change/add the above given definitions of reference points and AGF correspondingly. 

No definition of “trust” (in access networks) or “trusted access” is necessary in the SAE TR.
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Appendix: Relation between I-WLAN and Options 1 – 3
The current I-WLAN extended from [3] by mapping it onto the SAE architecture may be seen as a combination of above options 2 and 3 (i.e. AGF distributed to two parts, AGF1 and AGF2):
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