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Introduction
Support for lawful intercept is a critical functionality as it is a legal requirement that is forced by regulatory authorities. As a results, the SAE architecture shall have the capability of intercepting communications assigned by regulatory bodies.
Since the regulatory authorities require lawful intercept both in the home and the visited PLMN, the SAE architecture must provide the necessary hooks in both of the networks, the home and the visited EPC.
Discussion
In the non-roaming case, this legal requirement can be easily satisfied as the home EPC can intercept IP packets of a UE not only while attached to 3GPP accesses, but also while attached to WLAN accesses (or other non-3GPP access types). Lawful intercept can be done either on the gateway nodes to the various access systems (e.g., the MME/UPE or the PDG) or on the SAE Anchor, through which all communications – independent of the access – pass.

Note that the same applies for lawful intercept for local breakout in the roaming case, as the user data always passes through the Visited EPC. The operator which provides the service (i.e. VPLMN) can execute lawful intercept again either on the gateway nodes or the SAE Anchor in the visited EPC.

However, for the roaming case with home routed traffic, the visited EPC can intercept the communication only when the traffic is unencrypted by an entity in the VPLMN before the traffic is relayed towards the HPLMN. 

For 3GPP accesses, this could be done at the MME/UPE, the 3GPP Anchor, or a SAE anchor in the visited network. However, according to the current home-routed roaming architecture, there seems to be problem of executing lawful intercept by the VPLMN in case the UE is attached to a WLAN (or another non-3GPP access). The reason is that when a roaming-user is attached to WLAN network, the user traffic is directly forwarded to the home EPC, which makes it impossible to execute lawful intercept in the visited EPC – even if the WLAN is operated by the visited EPC operator. Consequently, when inter access system HO from a 3GPP access to WLAN is executed, lawful intercept will no longer work. If a WLAN is not operated by visited EPC, depending on regulatory bodies, lawful intercept may not be required in the visited EPC since these cases be considered to be home EPC service. However, if WLAN is operated by Visited EPC, Visited EPC must execute lawful intercept when a UE is attached to the WLAN
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The figure on the right hand side does not satisfy the regulatory requirements of most of the countries, we believe this issue needs to be further studied and a solution that allows lawful intercept regardless of the type of user or service should be provided. 

The implications for SAE architecture resulting from this brief study are:

· User data of roaming users shall pass through the visited EPC both for local breakout and home routed traffic if WLAN is operated by Visited EPC. 
· User data must be de-ciphered in the VPLMN (e.g., by the MME/UPE or PDG) 

· Continuity for lawful intercept shall be provided despite inter-access system mobility between 3GPP and non-3GPP accesses in the VPLMN (i.e. the EPC shall provide a common entity to execute legal intercept for different accesses or the necessary means to transfer LI state between the access-specific LI enforcement entities)
Conclusion
If the discussion above is agreed, the lawful intercept requirement should be added to the architectural requirement and the roaming architecture discussion should consider the need for lawful intercept for home routed traffic despite inter-access system mobility. 
Proposal
<<Proposed Change>>
5 Requirements on the Architecture
…..
· 
·  
· It shall be possible to perform Lawful Intercept for both roaming and non-roaming users for all access systems the user are allowed to use.
…..

<<End of Change>>





















3GPP

SA WG2 TD


