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Introduction

This contribution analyses the corresponding change of ciphering algorithm negotiation procedure under CP/UP split architecture and is proposed to be included into the TR23.882.
Discussion

NAS ciphering is implemented between the UE and the MME, UP ciphering is implemented between the UE and the UPE. So it is possible that NAS ciphering algorithm is different to UP ciphering algorithm in case CP/UP split architecture. Simultaneous it is also possible that different UPE has different UP ciphering algorithm. So NAS ciphering algorithm negotiation should be different to UP ciphering algorithm negotiation. A method of UP ciphering algorithm negotiation should be provided. There may be some alternative methods to negotiate UP ciphering algorithm.

1. The MME sends the UE ciphering algorithm capability to the UPE when the MME selects the UPE during bearer establishment procedure, then the UPE selects one UP ciphering algorithm for the UE according to its ciphering algorithm capability and sends the UP ciphering algorithm selected to the UE.
2. The UPE registers its ciphering algorithm capability to the MME. The MME selects UP ciphering algorithm according to UE ciphering algorithm capability and UPE ciphering algorithm capability during attach procedure.
Proposal

It is proposed to make following updates into TR 23.882.
**** Start of 1st set of changes ****

H.1
Attach including default bearer handling
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Figure H.1.1: Alternative A
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Note: Step 1 Attach request can involve indication of old temporary ID with context request and response from old MME. Subscriber data transactions with HSS can be combined with location update messages in steps 3 and 6. The default bearer can be set up in IASA directly by the MME in steps 8 and 10 with update of UPE tunnel endpoint also provided by the MME. The NAS ciphering algorithm can be negotiated during Authentication procedure in step 2, the UP ciphering algorithm can be negotiated during bearer establishment procedure in steps 7 and 10.
Figure H.1.2: Alternative B1
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Note: The UPE registers its ciphering algorithm capability to the MME. The MME selects UP ciphering algorithm according to UE ciphering algorithm capability and UPE ciphering algorithm capability during attach procedure.
Figure H.1.3: Alternative B2
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Note: The NAS ciphering algorithm can be negotiated during Authentication procedure in step 2, the UP ciphering algorithm can be negotiated during bearer establishment procedure in steps 7 and 14.
Figure H.1.4: Alternative C1
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Note: The UPE registers it’s ciphering algorithm capability to the MME. The MME selects UP ciphering algorithm according to UE ciphering algorithm capability and UPE ciphering algorithm capability during attach procedure.

Figure H.1.5: Alternative C2
**** End of 1st set of changes ****
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