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At SA2#52 requirements concerning network control of IP-CAN bearers were added to the PCC architecture. This implies that the PCC procedures shall allow the PCEF to initiate procedures for IP-CAN bearer establishment, modification and termination. 

Another aspect when network control is concerned is the uplink traffic mapping. In GPRS with UE control it is the UE that is in complete control of the TFTs that define which traffic shall travel on a certain PDP context when there are multiple PDPs activated within the same IP-CAN session. The network relies on assumptions, documented in 3GPP specifications, for deducing what PDP the UE will use for specific traffic. To support network control the PCC architecture has to secure that the PCEF also can control the uplink traffic mapping in the UE. The basic behaviour should be that the PCEF extracts the uplink service data flow filters from a PCC rule and provisions this filter to the UE with mechanisms available for the IP-CAN.

This paper proposes initial updates to the draft TS adding support for network control.

*** 1st change ***

6.1.5
Policy Control

Policy control comprises functionalities for:

- 
Gating control, i.e. the blocking or allowing of packets, belonging to a service data flow, to pass through to the desired endpoint;
- 
Event reporting, i.e. the notification of and reaction to application events to trigger new behaviour in the user plane as well as the reporting of events related to the resources in the GW;
- 
QoS control, i.e. the authorisation and enforcement of the maximum QoS that is authorised for a service data flow or an IP-CAN bearer. 
-
IP-CAN bearer establishment for IP-CANs that support network initiated procedures for IP-CAN bearer establishment.
 In case of an aggregation of multiple service data flows (e.g. for GPRS a PDP context), the combination of the authorised QoS information of the individual service data flows is provided as the authorised QoS for this aggregate. 
The enforcement of the authorized QoS of the IP-CAN bearer may lead to a downgrading of the requested bearer QoS by the GW as part of a UE-initiated IP-CAN bearer establishment or modification. Alternatively, the enforcement of the authorised QoS may, depending on operator policy and network capabilities, lead to network initiated IP-CAN bearer establishment or modification. If the PCRF provides authorized QoS for both, the IP-CAN bearer and PCC rule(s), the enforcement of authorized QoS of the individual PCC rules shall take place first.
QoS authorization information may be dynamically provisioned by the PCRF or predefined as a default policy in the GW. In case the PCRF provides PCC rules dynamically, authorised QoS information for the IP-CAN bearer (combined QoS) may be provided. For a predefined PCC rules within the PCEF the authorized QoS information shall take affect when the PCC rule is activated. The GW shall combine the different sets of authorized QoS information, i.e. the information received from the PCRF and the information corresponding to the predefined PCC rules. 

For policy control, the AF interacts with the PCRF and the PCRF interacts with the GW as instructed by the AF. For certain events related to policy control, the AF shall be able to give instructions to the PCRF to act on its own, i.e. based on the service information currently available. The following events are subject to instructions from the AF:

- 
The authorization of the IP-CAN session modification; 
- 
The gate control (i.e. whether there is a common gate handling per AF session or an individual gate handling per AF session component required);
- 
The forwarding of IP-CAN bearer level events.
Editor's note: It is FFS how to control whether a service may start on any bearer that could transfer the traffic or whether a bearer dedicated for this traffic is required.
*** 2nd change ***

6.2.2
Policy and Charging Enforcement Function (PCEF)

6.2.2.1
General

The PCEF encompasses service data flow detection, policy enforcement and flow based charging functionalities. 

Editor’s note: This functional entity encompass the harmonization of the PEP and TPF release 6 logical entities. 

This functional entity is located at the Gateway (e.g. GGSN in the GPRS case, and PDG in the WLAN case). It provides service data flow detection, user plane traffic handling, triggering control plane session management (where the IP-CAN permits), QoS handling, and service data flow measurement as well as online and offline charging interactions.

A PCEF shall ensure that an IP packet, which is discarded at the PCEF as a result from policy enforcement or flow based charging, is neither reported for offline charging nor cause credit consumption for online charging.

Note:
For certain cases e.g. suspected fraud an operator shall be able to block the service data flow but still be able to account for any packets associated with any blocked service data flow.

The PCEF is enforcing the Policy Control as indicated by the PCRF in two different ways:

-
Gate enforcement. The PCEF shall allow a service data flow, which is subject to policy control, to pass through the PCEF if and only if the corresponding gate is open;

-
QoS enforcement:

-
PCC rule QoS enforcement. The PCEF shall enforce the authorized QoS of a service data flow according to the active PCC rule (e.g. to enforce uplink DSCP marking). 

-
IP-CAN bearer QoS enforcement. The PCEF controls the QoS that is provided to a combined set of service data flows. The policy enforcement function ensures that the resources which can be used by an authorized set of service data flows are within the “authorized resources” specified via the Gx interface by “authorized QoS”. The authorized QoS provides an upper bound on the resources that can be reserved (GBR) or allocated (MBR) for the IP-CAN bearer. The authorized QoS information is mapped by the PCEF to IP-CAN specific QoS attributes.

The PCEF is enforcing the charging control in the following way:
-
For a service data flow (defined by an active PCC rule) that is subject to charging control, the PCEF shall allow the service data flow to pass through the PCEF if and only if there is a corresponding active PCC rule with and, for online charging, the OCS has authorized credit for the charging key. The PCEF may let a service data flow pass through the PCEF during the course of the credit re-authorization procedure.
For a service data flow (defined by an active PCC rule) that is subject to both Policy Control and Charging Control, the PCEF shall allow the service data flow to pass through the PCEF if and only if the right conditions from both policy control and charging control happen. I.e. the corresponding gate is open and in case of online charging the OCS has authorized credit for its charging key. 

A PCEF may be served by one or more PCRF nodes. The PCEF shall contact the appropriate PCRF based on the packet data network (PDN) connected to, together with, a UE identity information (if available, and which may be IP-CAN specific). It shall be possible to ensure that the same PCRF is contacted for a specific UE irrespective of the IP-CAN used..
The PCEF shall, on request from the PCRF, modify a PCC rule, using the equivalent PCEF behaviour as the removal of the old and the installation of the new (modified) PCC rule. The PCEF shall modify a PCC rule as an atomic operation. The PCEF shall not modify a predefined PCC rule on request from the PCRF.

Editor´s note: It is FFS whether PCC rules need to be installed and activated as separate procedures.

The PCEF should support predefined PCC rules.

For online charging, the PCEF shall manage credit as defined in clause 6.1.3.

The operator may apply different PCC rules depending on different PLMN. The PCEF shall be able to provide identifier of serving network to the PCRF, which may be used by the PCRF in order to select the PCC rule to be applied.
The operator may configure whether Policy and Charging Control is to be applied based on different access point. 
The PCEF shall gather and report IP-CAN bearer usage information according to clause 6.1.2.

At IP-CAN session establishment the PCEF shall initiate the IP-CAN Session Establishment procedure, as defined in clause 7.2. If no PCC rule was activated for the IP-CAN session the PCEF shall reject the IP-CAN session establishment.

If there is no PCC rule active for a successfully established IP-CAN session at any later point in time, e.g., through a PCRF initiated IP-CAN session modification, the PCEF shall initiate an IP-CAN session termination procedure, as defined in clause 7.3.2.

If there is no PCC rule active for a successfully established IP-CAN bearer at any later point in time, e.g., through a PCRF initiated IP-CAN session modification, the PCEF shall initiate an IP-CAN bearer termination procedure, as defined in clause 7.4.1.
If the IP-CAN session is modified, e.g. by changing the characteristics for an IP-CAN bearer, the PCEF shall first use the event trigger to determine whether to request the PCC rules for the modified IP-CAN session from the PCRF; afterwards, the PCEF shall use the re-authorisation triggers, if available, in order to determine whether to require re-authorisation for the PCC rules that were either unaffected or modified. If the PCEF receives an unsolicited update of the PCC rules from the PCRF (IP-CAN session modification, clause 7.4.2), the PCC rules shall be installed, modified or removed as indicated by the PCRF. 
If network initiated procedures for IP-CAN bearer establishment apply this also includes provisioning the UE with uplink traffic mapping information. See Annex A for details.

If another IP-CAN session is established by the same user, this is treated independently from the existing IP-CAN session.

*** 3rd change ***

7
PCC Procedures and flows

7.1
Introduction

The specification of the PCC procedures and flows is valid for the general scenario. Access specific information is included in Annex A.

The description includes procedures for IP-CAN Session Establishment, Modification and Termination. The IP-CAN Session modification comprises IP-CAN bearer establishment, modification, termination, as well as unsolicited PCC decisions.

7.2
IP-CAN Session Establishment

This sub-clause describes the signalling flow for IP-CAN Session establishment and IP address assignment to the UE. The AF is not involved. 




Figure 7.1: IP-CAN Session Establishment

1.
The GW receives a request for IP-CAN Bearer establishment. The GW accepts the request and assigns an IP address for the user. 

2.
The GW determines that the PCC authorization is required, requests the authorization of allowed service(s) and PCC Rules information. The PCEF includes the following information IP-CAN type and, if available, the kind of IP-CAN bearer establishment support.
3.
If the PCRF does not have the subscriber's subscription related information, it sends a request to the SPR in order to receive the information.

4.
The SPR responds with the subscription related information containing the information about the allowed service(s) and PCC Rules information.

5.
The PCRF makes the authorization and policy decision.

6.
The PCRF sends the decision(s) to the GW. The GW enforces the decision.

7.
If online charging is applicable, and at least one PCC rule was activated, the GW shall request credit from the OCS for any charging key of the activated PCC rules, and provide relevant input information for the OCS decision.

8.
If online charging is applicable the OCS provides the credit information to the GW and may provide re-authorisation triggers for each of the credits. 
9. If network control applies the GW may initiate the establishment of additional IP-CAN bearers. See Annex A for details.

10.
If at least one PCC rule was successfully activated and when online charging is applicable credit for it was not denied, the GW acknowledges the IP-CAN Bearer Establishment Request. 

7.3
IP-CAN Session Termination

7.3.1

UE initiated IP-CAN Session termination
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Figure 7.2: IP-CAN Session Termination

1.
The GW receives a request to remove the last IP-CAN bearer associated to this IP-CAN session. 

2.
The GW indicates that the IP-CAN Session is being removed and provides relevant information to the PCRF.

3.
The PCRF finds the PCC Rules that require an AF to be notified. 

4.
The GW removes all PCC Rules associated with the IP-CAN session.

5.
The PCRF notifies the AF that there are no transmission resources for the service if this is requested by the AF.

6.
The AF acknowledges the notification of the loss of transmission resources.

7.
The PCRF removes the information related to the terminated IP-CAN Session and acknowledges to the GW that the PCRF handling of the IP-CAN session has terminated. This message is flagged as the response to the GW request.

8.
If online charging is applicable, the GW issues final reports and returns the remaining credit to the OCS.

9.
If online charging is applicable the OCS acknowledges that credit report.


10.
The GW continues the IP-CAN Bearer removal procedure.
Note:
The IP-CAN Session removal procedure may proceed in parallel with the indication of IP-CAN Session termination.

7.3.2
GW initiated IP-CAN Session termination.
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Figure 7.3: GW Initiated IP-CAN Session Termination

1.
The GW detects that IP-CAN Session termination is required.

2.
The GW sends a request to remove the IP-CAN bearer. For IP-CAN with multiple IP-CAN bearers this applies for each IP-CAN bearer associated to this IP-CAN session.

3.
The GW receives the response for the IP-CAN bearer removal.

4.
The GW indicates the IP-CAN Session termination and provides the relevant information to the PCRF.

5.
The PCRF finds the PCC Rules that require an AF to be notified.
6.
The PCRF notifies the AF that there are no transmission resources for the service if this is requested by the AF.

7.
The AF acknowledges the notification on the loss of transmission resources.

8.
The GW removes all the PCC Rules associated with the IP-CAN session.

9.
The PCRF removes the information related to the terminated IP-CAN Session and acknowledges the IP-CAN Session termination.

10.
If online charging is applicable, the GW issues final reports and returns the remaining credit to the OCS.

11.
If online charging is applicable the OCS acknowledges the credit report.
7.4
IP-CAN Session Modification

7.4.1
IP-CAN Session Modification; GW(PCEF) initiated

This sub-clause describes the signalling flow for the IP-CAN Session modification initiated by the GW. These modifications include IP-CAN bearer establishment and termination as well as modification if the triggering conditions given to the GW are fulfilled. The AF may be involved. An example of the scenario is authorization of a session-based service for which an IP-CAN Session is also modified. 


[image: image5.wmf] 

4. Request Policy 

and Chargi

ng 

Rules

 

1

0

. 

Credit Request

 / Final Report

 

1

2

. 

IP

-

CAN Bearer 

Signalling

 

 

9

. Policy and 

Charging Rules 

Provision

 

GW

 

PCRF

 

AF

 

OCS

 

1. 

Application/Service info

 

2. 

Ack

 

3. IP

-

CAN B

earer 

Signalling

 

5

. 

Correlate 

application/service 

inform

ation with 

IP

-

CAN 

session

 

8

. Policy Decision

 

1

1

. 

Credit Resp

o

nse

 / Acknowledge

 

1

3

. 

IP

-

CAN Bearer 

Signalli

ng

 

 

7. Ack and new

 

Application/Service info

 

6. 

Event report

 


Figure 7.4: IP-CAN Session Modification; GW(PCEF) initiated

1.
Optionally, the AF provides service information to the PCRF due to AF session signalling..

2.
The PCRF stores the service information and responds with the Acknowledgement to the AF.

3.
The GW makes an internal decision or receives a request for IP-CAN Bearer establishment, modification or termination.

4.
The GW determines that the PCC interaction is required and sends the PCC Rules request to the PCRF. If there is a limitation or termination of the transmission resources for a PCC Rule, the GW reports this to the PCRF.

5.
The PCRF correlates the request for PCC Rules with the IP-CAN session and service information available at the GW. 

6. The PCRF may need to report to the AF an event related to the transmission resources.

7. 
The AF acknowledges the event report and/or responds with the requested information.
8.
The PCRF makes the authorization and policy decision.

9.
The PCRF sends the decision(s) to the GW. The GW enforces the decision.

10.
If online charging is applicable, the GW shall request credit from and/or issue final reports and return remaining credit to the OCS.

11. If online charging is applicable, the OCS provides the credit information to the GW, and/or acknowledges the credit report.
Editor’s Note: The sequence of resource authorization and OCS interaction is FFS.
12
The GW acknowledges or rejects any IP-CAN bearer signalling received in step 3. The IP-CAN bearer establishment or modification is accepted if at least one PCC rule is active for the IP-CAN bearer and in case of online charging if credit is available for at least one charging key. Otherwise, the IP-CAN bearer establishment or modification is rejected. An IP-CAN bearer termination is always acknowledged by the GW.
13.
In case of a GW internal decision the GW initiates any IP-CAN bearer signalling required for completion of the IP-CAN Sesssion modification.
7.4.2
IP-CAN Session Modification; PCRF initiated

This sub-clause describes the signalling flow for the IP-CAN Session modification initiated by the PCRF. The AF may be involved. An example of the scenario is initiation and authorization of a session-based service for which an IP-CAN Session is modified. IP-CAN Session handling and handling of PCC rules for non-session based services, and also general handling of PCC rules that are not subject to AF-interaction is also applicable here.
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Figure 7.5: IP-CAN Session Modification; PCRF initiated

1.
Optionally, the AF provides service information to the PCRF due to AF session signalling.

Editor’s Note: Optionally, without AF interaction, a trigger event in the PCRF may cause the PCRF to determine that the PCC rules require updating at the GW, e.g. change to configured policy. 

2.
The PCRF makes the authorization and policy decision.

3.
The PCRF sends the decision(s) to the GW. 

4.
The GW enforces the decision. 

5.
If online charging is applicable, the GW shall request credit from and/or returns the remaining credit to the OCS.

6.
If online charging is applicable, the OCS provides the credit information to the GW, and/or acknowledges the credit report

Editor’s Note: The sequence of resource authorization and OCS interaction is FFS.
7.
The GW may send an IP-CAN Bearer establishment, modification or termination request.
An IP-CAN bearer modification is sent by the GW if the QoS of the IP-CAN bearer exceeds the authorized QoS provided by the PCRF in step 3.
An IP-CAN bearer termination request is sent by the GW if all PCC rules for an IP-CAN bearer have been removed.
8.
The GW receives the response for the IP-CAN Bearer modification or termination request.
9.
The GW sends ACK (accept or reject of the PCC decision(s)) to the PCRF.

10.
The PCRF stores the service information and responds with an Acknowledgement to the AF.
*** End of changes ***
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