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1.   Introduction
This contribution is to propose for the architectural requirements on section 5. TS22.258 (AIPN) is specified as stage1 of TR23.882 (SAE) and some of the service requirements in TS22.258 are interpreted to stage2 architectural requirements and put on TR23.882. However, location privacy and hiding the internal network elements in TS22.258 are still missing in TR23.882.
2.   Additional Architectural Requirements 
From the operator point of view, the user location privacy and hiding the internal network are critical requirements. However they have not been listed in section 5 yet, so the following requirements are proposed to be added.
2.1   User location Privacy
The following description is the extraction from TS22.258.

1) It shall be possible to provide no disclosure, at any level of granularity, of location, location-related information, or information from which a user’s location can be determined, to unauthorised parties, including another party on a communication (extraction from section11 in TS22.258)
In current 3G CS system, the user location related information is only managed by HPLMN and VPLMN, but is not explicitly revealed to the called party. The called party doesn’t even know the attached VPLMN of the user. The user always appears as if attached in HPLMN.
It is also achieved when the optimal routing is applied. (see TS23.079 Support of Optimal Routeing (SOR)).
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Figure. 3G CS: Optimal routing keeping the location privacy
Regarding 3G PS system, if the local breakout service is provided, the user’s attached domain can be assumed by the allocated IP address from the called party. Therefore 3G PS location level is not as high as 3G CS.
However SAE should be the improved from current 3G or at least same level shall be kept. Therefore we should study the location privacy to aim for 3G CS level, regardless of the type of access systems.
Currently, PS service is mainly Client-Server type and the location privacy may not be assumed the critical requirement. However, CS level location privacy is highly demanded, when mobile operators start to provide voice service with IMS and IP-CAN and Peer-to-Peer type services. 
Therefore, it is proposed to add the following text:
(Proposed requirement): Location privacy shall be provided with the optimal routing communication. 3G CS level location privacy shall be kept regardless of the type of access systems (i.e. a user always appears as if attached in HPLMN). 
2.2   Hiding the internal network elements
The following description is the extraction from TS22.258.
2) The AIPN shall provide hiding of internal network elements (section11 in TS22.258).

In the current 3G, the address of the internal network element is hidden from the outside in order to avoid the possible attacks. The address revealed to the outside, is limited to the edge node address (e.g. PDG for WLAN, P/I-CSCF for IMS). The address of the internal network element such as HSS is strictly hidden from the outside. A user never set the internal network element address as a destination address. When the edge node receives the message from a user, it forwards them to the internal network entity.
Because ofthe address hiding, any message can not directly be sent from the outside. It means the internal network elements are not directly attacked at all.
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Figure. Hiding the internal network elements from outside
As the various IP based access systems and terminals are assumed to be accommodated into SAE, the attacks from outside seems to be increased.
Therefore this requirement should be included and prioritized in SAE.

















(Proposed requirement): The SAE shall provide hiding of internal network elements. The revealed information to the outside shall be limited to the edge node.
4. Proposal 

It is proposed to add the requirements above in the following section. 
Beginning of Change

5
Requirements on the Architecture

Editors Note:
This clause identifies the major requirements on the architecture that guide the architecture evolution.

High-level principles

-
3GPP and non 3GPP access systems shall be supported.

-
Shall provide scalable system architecture and solutions without compromising the system capacity, e.g. by separating the control plane and the transport plane.

-
Interworking with release 6 3GPP systems (i.e. 3GPP-PS core, 3GPP-IP access and IMS) shall be supported

-
The C plane response time for the IP-CAN shall be such that (excluding DRX times) the mobile can move from a fully idle state (this is an idle state where the mobile is GMM attached, has an IP address allocated and is IMS registered) to one where it is sending and receiving user plane data in a significantly reduced time. The target time is less than 200 ms;

-
The Evolved 3GPP System shall support SMS and equivalent functionality to that provided by the MSC's "SMS message waiting flag". Note: this might be provided by the R'7 WID for "support of SMS and MMS over generic 3GPP IP access".

-
The Evolved 3GPP System shall support basic IP configuration for terminals that do not have IP connectivity.

-
The functional split will be defined to sufficient level of detail to avoid overlapping/duplicated functionality, signalling and related delays.

-
The basic IP connectivity in the evolved architecture is established during the initial access phase of the UE to the network.

-
For the set-up of IP connectivity with enhanced QoS, the number of signalling transactions shall be minimised.

-
Mobility Management functionality shall be responsible of mobility within the Evolved 3GPP System and between the Evolved 3GPP System and different types of access systems.
-
The Evolved 3GPP Mobility Management solution shall be able to accommodate terminals with different mobility requirements (e.g.: fixed, nomadic and mobile terminals);

-
The Evolved 3GPP Mobility Management shall allow the network operator to control the type of access system being used by a subscriber.
-
Mobility procedures within the Evolved 3GPP System and between the Evolved 3GPP System and existing 3GPP Access Systems shall provide seamless operations of both real-time and non real-time applications and services.
-
The Evolved 3GPP Mobility Management should allow optimized routing for user-to-user traffic (including communication towards Internet and PSTN users, e.g.: via local break-out) and in all roaming scenarios (e.g.: when both users are in a visited network).

-
In order to maximise users' access opportunities, the evolved architecture should allow a UE which is roaming to a VPLMN to use a non-3GPP access network with which the VPLMN has a business agreement. For example, it should be possible for a user to use a WLAN access network with whom only the visited operator has a direct relationship (not the home operator).

-
The Evolved 3GPP System shall support IPv4 and IPv6 connectivity. Interworking between IPv4 and IPv6 terminals, servers and access systems shall be possible. Mobility between access systems supporting different IP versions should be supported.
-
Subscriber security procedures in the Evolved 3GPP System shall assure (at least) the same security level as current 3GPP CS/PS networks;

-
Access to Evolved 3GPP System shall be possible via existing Rel 99 USIM. Evolved 3GPP System shall also permit access to inbound roamers from mobile networks with Rel 5 HSS;

-
The authentication framework should be independent from the specific access network technology;

-
The evolved 3GPP System shall ensure necessary support for the existing charging principles (e.g.: calling party pays) both at application and bearer level.

-
Transport overhead needs optimization, especially for the last mile and radio interfaces.
-
Radio interface multicast capability shall be a built-in feature.
-
Evolved system shall support IP multicast service which provides point to multipoint user data transport.
-
The SAE/LTE system shall at least support handling of regional subscription / regional roaming / access restriction (the terms are defined in 22.011). In case a regional subscription / regional roaming / access restriction applies, the network may provide the UE with guidance to find another tracking area / network.

-
The SAE/LTE system shall be able to handle the situation where the home operator changes a user's subscription such that it changes roaming restrictions.

-
Roaming etc restrictions shall not be more granular than Tracking Area (consideration for support of RAT specific restrictions needs to be made). SA1 needs to clarify the requirements on RAT specific restrictions.

-
Handling of roaming etc. restrictions for UEs in LTE_IDLE and LTE_ACTIVE state shall be aligned.

-
LTE/SAE shall support the same level of User Identity Confidentiality as today's 3GPP system (e.g. Idle mode signalling and attach/re-attach with temporary user identities)

-
The SAE/LTE system shall support network sharing functionality. Details need to be studied in RAN WGs and SA2.

-
The SAE/LTE system shall support redundancy concepts / load sharing of network nodes, e.g. similar to today's Iu-flex mechanisms. All nodes other than cell site node should be considered "distributed resources utilising load sharing/redundancy mechanisms".

-
The SAE/LTE system shall provide effective means to limit signalling during inter-RAT cell-reselection in LTE_IDLE state. For example, similar performance to that of the "Selective RA Update procedure" defined in TS 23.060. Optimisation for movement to/from states such as URA-PCH and GPRS-Standby shall be studied.

-
It shall be possible to support service continuity between IMS over SAE/LTE access and the CS domain. It shall be achieved with minimum impact on the CS domain.

-
It shall be possible to support IMS and its communication services over SAE/LTE access, including the support of calls between IMS over SAE/LTE access and the CS domain.

-
It shall be possible for the operator to provide the UE with access network information pertaining to locally supported 3GPP and non-3GPP access technologies. The access network information may also include operator preferences based on locally available 3GPP and non-3GPP access technologies, and the information may be restricted to the access technologies or access networks the UE can use.
-  Location privacy shall be provided with the optimal routing communication. 3G CS level location privacy shall be kept regardless of the type of access systems (i.e. a user always appears as if attached in HPLMN).
-  The SAE shall provide hiding of internal network elements. The revealed information to the outside shall be limited to the edge node.
Editor's note:
Initial list to be completed.
End of Change
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