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This paper proposes signalling flows for user authentication when Mobile IP (MIP) or Proxy Mobile IP (PMIP) are used in the bearer plane across the roaming boundary (S8). Both cases with SAE anchor in the HPLMN and in the VPLMN are considered.
1. Introduction

The location of the 3GPP anchor in roaming scenarios is one of the highest priority topics for this meeting. This subject has been addressed at length in a companion paper for this meeting [1] which proposes that:
· the 3GPP anchor should always be collocated with the MME/UPE in the VPLMN;
· the protocol choices across S8 should be restricted to Mobile IP (MIP) or Proxy Mobile IP (PMIP).

The present paper proposes signalling flows for user authentication corresponding to this architecture proposal.
NOTE: this paper heavily borrows from paper [2] also submitted for this meeting. We would like to express our gratitude to the authors of [2] for kindly allowing us to re-use parts of their paper.

2. SAE Roaming with Home Routed Traffic
Depicted in Figure 1 is the architecture figure for SAE roaming with Home routed traffic adjusted in the following way wrt Figure 4.3-1 in TR 23.882:

· The Inter-AS Anchor has been renamed as SAE Anchor;

· The two “S6” reference points have been renamed S6a and S6b for easy referencing.

As proposed in [1], it is assumed that the MME/UPE contains the “3GPP anchor” functionality, whereas the SAE anchor is an enhanced IP mobility anchor (e.g. Mobile IP Home Agent – MIP HA).
The authentication-related functionalities are assumed to be distributed between S6a and S6b as follows:

· S6a is the main reference point used for user access authentication when the SAE/LTE user attaches to a 3GPP-based system; typically the authentication vectors would be downloaded across S6a to the MME/UPE in the VPLMN; other important non-authentication data (e.g. subscription-based authorisation) are also conveyed across this reference point;
· S6b is mainly used for exchanging keying material that is used to authenticate Mobile IP registration requests.
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Figure 1: SAE Roaming architecture – Home routed traffic

2.1 Signalling Flows with Proxy MIP across S8
The basic assumption on the usage of PMIP is that the PMIP client resides on the MME/UPE and the PMIP Home Agent resides on the SAE Anchor. Depicted in Figure 2 is the signalling flow of attach and address assignment procedures in case PMIP is used. In case PMIP is used also to handle mobility with non 3GPP accesses, the PMIP client resides in the non 3GPP access network, at the IP gateway where the UE obtains a topologically valid IP address. The details of this scenario are out of scope of this document, since they are specific of S2 interface.
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Figure 2 – PMIP attach and address assignment procedure

1. The UE performs the attach procedure and is authenticated for network access. Note that some details of the attach procedure (e.g. MME registration at the HSS) are not depicted for the sake of simplicity.  

2. The network selects a SAE Anchor for the UE. The actual way this selection is performed is out of scope of this document. As an example, the AAA infrastructure may implement an algorithm to dynamically select the SAE anchor to be allocated to the UE, based on load balancing considerations or based on criteria for access to external PDNs.
3. The HSS (directly or via the AAA infrastructure) pushes keying material in the SAE Anchor that will be used in step 6 for authentication of the first PMIP registration message.

4. The AAA infrastructure (or any other entity that has performed the SAE Anchor selection) sends the SAE Anchor IP address or the SAE Anchor identifier to the MME/UPE in charge of the UE. This parameter may also be piggybacked in the attach exchange.

5. Based on the SAE Anchor selected, the UE is assigned with an IP address belonging to the address space managed by the SAE Anchor. The actual way of the address assignment procedure is out of the scope of this document; the picture shows an exchange between UE and MME/UPE because UPE may implement some relay functionality for address assignment (e.g. DHCP Relay). Alternatively, the IP address may also be assigned and communicated to the UE during the attach procedure.

6. Based on the address assigned to the UE and the SAE Anchor selected, the UPE sends a PMIP registration message where the Home Address is the IP address assigned to the UE and the Care-of Address is the IP address of the UPE. The PMIP registration message is authentication with the keying material received in step 3.
2.2 Signalling Flows with Mobile IP across S8

In this section details about client-based Mobile IP operations on the S8 interface are provided. The term “MIP” is used here to designate any flavour of client-based Mobile IP, noting that there is no intent in this paper to discuss MIP versions or make any MIP protocol recommendations.
Depicted in Figure 3 is the signalling flow for the procedures of attach and address assignment in case Mobile IP is used.
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Figure 3 – MIP attach and address assignment procedure
1. The UE performs the attach procedure and is authenticated for network access. Note that some details of the attach procedure (e.g. MME registration at the HSS) are not depicted for the sake of simplicity.
2. The network selects a SAE Anchor for the UE. The actual way this selection is performed is out of scope of this document. As an example, the AAA infrastructure may implement an algorithm to select dynamically the SAE anchor to the UE, based on load balancing considerations or based on criteria for access to external PDNs.
3. The HSS (directly or via the AAA infrastructure) pushes keying material in the SAE Anchor that will be used in step 7 for authentication of the first MIP registration message.

4. The AAA infrastructure (or any other entity that has performed the SAE Anchor selection) may send the SAE Anchor IP address or the SAE Anchor identifier to the UE. This parameter may also be piggybacked in the attach exchange. This step is optional since alternatively step 5 may be performed. 
5. The UE is provided with a local IP address; the actual way to perform this operation is out of scope of this document. Possible ways include DHCP and IPv6 stateless address autoconfiguration. This local IP address acts as Care-of Address in following MIP operations.  
6. If step 3 was not performed, the UE must discover the IP address of the SAE Anchor (i.e. the IP address of the Home Agent).

7. At this point the UE has the Care-of Address and the HA address. The UE sends a MIP registration message without the Home Address, obtaining it in the response message from the SAE Anchor.
3. SAE Roaming with Local Breakout
Depicted in Figure 4 is the architecture figure for SAE roaming with Local Breakout. Similar to the previous case, some adjustments have been made wrt Figure 4.3-2 in TR 23.882, notably the depiction of two instances of “S6”, referred to as S6a and S6b.

The authentication-related functionalities are assumed to be distributed between S6a and S6b as follows:

· S6a is the main reference point used for user access authentication when the SAE/LTE user attaches to a 3GPP-based system; typically the authentication vectors would be downloaded across S6a to the MME/UPE in the VPLMN; other important non-authentication data (e.g. subscription-based authorisation) are also conveyed across this reference point;

· S6b is mainly used for authenticating Mobile IP registration requests.


[image: image4]
Figure 4 SAE Roaming architecture – Local breakout
3.1 Signalling Flows with Proxy MIP in Local Breakout
Depicted in Figure 5 is the signalling flow of attach and address assignment procedures in case PMIP is used.


[image: image5]
Figure 5 – PMIP attach and address assignment procedure

1. The UE performs the attach procedure and is authenticated for network access. Note that some details of the attach procedure (e.g. MME registration at the HSS) are not depicted for the sake of simplicity.  

2. The HSS (directly or via the AAA infrastructure) instructs the VPLMN that it may proceed with selecting the SAE anchor and pushes keying material that will be used in step 6 for authentication of the first PMIP registration message.

3. The VPLMN selects an SAE Anchor for the UE. The actual way this selection is performed is out of scope of this document. At this point the MME/UPE obtains the SAE Anchor IP address or the SAE Anchor identifier.
4. The MME/UPE (or any other entity that has performed the SAE Anchor selection) pushes keying material in the SAE Anchor that will be used in step 6 for authentication of the first MIP registration message.

5. Based on the SAE Anchor selected, the UE is assigned with an IP address belonging to the address space managed by the SAE Anchor. The actual way of the address assignment procedure is out of the scope of this document; the picture shows an exchange between UE and MME/UPE because UPE may implement some relay functionality for address assignment (e.g. DHCP Relay). Alternatively, the IP address may also be assigned and communicated to the UE during the attach procedure.

6. Based on the address assigned to the UE and the SAE Anchor selected, the UPE sends a PMIP registration message where the Home Address is the IP address assigned to the UE and the Care-of Address is the IP address of the UPE. The PMIP registration message is authentication with the keying material received in step 4.

3.2 Signalling Flows with Mobile IP in Local Breakout
Depicted in Figure 6 is the signalling flow for the procedures of attach and address assignment in case Mobile IP is used.


[image: image6]
Figure 6 – MIP attach and address assignment procedure
1. The UE performs the attach procedure and is authenticated for network access. Note that some details of the attach procedure (e.g. MME registration at the HSS) are not depicted for the sake of simplicity.

2. The HSS (directly or via the AAA infrastructure) instructs the VPLMN that it may proceed with selecting the SAE anchor and pushes keying material that will be used in step 6 for authentication of the first MIP registration message.

3. The network selects a SAE Anchor for the UE. The actual way this selection is performed is out of scope of this document. At this point the MME/UPE obtains the SAE Anchor IP address or the SAE Anchor identifier.
4. The MME/UPE (or any other entity that has performed the SAE Anchor selection) pushes keying material in the SAE Anchor that will be used in step 7 for authentication of the first MIP registration message.

5. The UE is provided with a local IP address; the actual way to perform this operation is out of scope of this document. Possible ways include DHCP and IPv6 stateless address autoconfiguration. This local IP address acts as Care-of Address in following MIP operations. The UE may also be provided with the SAE Anchor IP address or the SAE Anchor identifier.
6. The UE must discover the IP address of the SAE Anchor (i.e. the IP address of the Home Agent) based on the information received in Step 5.

7. At this point the UE has the Care-of Address and the HA address. The UE sends a MIP registration message without the Home Address, obtaining it in the response message from the SAE Anchor.

4. Proposal
It is proposed to include the signalling flows for user authentication in an appropriate section of the TR 23.882.
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Figure A. Three authentication “planes”
When accessing the IMS, the user may have to be authenticated as many as three times, as depicted in Figure 1:

· Access authentication (left-most bubble in Figure 1);

· Authentication with the SAE anchor (bubble in the middle);

· Authentication at the application level (right-most bubble e.g. IMS).

The reference point related to the latter authentication may be considered as part of the services bubble, and as such need not be represented in the architecture figures.

The access authentication in some non-3GPP systems may not be based on SIM credentials (e.g. in Fixed Broadband Access networks), and this too need not be reflected in the architecture figures.

On the contrary, in the specific case of WLAN 3GPP IP Access, SIM-authentication is used for access authentication, but this is currently not reflected in the architecture figures (indeed S6 is shown twice only in Figure 4.3-1 for the 3GPP systems).
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