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1. Introduction

The current requirements in 23.882 for authentication is that a framework should be selected which is independent of the access mechanism.
One such authentication framework which meets these requirements is the framework provided by the Extensible Authentication Protocol (EAP) (RFC 3748). EAP is an authentication framework and protocol which supports multiple authentication mechanisms. EAP typically runs directly over the link layer without requiring IP and therefore includes its own support for in-order delivery and retransmission. While EAP was originally developed for use with PPP, it is also in use with:

· EAP over IEEE 802.1X, e.g., as used in 3GPP’s I-WLAN architecture 
· EAP over IKEv2, e.g., as used in 3GPP’s GAN and I-WLAN architectures

· EAP over High Rate Packet Data, e.g., as used in 3GPP2’s EV-DO architecture

· EAP over IEEE 802.16, e.g., as used in the WiMAX architecture
Whilst supporting an authentication framework which is access independent, EAP also provides an extensible architecture which is able to accommodate alternative authentication methods which may become popular during the lifetime of the SAE system, without having to change the many authenticator entities deployed in the network. 
2. Proposal

7.x
Key Issue Authentication Framework

7.X.1 Description of key Issue Authentication Framework

The SAE Authentication framework is required to be access independent. IETF has 2 working groups defining access independent authentication frameworks, the Protocol for carrying Authentication for Network Access (PANA) and the Extensible Authentication Protocol (EAP); PANA is a layer 3 protocol and EAP typically runs over data link layers without requiring IP. 

The adoption of an industry wide common authentication framework will facilitate authentication when users are accessing via non-3GPP networks.

7.X.2 Solution for key Issue Authentication Framework

SAE shall support the EAP Authentication framework. The SAE EAP authentication reference model consists of the following components:

· UE includes an EAP supplicant performing EAP peer functions
· MME is an EAP Pass-through Authenticator

· HSS includes an EAP Server
EAP over LTE is used to perform authentication. Since the Authenticator is located in the MME, the RAN-LTE relays EAP messages over the S1 interface to the Authenticator/MME. The AAA client in the MME encapsulates the EAP protocol messages in the AAA packets and forwards them via one or more AAA proxies to the EAP Server in the home network. 
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Figure 7.x-1 – EAP Framework for SAE Authentication 

The EAP authentication results in a Master Session Key (MSK) which is derived by the UE and at the HSS.  The HSS transmits the key securely to the authenticator. The authenticator then uses this key to derive a keying hierarchy including SAE/LTE keys for integrity and ciphering protection, keys to allow interworking with legacy equipment and possibly other purposes as may be required, e.g., new mobility keys. The UE will use a similar key derivation to derive keys to match the ones derived by the network.  

Following the derivation of keys by the MME, the MME will deliver the relevant keys to the UPE (e.g., User-Plane confidentiality keys)
7.X.3 Impact on the baseline CN architecture
The baseline CN architecture can remain unchanged with the UE determining whether to perform authentication signalling using A/Gb mode, Iu mode or EAP.
A keying hierarchy can be defined which will derive keys which will allow interworking between the evolved packet core and legacy CN nodes.
7.X.4 Impact on the baseline RAN architecture
A keying hierarchy can be defined which will ensure that legacy RAN nodes receive keying material formatted for use within the baseline RAN architecture.
7.X.5 Impact on terminals used in the baseline architecture
Legacy terminals can continue to use A/Gb mode and Iu mode authentication.
3. Conclusion

It is proposed to include the new text in section 2 within section 7 of 23.882.
























HSS





MME





EAP method:e.g., EAP-AKA








.





LTE





EAP Relay





ENB





IP





/





TCP





. 





S1 EAP Relay Encap





EAP





AAA Protocol





EAP Relay Protocol





EAP Server





EAP Authenticator





EAP-Peer














EAP over LTE





UE














3GPP

SA WG2 TD


