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This paper proposes for discussion the issue of harmonisation of the Authentication frameworks adopted by different entities and different access systems both within the Operator domain and between different Operators’ domains in roaming scenarios, focusing on the topic of transport mechanism in the network domain.
1. Introduction

Today Operators networks include many different Authentication mechanisms for both network and service access authorization. These include GSM Authentication and UMTS AKA for security functions in 2G and 3G access, IMS AKA for IMS registration, EAP-AKA for I-WLAN access and RADIUS Authentication for access to PS domain services (e.g. authenticated APNs). Most of these Authentication mechanisms are usually running on dedicated platforms, requiring dedicated DBs. This scenario causes an overwhelming effort in users’ profiles configuration and management and therefore an harmonisation is strongly required.

This harmonisation process should take into account convergence scenarios, which make more urgent the need for solutions including Authentication mechanisms/DBs supporting multiple access systems.
This analysis is based on the SA3 assumption for AKA as Authentication method in SAE. Besides it is assumed the HSS being the main entity in Authentication procedures also in a multi-access system environment.
2. Discussion
The harmonisation of the Authentication framework for both network and service access can be carried out at different layers, the main ones being:
1. Harmonisation of DBs;
2. Harmonisation of Authentication mechanisms;
3. Harmonisation of transport mechanisms.
Harmonization of DBs is a key issue, but is mainly an implementation/deployment matter and is out of scope of this contribution.
Harmonization of Authentication mechanisms requires the adoption of a common Authentication framework (e.g. based on EAP) among different access systems (SAE, WLAN, WiMAX, xDSL, etc.). This is a very attractive perspective, since it would allow deeper convergence among 3GPP and non-3GPP access systems (both fixed and mobile), minimizing the duplication of functionality and enabling a closer interworking among different access systems (e.g. possible optimizations in inter-technology re-authentication are foreseen). Nonetheless, adopting an EAP-based framework in SAE involves many issues to be carefully taken into account, such as interworking with legacy, complexity of MTs, complexity of network equipment, signalling load, etc. For this reason it is considered FFS and left out of the scope of this contribution.
Harmonization of transport mechanism regards the adoption of a common solution (RADIUS, Diameter, etc.) for the transport of the Authentication method in the network domain (e.g. between MME and HSS). Even if the convergence of this layer may be considered just as a first step in a converge path, it would be beneficial since:

1. it would simplify the management of the overall Authentication infrastructure;
2. it would simplify roaming architectures also in a multi-access environment, since it would encourage the adoption of common proxy entities in the Visited domain and would simplify the control and configuration of Authentication Interworking between Home and Visited domain;
3. it would allow to have a common entity handling user Authentication for both network and services access, through the definition of a single front end that could be integrated with the HSS and should manage Authentication procedures for different applications (network access, IMS access, service access, etc.), in both mobile only scenarios and converged multi access systems scenarios. 
Today the transport of Authentication mechanisms involves different solutions in mobile networks:
· MAP (over SS7 or IP) for 2G/3G network access;
· RADIUS GPRS services access (authenticated APNs);
· Diameter for IMS AKA and I-WLAN EAP-AKA. Diameter is used in the IMS/PCC framework too and may be easily applied to the Mobile IP Authentication (as a way to enable service authorization, key distribution to the HA, authentication of BU/BA, etc.).
Diameter could be the candidate for the general purpose Authentication transport mechanism, being a flexible solution able to cope with any kind of scenario.
Based on these considerations, Diameter could be efficiently adopted in SAE as transport mechanism for Authentication procedures between MME and HSS. Authentication of UEs in SAE shall continue to be based on AKA; however, since the authentication protocol to be used (e.g. UMTS AKA or EAP-AKA) has not been agreed yet, it is FFS if a new Diameter application will have to be designed for that purpose, or if it will be possible to re-use some existing Diameter application.
Solutions for the efficient interworking with the large base of installed RADIUS equipment are FFS. For instance, a mixed RADIUS/Diameter infrastructure might be deployed in an initial phase, where RADIUS could be substituted in course of time according to Operator’s requirements. Alternatively, the Operator might deploy translation agents to allow legacy RADIUS equipment to interact with a Diameter infrastructure.
Figure 1 shows a possible architecture including a common transport mechanism based on Diameter for Authentication procedures in a multi-access environment. The logical architecture is based on the presence of a AAA server that implements multiple Authentication mechanisms (EAP-based methods for I-WLAN and other non 3GPP accesses, IMS AKA for IMS registration, a solution based on AKA for SAE/LTE, etc.) and interacts with network equipment through a unified interface based on Diameter. The HSS remains the unique network data-base queried for the completion of the Authentication process, that is assumed to be SIM/USIM-based regardless of the employed Authentication method/framework.

In order to allow smooth deployment and interworking with legacy RADIUS infrastructure, this AAA server could implement also a RADIUS interface for a certain transition period, but this is FFS. Even if in Figure 1 a single AAA server is represented, based in Operator’s requirements multiple AAA servers could be deployed to increase the scalability of the architecture. 

As an implementation choice, the unified AAA server could be an evolution of the 3GPP AAA server designed for I-WLAN. It might also be possible to integrate it with the HSS, leveraging Diameter-based interfaces that are already available on the HSS for IMS Authentication.
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Figure 1: Architecture including a common Authentication transport mechanism based on Diameter
3. Proposal
It is proposed to open a new Key Issue in TR 23.882 dedicated to the analysis of the Authentication framework in SAE based on SA3 assumptions. This key issue deals with the analysis of impacts of Authentication mechanisms adopted in SAE, taking into consideration the multiplicity of Authentication solutions in today Operators’ network (2G/3G Network Access, IMS, I-WLAN, etc.) and converged scenarios involving multiple access technologies.
As first step, a common transport mechanism for Authentication procedures, both in mobile networks only and in converged multi-access systems scenarios, would be beneficial for Operators in order to reduce the effort in configuration and management of the Authentication infrastructure. Diameter could be a flexible solution to accommodate the different Authentication mechanisms foreseen in long term scenarios, following the evolutionary path already established in the IMS framework.

Based on these considerations, in SAE it is proposed to adopt Diameter for the transport of Authentication information between MME and HSS.
**** Start of changes ****

7.19
Authentication framework

7.19.1
Description of Key Issue

The SAE Authentication framework shall accommodate in a harmonised and efficient way all the Authentication mechanisms required in an Operator network for both network and service access. Today these mechanisms include GSM Authentication and UMTS AKA for security functions in 2G and 3G access, IMS AKA for IMS registration, EAP-AKA for I-WLAN access and RADIUS Authentication for access to PS domain services (e.g. authenticated APNs). A more extensive deployment of EAP-based Authentication mechanisms might be necessary in the future to accommodate other non 3GPP access systems (both fixed and mobile).

SAE Authentication framework should avoid all Authentication mechanisms running on dedicated platforms and DBs, thus reducing the effort in users’ profiles configuration and management. This harmonisation process should include converged scenarios, where Authentication mechanisms/DBs regard multiple access systems.

As basis of the Authentication framework, the SAE Authentication method shall be AKA and the HSS shall be the main entity in Authentication procedures also in a multi-access system environment.

The harmonisation of the Authentication framework for both network and service access can be carried out at different layers, the main ones being:

1. Harmonisation of DBs, which is mainly an implementation/deployment matter and therefore is out of scope of this TR;

2. Harmonisation of Authentication mechanisms, that refers to the adoption of a common Authentication framework (e.g. based on EAP) among different access systems (SAE, WLAN, WiMAX, xDSL, etc.).;

3. Harmonisation of transport mechanisms, that refers to adoption of a common solution (RADIUS, Diameter, etc.) for the transport of the Authentication method in the network domain (e.g. between MME and HSS).

7.19.2 Solution for key issue

7.19.2.1
Harmonization of Authentication mechanisms
Harmonization of Authentication mechanisms requires the adoption of a common Authentication framework (e.g. based on EAP) among different access systems (SAE, WLAN, WiMAX, xDSL, etc.). This allows a deeper convergence among 3GPP and non-3GPP access systems, minimizing the duplication of functionality and enabling a closer interworking among different access systems (e.g. possible optimizations in inter-technology re-authentication are foreseen). Nonetheless, adopting an EAP-based framework in SAE involves many issues to be carefully taken into account, such as interworking with legacy, complexity of MTs, complexity of network equipment, signalling load, etc. For this reason it is considered FFS.

7.19.2.2
Harmonization of transport mechanisms

Harmonization of the transport mechanism regards the adoption of a common solution (RADIUS, Diameter, etc.) for the transport of the Authentication method in the network domain (e.g. between MME and HSS), which has the following benefits:

1. it simplifies the management of the overall Authentication infrastructure;

2. it simplifies roaming architectures also in a multi-access system scenario, since it may allow the adoption of common proxy entities in the Visited domain and simplify the control and configuration of Authentication interworking between Home and Visited domain;
3. it allows to have a common entity handling User Authentication for both Network and Services access, through the definition of a single front end that may be integrated with the HSS and manages the Authentication procedures for different applications (network access, IMS access, service access, etc.), in both mobile only scenarios and converged multi access systems scenarios.

Diameter suites the requirements of a common Authentication transport mechanism, being a flexible solution able to cope with any kind of scenario. Diameter is currently used in IMS AKA and I-WLAN EAP-AKA Authentication frameworks and may be easily applied to the Mobile IP Authentication procedures (as a way to enable service Authorization, key distribution to the HA, Authentication of BU/BA, etc). Besides it is standardized as the transport protocol in the IMS/PCC framework.
Based on these considerations, Diameter should be adopted in SAE as Authentication transport mechanism between MME and the HSS. Authentication of UEs in SAE shall continue to be based on AKA; however, since the authentication protocol to be used (e.g. UMTS AKA or EAP-AKA) has not been agreed yet, it is FFS if a new Diameter application will have to be designed for that purpose, or if it will be possible to re-use some existing Diameter application.
Solutions for the efficient interworking with installed RADIUS equipment are FFS. For instance, a mixed RADIUS/Diameter infrastructure might be deployed in an initial phase, where RADIUS could be substituted in course of time according to Operator’s requirements. Alternatively, the Operator might deploy translation agents to allow legacy RADIUS equipment to interact with a Diameter infrastructure.
Figure 7.19-1 shows the architecture including a common transport mechanism based on Diameter for Authentication procedures in a multi-access environment. It is based on the presence of a AAA server that implements multiple Authentication mechanisms (EAP-based methods for I-WLAN and other non 3GPP accesses, IMS AKA for IMS registration, a solution based on AKA for SAE/LTE, etc.) and interacts with network equipment through a unified interface based on Diameter. The HSS remains the unique network data-base queried for the completion of the Authentication process, that is assumed to be SIM/USIM-based regardless of the employed Authentication method/framework.

In order to allow smooth deployment and interworking with legacy RADIUS infrastructure, this AAA server may implement also a RADIUS interface for a transition period, but this is FFS. Even if in Figure 7.19-1 a single AAA server is represented; based in Operator’s requirements multiple AAA servers could be deployed to increase the scalability of the architecture.

As an implementation choice, the unified AAA server could be an evolution of the 3GPP AAA server designed for I-WLAN. It might also be possible to integrate it with the HSS, leveraging Diameter-based interfaces that are already available on the HSS for IMS Authentication.
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Figure 7.19-1: Architecture including a common Authentication transport mechanism based on Diameter

**** End of changes ****
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