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1. Introduction

This document presents some observations regarding an authentication signalling flows for SAE with a discussion on some authentication and authorisation solutions that have already been discussed in 3GPP SA WG3 security. 

SA3 was agreed that the UMTS AKA (Authentication and Key Agreement) will be re-used in SAE. The AKA is a security mechanism performing the mutual authentication and all key agreement, which are already used in the 3G mobile networks and deployed in 3GPP-WLAN interworking system. 

Also, the document S3-060251 discussed at the last SA3 #48 meeting in April suggested the UMTS AKA with the following reason, 
UMTS AKA provides its users with a high level of security and used in 2G and 3G network. Thus it should be adapted to the SAE/LTE network for the following reasons: 

· it is a secure protocol,

· used in cellular networks,

· interworking with 2G/3G easily

Therefore, this contribution suggests the high-level security architecture and signalling flow for SAE.
2. Discussion

The following figure is the high-level security architecture for SAE.
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Ciphering and integrity for u-Plane are performed between UE and MME.

Ciphering for u-Plane is performed between UE and UPE. 

The ciphering key and integrity key are agreed by the UMTS AKA in a processing of mobility management between the UE and the network. 

User and network authentications are mutually performed by the UMTS AKA.
The following information flow shows the authentication between UE and network for SAE. This does not preclude any combining of the steps shown in the information flow may change depending on the solutions for related key issues. The sequences of the steps shown in the information flow describe individual functional steps and may change depending on the solutions for related key issues. Meanwhile, the dashed entity is involved optionally and blue printed flows are shown in the document S3-060251 of the last SA3 #48.

[image: image2.emf]UE EvolvedRAN

MME Old MME

IASA HSS

4. Authentication Data Request (IMSI or TMSI/P-TMSI)

6. Authentication Data Response (AV[1..n])

8. Authentication and Ciphering Request (RAND[i], AUTN[i])

10. Authentication and Ciphering Response (RES)

2. Send old registration Information

3. Send user registration Information

1. Start of Network Attachment/Service Request/TA Update

13. End of Network Attachment/Service Request/TA Update

 7. Store AV[1..n] and Select AV[i]

9. Verify AUTN[i] and 

   Compute RES

12. Compare RES[i] and XRES[i]

      and Select CK[i] & IK[i]

5. Create AV[1..n]

11. Compute CK[i] and  IK[i]

UPE Old UPE


1. The UE and network initiates the one of the network attachment operation, service request operation, or tracking area update operation. E.g. Attach Request from a UE for network attachment. Further details of this process are FFS.
2. If old registration information was sent by the UE, the MME tries to retrieve user information from the old MME by sending the old registration information.
3. The old MME sends user information, e.g. the permanent user identity, to the MME.
4. If the MME does not have previously stored Authentication Vectors, an Authentication Data Request message with the user identity is sent to the HSS.
5. HSS creates an ordered array of n Authentication Vectors, AV[1..n]
6. HSS sends an Authentication Data Request message with the AV[1..n] to the MME. The Authentication Vectors includes RAND, XRES, AUTN, CK, and IK.
7. The MME stores the ordered array of Authentication Vectors and selects the one Authentication Vector from the ordered array.
8. The MME initiates an AKA by sending an Authentication and Ciphering Response message with both the parameters a RAND and an AUTN to the UE. 

9. If the AUTN is accepted by the UE, it produces a response RES.
10. The UE sent back the RES by an Authentication and Ciphering Response message to the MME. If the AUTN is not accepted by the UE, it sent back the Authentication and Ciphering Failure message with cause to the MME.
11. The UE computes CK and IK for accepted authentication. 
12. The MME compares the received RES with XRES. If they match, the MME considers the AKA exchange to be successfully completed. The established keys CK and IK are delivered to UPE and EvolvedRAN for confidentiality/integrity protection of user data and signalling.
13. The UE and the network end the operations of the network attachment, service request, or tracking area update. E.g. Attach Accept/Complete from a UE for the network attachment. Further details of this process are FFS. 
3. Conclusions

In this contribution, the high-level security architecture and signalling flow for SAE are suggested. It is proposed to add following changes to the new section 7.19 in TR 23.882.

**** Start of changes ****

****************************************** First Change *******************************************
7.19 Security Key Issue

7.19.1 High-level Security Architecture

The following figure is the high-level security architecture for SAE.
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Ciphering and integrity for u-Plane are performed between UE and MME.

Ciphering for u-Plane is performed between UE and UPE. 

The ciphering key and integrity key are agreed by the UMTS AKA in a processing of mobility management between the UE and the network. 

User and network authentications are mutually performed by the UMTS AKA.

7.19.2 Authentication Signaling Flow
The following information flow shows the authentication between UE and network for SAE. This does not preclude any combining of the steps shown in the information flow may change depending on the solutions for related key issues. The sequences of the steps shown in the information flow describe individual functional steps and may change depending on the solutions for related key issues. Meanwhile, the dashed entity is involved.
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14. The UE and network initiates the one of the network attachment operation, service request operation, or tracking area update operation. E.g. Attach Request from a UE for network attachment. Further details of this process are FFS.
15. If old registration information was sent by the UE, the MME tries to retrieve user information from the old MME by sending the old registration information.

16. The old MME sends user information, e.g. the permanent user identity, to the MME.
17. If the MME does not have previously stored Authentication Vectors, an Authentication Data Request message with the user identity is sent to the HSS.

18. HSS creates an ordered array of n Authentication Vectors, AV[1..n]
19. HSS sends an Authentication Data Request message with the AV[1..n] to the MME. The Authentication Vectors includes RAND, XRES, AUTN, CK, and IK.

20. The MME stores the ordered array of Authentication Vectors and selects the one Authentication Vector from the ordered array.
21. The MME initiates an AKA by sending an Authentication and Ciphering Response message with both the parameters a RAND and an AUTN to the UE. 

22. If the AUTN is accepted by the UE, it produces a response RES.
23. The UE sent back the RES by an Authentication and Ciphering Response message to the MME. If the AUTN is not accepted by the UE, it sent back the Authentication and Ciphering Failure message with cause to the MME.
24. The UE computes CK and IK for accepted authentication.
25. The MME compares the received RES with XRES. If they match, the MME considers the AKA exchange to be successfully completed. The established keys CK and IK are delivered to UPE and EvolvedRAN for confidentiality/integrity protection of user data and signalling.
26. The UE and the network end the operations of the network attachment, service request, or tracking area update. E.g. Attach Accept/Complete from a UE for the network attachment. Further details of this process are FFS. 

**** End of changes ****
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