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Abstract of the contribution:

This contribution discusses the issue related to the interfacing Non-3GPP Access Networks with the SAE architecture and evaluates the impact of this for the discussion around the S2 interface. The document discusses technical aspects such as authentication, authorisation and access control for Non-3GPP Access Networks interfaced with the SAE.

1. Introduction

In previous SAE discussion in SA2 WG there has been discussion regarding the concept of trusted non-3GPP access and trusted 3GPP access. This has impacted the progress in the SAE work since the terms have been interpreted quite differently by different parties. 

This contribution presents an analysis regarding the concept of trusted access, and proposes the adoption of a clear definition in order to allow faster progress in the SA2 WG SAE discussion and for related activities.
2. The Role of Trusted/Untrusted Concepts in Interfacing with Non-3GPP Networks

In the SAE WI in SA2 WG, non-3GPP access networks are being considered in the architecture in order to encompass access technologies that are not specified by 3GPP. In the definition of the SAE architecture and allocation of various functionalities, the discussion has often focused on the concepts of trusted/untrusted access, often referring to non-3GPP access as being untrusted, and 3GPP access as being trusted. 

However, the concept of trusted and untrusted access has not been defined and this has impacted the progress in the SAE work since the terms have been interpreted quite differently by different parties. 

3GPP has defined the interworking between 3GPP and WLAN networks through the 3GPP WLAN IW specifications. During this WI, specific mechanisms have been defined to secure the IP connectivity between the UE and the 3GPP home network due to the WLAN networks being correctly considered untrusted. However, it is essential to consider why WLAN network have not been considered trusted. The main reason has been the intrinsic security of the wireless media: though IEEE 802.11 has defined security for the WLAN radio link, many WLAN deployment still do not use 802.11i, and there is a large set of terminals that can take advantage of 3GPP WLAN IW but that do not support 802.11i. In addition, due to the variety of WLAN operators to which 3GPP operators wish to connect, the interconnection between the WLAN access network and the 3GPP operator network cannot always be considered secured and data can be transmitted over the Internet. Therefore, it was necessary to define specific mechanisms (i.e. tunnelling from the UE to the core network) to protect the information.

When considering the interconnection of non-3GPP accesses to evolved 3GPP core networks, it is essential to distinguish two aspects:

· Business trust relationships between operators: this refers to the business and trust relationship that exists between the operator of the evolved 3GPP packet core and the operator providing the non-3GPP access. Several levels of business and trust relationships are possible. On one hand, the non-3GPP access can be completely untrusted, i.e. the evolved 3GPP packet core operator does not have relationship with the non-3GPP access operator (e.g. operators providing free public access, or providing access to UEs based on other subscriptions). In such case, the evolved 3GPP packet core operator may not be able to exercise any control on the access by the UE to the connectivity provided by the non-3GPP access operator. On the other hand, the evolved 3GPP packet core operator may have a business relationship and roaming agreements with the non-3GPP access operator, and therefore can exercise control on the connectivity services accessed by the roaming UE. In such case, the non-3GPP access can be considered trusted by the evolved 3GPP packet core operator.

· Security: this refers to the level of security in the IP connectivity over the non-3GPP access between the UE and the evolved 3GPP packet core network. On one hand there may be no security unless additional security mechanisms are adopted (e.g. tunneling mechanisms as in the 3GPP WLAN IW case), e.g. due to weak or missing security mechanism in the access interface. On the other hand, if the access technology deploys strong security mechanisms, there can be strong security for the UE IP connectivity to the evolved 3GPP packet core network (e.g. by using GRX for the roaming interconnection between networks, or by using secure tunnels between networks based on roaming agreements).

Based on this analysis, the level of trust of communications between the trusted non-3GPP system and the 3GPP system may have multiple levels, e.g.:
· The non-3GPP Access Network contains elements that may be trusted by the UE and the 3GPP system. For example, the non-3GPP network may include trusted components that look after aspects of security and authentication interworking with the 3GPP systems. 
· All of the elements of the non-3GPP network may be fully trusted by the UE and the 3GPP system.
It is therefore evident that it is not possible to categorize a non-3GPP access as trusted or untrusted based solely on the fact that the access technology is a non-3GPP access technology.
A more reasonable characterization of trusted access is based on the following definition:

A non-3GPP Access Network is defined as a “trusted non-3GPP Access Network” if interworking/interconnection with the home 3GPP EPC is possible without incurring additional security threats to the 3GPP EPC. The home 3GPP EPC system may choose to trust the non-3GPP access network operated by the same or different operators, e.g. based on roaming agreements. Specific security mechanisms may be in place between the trusted non-3GPP AN and the 3GPP EPC to avoid security threats. The decision whether a specific non-3GPP AN is trusted or untrusted is up to the home 3GPP EPC operator, and is not based on the specific link-layer technology adopted by the non-3GPP AN.
3. Architectural Aspects of Interfacing

For WLAN 3GPP IP Access, the PDG provides the functionality to control access towards the EPC. Based on the 3GPP AAA Server, the PDG authorises IP traffic towards the EPC and enforces the operator’s access policies. In addition to that, the PDG also provides functionality to generate charging information, provide QoS, perform address translations, etc.

For Non-3GPP IP Access, there are basically three options to handle access control towards the EPC. Figure 1 shows the three options, whereby the required access control is provided by the entity in red.
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Figure 1.  Three Options on how to handle access control for non-3GPP ANs towards the EPC
Option 1 has the advantage that no extra node is needed. However, allowing direct access towards the SAE Anchor for unauthorised UEs, implies that the SAE Anchor has to provide the required authentication, authorisation and access control functionality in addition to the many other functions. As a result, Option 1 may end up scaling worse as more SAE Anchors are needed to handle the processing load that is introduced by the access gateway functionality (e.g., IPsec encryption/decryption). Option 1 is not further considered here.
In general, Option 2 and Option 3 can be considered together for the sake of this study. The only difference is the actual placement of the AGW – either it is part of the Evolved Packet Core or the Non-3GPP Access Network. Which of the options is applicable depends on the actual use case. For example, if the Non-3GPP Access Network is provided by a service provider with which the 3GPP operator has no adequate trust relationship, Option 2 (where the AGW is part of the EPC) is the only feasible option. However, if the Non-3GPP network is provided by the 3GPP operator itself or some other provider with which the operator has a sufficient trust relation, the AGW can also be provided as part of the Non-3GPP Access Network (e.g., by the ASN in WiMAX).

The main advantages of having a dedicated AGW as part of the architecture are:

· Equivalent model to WLAN 3GPP IP Access, whereby the PDG provides a functionality architecturally equivalent to the AGW (though no IPSec termination may be needed for AGW wrt the PDG, FFS):

· This has the advantage a very similar interface or the same interface used between the SAE Anchor and PDG can be used for between the SAE Anchor and AGW. Whether the two interface are exactly the same is FFS.
· Access control functionality is not provided at a “central” node, but rather pushed towards the edge of the network:

· This has the advantage that no unauthorised traffic enters the EPC.

· Access-specific control functionality is not required in core network elements common to different access technologies

· Operators can choose where to provide access control functionality. It can be either placed at the edge of the EPC or within the Non-3GPP Access Network if the network is trusted. Such decision becomes independent of the specific access technology and dependent on the trust/business relation.
· This allows reusing of functionality that is already defined by non-3GPP access networks (e.g., ASN in WiMAX networks).
4. Impact on SAE Architecture

WLAN 3GPP IP Access is represented in the reference architecture in TR 23.882 as a bubble interconnected through the S2 interface. Though not explicitly represented in the architecture, it is common understanding that the S2 interface connects the SAE Anchor to the PDG. This implicit assumption is essential in the understanding of the S2 interface. In particular, the S2 interface as defined in the current architecture assumes that the interconnection to the WLAN 3GPP IP Access is to a trusted access. Based on the mechanisms defined for the WLAN 3GPP IP Access, the operator owning the EPC can trust the WLAN 3GPP IP Access, (e.g. because the PDG is either owned by the same operator or by an operator that has roaming agreements with the operator owning the EPC). 
For the non-3GPP Access the same assumption and conclusions have not been discussed to an extent that allows a clear definition of the S2 functionality. In order to simplify the definition of the functionality over the S2 interface and of the SAE Anchor, this contribution proposes a set of modifications to the reference architecture in TR 23.882. 

The modified architecture suggested in this proposal is described in Figure 2.
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Figure 2. Logical high level architecture for the evolved system.
In the modified architecture it is assumed that an untrusted non-3GPP access is connected to the EPC through the mechanisms defined for the 3GPP WLAN IP access. Therefore the PDG is explicitly represented as the node connecting the untrusted 3GPP IP Access to the EPC. 
A new functional entity is added for the trusted non-3GPP access, the Access GW (AGW). Due to the advantages and added flexibility described above for Option 2 and 3, it is proposed to update the SAE architecture figure in Section 4.2 and the related text, to include the AGW. The AGW is a functional entity acting as gateway between such a non-3GPP access network and the 3GPP EPC. 
The AGW is the network entity that controls access from the non-3GPP access towards the EPC and therefore enforces the operator’s subscriber access policies (obtained e.g. via the 3GPP AAA Server) and thus ensures that only authorised traffic is forwarded towards the SAE anchor. Similarly to the PDG, the AGW can also provide the following functions: generate charging information, provide QoS, IP address handling (e.g., IP address translation or allocation – depending on solution, FFS), etc.

The AGW functional entity is either located at the boundary of the Evolved Packet Core or can be provided by a node in the Non-3GPP Access Network. Though it is defined in the SAE architecture, the functionality can be implemented by a node specified for the non-3GPP access (e.g., ASN in WiMAX).

Transport level security measures (e.g., gateway to gateway IPSec tunnel) may be used between the AGW and EPC in order to provide adequate security when the AGW functionality is located outside the EPC.
This contribution does not imply that the functionality of the PDG for I-WLAN and the AGW for non-3GPP access is the same, since the PDG and the AGW are deployed for different reasons (e.g. PDG enables WLAN to provide trusted access to the 3GPP operator network), however in terms of interface to SAE Anchor, the two nodes expose a very similar interface. 
In the suggested architecture, the S2 interface is an interface between trusted entities, whose security can be achieved through a variety of mechanisms. The S2 interface is split into two interfaces S2a and S2b. From a logical point of view the functionality of S2a and S2b is identical, since in both cases the interfaces provide the user plane with related control and mobility support between the specific access and the SAE Anchor. S2a is used between the SAE Anchor and the AGW for trusted non-3GPP access. S2b is used between the SAE Anchor and the PDG for 3GPP WLAN IP access. However, the two interfaces are differentiated in the proposed architecture since the precise functionality of S2a and S2b is FFS. 
Whether the proposed architecture applies to both roaming and non-roaming cases for the non-3GPP access (e.g. whether the S2a and S2b interfaces are applicable to both cases or different interfaces are needed for the two cases) is FFS.
4. Proposal

It is proposed that the following changes be adopted in TS 23.882

*** First Modification ***

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

Mobility Management Entity (MME): manages and stores UE context (for idle state: UE/user identities, UE mobility state, user security parameters). It generates temporary identities and allocates them to UEs. It checks the authorization whether the UE may camp on the TA or on the PLMN. It also authenticates the user.

User Plane Entity (UPE): terminates for idle state UEs the downlink data path and triggers/initiates paging when downlink data arrive for the UE. It manages and stores UE contexts, e.g. parameters of the IP bearer service or network internal routing information. It performs replication of the user traffic in case of interception.

It is FFS whether Charging Information for inter-operator accounting is in UPE or in another functional block.

Idle State: is LTE_IDLE for SAE/LTE or PMM_IDLE for 2G/3G or URA_PCH, which is FFS

Nomadic Terminal: Terminal that does not have full mobile capabilities but would normally be expected

to roam between different points of attachment of the network, both wireless and wired.

Backward Handover: the source RAN node initiates the handover, and resources are prepared in the target RAN Nodes. Examples of this concept are reported in TR 25.931 [16].

Forward Handover: The UE changes to the target RAN node without any preparation in the network. Examples of this concept are reported in TR 25.931 [16].
Trusted Access: A non-3GPP Access Network is defined as a “trusted non-3GPP IP Access Network” if interworking/interconnection with the home 3GPP EPC is possible without incurring additional security threats to the 3GPP EPC. The home 3GPP EPC system may choose to trust the non-3GPP IP access network operated by the same or different operators, e.g. based on roaming agreements. Specific security mechanisms may be in place between the trusted non-3GPP IP Access Network and the 3GPP EPC to avoid security threats. The decision whether a specific non-3GPP IP Access Network is trusted or untrusted is up to the home 3GPP EPC operator, and is not based on the specific link-layer technology adopted by the non-3GPP IP Access Network. 
Note: to clarify the definition, WLAN has been identified as a non-trusted IP Access Network for which 3GPP has defined specifications for the secure interconnection to 3GPP networks.
Note: in this document the term “WLAN 3GPP IP Access” is used for simplicity to indicate both untrusted WLAN networks and other potential untrusted access technologies.


Note: The definition of Trusted Access is a working assumption that requires input from SA3. The definition may be modified after input from SA3 is obtained.
*** End of first Modification ***

*** Second Modification ***

4.2 Architecture for the evolved system – non-roaming case

Figure 4.2‑1 depicts the base line high level architecture for the evolved system.

Editor's note:
It is not the finalized architecture model for the evolved system. i.e. it does not contain all functions/interfaces required, and some functions/interfaces may be added, deleted or modified in the course of the key issue discussions.
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Figure 4.2-1: Logical high level architecture for the evolved system

The location of the functions belonging to MME/UPE is dependent on RAN CN function split table, i.e. it is FFS.

It is FFS whether there is an interface between UTRAN and evolved packet core.

The separation of MME/UPE into two separate entities is FFS.
Notes: 
· The architecture enables the AGW functional entity to belong in different network deployments to either the 3GPP EPC or to the Trusted Non-3GPP IP Access network. 
· The definition of the functionality of the AGW is outside the scope of 3GPP. Only the reference point  between the AGW and the SAE Anchor is in the scope of the standardization work.
· The PDG functional entity represents either the current PDG or an evolved PDG for non-trusted accesses.

Editor's Note: Additional Architecture diagram updates will be done following concrete resolutions on the other key issues. The current figure above does not intend to draw any conclusion regarding the functional grouping within the Evolved Packet Core. The number of interfaces and their termination points may change once the grouping and other key issues are resolved.

3GPP Anchor

The 3GPP Anchor is a functional entity that anchors the user plane for mobility between the 2G/3G access system and the LTE access system. 

SAE Anchor

The SAE Anchor is a functional entity that anchors the user plane for mobility between 3GPP access systems and non-3GPP access systems.
AGW

The AGW is a functional entity acting as gateway between such a trusted non-3GPP IP access network and the 3GPP EPC. 
The AGW is the network entity that controls access from the trusted non-3GPP IP access towards the EPC and therefore enforces the operator’s access policies  and thus ensures that only authorised traffic is forwarded towards the SAE anchor. The AGW may provide the following functions: generate charging information, provide QoS, IP address handling (e.g., IP address translation or allocation – depending on solution, FFS), etc.

The AGW functional entity is either located at the boundary of the Evolved Packet Core or can be provided by a node in the Non-3GPP Access Network. Though it is defined in the SAE architecture, the functionality can be implemented by a node specified for the non-3GPP access (e.g., ASN in WiMAX).


Note: It is FFS whether the AGW functionality might be nil for certain access network deployments.
Note: Transport level security measures (e.g., gateway to gateway IPSec tunnel) may be used between the AGW and EPC in order to provide adequate security when the AGW functionality is located outside the EPC.
Whether the 3GPP Anchor functional entity is co-located with the MME/UPE or the SAE Anchor or both is FFS. I.e. it is FFS whether to standardize open interfaces between the MME/UPE and the 3GPP Anchor and between the 3GPP Anchor and the SAE Anchor. 

Note: The Inter Access System Anchor (IASA) is indicated with a dotted box in Figure 4.2-1, because it is used in several parts of this TR, including in figures, to represent both the 3GPP Anchor and the SAE Anchor.
Note: It is FFS how to map SAE architecture for the non-roaming case in Figure 4.2-1 to the roaming architectures in section 4.3
Reference points
S1:
It provides access to Evolved RAN radio resources for the transport of user plane and control plane traffic.

S2a:
It provides the user plane between the SAE Anchor and the AGW for trusted non-3GPP access with related control and mobility support. The S2a  is a reference point between trusted entities, whose security can be achieved through a variety of mechanisms. 
S2b:
It provides the user plane between the SAE Anchor and the PDG for non-trusted non-3GPP IP access with related control and mobility support. The S2b reference point is  between trusted entities, whose security can be achieved through a variety of mechanisms. 
Note: Whether S2a and S2b are functionally different or not is FFS.
S3:
It enables user and bearer information exchange for inter 3GPP access system mobility in idle and/or active state. It is based on Gn reference point as defined between SGSNs.

User data forwarding for inter 3GPP access system mobility in active state (FFS). 
S4:
It provides the user plane with related control and mobility support between GPRS Core and the 3GPP Anchor and is based on Gn reference point as defined between SGSN and GGSN.

S5a:
It provides the user plane with related control and mobility support between MME/UPE and 3GPP anchor.

It is FFS whether a standardized S5a exists or whether MME/UPE and 3GPP anchor are combined into one entity. 

S5b:
It provides the user plane with related control and mobility support between 3GPP anchor and SAE anchor.  It is FFS whether a standardized S5b exists or whether 3GPP anchor and SAE anchor are combined into one entity.
S6:
It enables transfer of subscription and authentication data for authenticating/authorizing user access to the evolved system. Whether the S6 is a single reference point  based on a single protocol (e.g. a AAA protocol) or needs to be further decomposed in multiple interfaces to allow for separate protocols for interfacing with the HSS is FFS.
S7:
It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement Point (PCEP). 
The allocation of the PCEP is FFS. 
SGi: 
It is the reference point between the Inter AS Anchor and the packet data network. Packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. for provision of IMS services. This reference point corresponds to Gi and Wi functionalities and supports any 3GPP and non-3GPP access systems.
*** End of second Modification ***
















3GPP

SA WG2 TD


_1212885676.doc


MME



UPE







SGi







GPRS Core







S3







S6







S4







3GPP Anchor







SAE Anchor







Iu







Gb







S5a







UTRAN







GERAN







IASA







S2a







Rx+







AGW







Op.



IP 



Serv. 



(IMS, 



PSS, 



etc…)







* Color coding: red indicates new functional element / interface







PDG







Non-3GPP IP Trusted Access







S2b











PCRF







SGSN







S1







Evolved RAN







S7







HSS







WLAN



3GPP IP Access







EPC







S5b
















_1213076742.doc


MME



UPE







SGi







GPRS Core







S3







S6







S4







3GPP Anchor







SAE Anchor







Iu







Gb







S5a







UTRAN







GERAN







IASA







S2a







Rx+







AGW







Op.



IP 



Serv. 



(IMS, 



PSS, 



etc…)







* Color coding: red indicates new functional element / interface







PDG







Trusted Non-3GPP IP Access







S2b











PCRF







SGSN







S1







Evolved RAN







S7







HSS







WLAN



3GPP 



IP Access







EPC







S5b
















_1213076746.doc


MME



UPE







SGi







GPRS Core







S3







S6







S4







3GPP Anchor







SAE Anchor







Iu







Gb







S5a







UTRAN







GERAN







IASA







S2a







Rx+







AGW







Op.



IP 



Serv. 



(IMS, 



PSS, 



etc…)







* Color coding: red indicates new functional element / interface







PDG







Trusted Non-3GPP IP Access







S2b











PCRF







SGSN







S1







Evolved RAN







S7







HSS







WLAN



3GPP 



IP Access







EPC







S5b
















_1213063128.doc


MME



UPE







SGi







GPRS Core







S3







S6







S4







3GPP Anchor







SAE Anchor







Iu







Gb







S5a







UTRAN







GERAN







IASA







S2a







Rx+







AGW







Op.



IP 



Serv. 



(IMS, 



PSS, 



etc…)







* Color coding: red indicates new functional element / interface







PDG







Non-3GPP IP Trusted Access







S2b











PCRF







SGSN







S1







Evolved RAN







S7







HSS







Non-trusted 



Non-3GPP 



IP Access







EPC







S5b
















_1212235811.doc

[image: image1]

SAE Anchor







UE







EPC







Non-3GPP



AN







Option 1:







Option 2:







AGW







AGW







UE







SAE Anchor







Option 3:







UE







SAE Anchor







3GPPAAA







3GPPAAA







3GPPAAA
















_1208908074.doc

[image: image1]

MME



UPE







S5a







GPRS Core







S3







S6







WLAN



3GPP IP Access







SGi







S2







Iu







Gb







3GPP Anchor







UTRAN







GERAN







S2







non 3GPP



IP Access







Rx+











Op.



IP 



Serv. 



(IMS, 



PSS, 



etc…)







* Color coding: red indicates new functional element / interface











S5b







IASA











PCRF







SGSN







S1







Evolved RAN







S7







HSS







Evolved Packet Core







SAE Anchor







S4
















