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Attachments:
-
SA2 would like to inform CT4 and SA1 that SA2 has foreseen a mechanisms to allow the 3GPP AAA server/proxy to provide access scope limitations to the WLAN AN as part of the user authorization information, covered by stage 2 specifications for Rel-6 and Rel-7. In TS 23.234 chapter 6.3.1.2 describing the functionality of the Wa reference point following functionality is described:
-
Providing access scope limitation information to the WLAN based on the authorised services for each user (for example, IP address filters)
SA2 has foreseen the following mechanism:
At time of performing access authorization of a 3GPP subscriber the 3GPP AAA server generates access authorization information, which is sent (optionally over 3GPP AAA Proxy) to the WLAN AN. Part of this access authorization information is access scope limitation information to the WLAN AN based on the authorised services for each user (for example, IP address filters), which is transported over Wd and Wa reference point. These access scope limitations should then be enforced by the WLAN AN. Updated access authorization information can be sent from the 3GPP AAA server to the WLAN AN after initial authorization. During discussions SA2 noticed that current TS 23.234 for Rel-6 and 7 does not explicitly mandate transport of access scope limitation information over Wd. SA2 plans to discuss contribution CRs for addition of transport of access scope limitation information over Wd as a correction for Rel-6 and 7 in the next meeting.
SA2 would like to understand if CT4 sees stage 3 limitations of implementing above mechanism. SA2 sees the main benefit in allowing early discarding of 3GPP subscriber’s uplink IP packets destined to unauthorized destinations already in the WLAN AN with following advantages:

· limit possible WLAN 3GPP IP Access tunnel setup attempts to unsubscribed W-APNs, therefore protecting GRX and connected PDGs from undesired traffic
· better alignment on routed packet counts within WLAN AN and 3GPP WAG and PDG for charging purposes
SA2 thinks that above mechanism could also be used for barring a user from direct internet access in case of authorized WLAN 3GPP IP Access, if so required by SA1.
2. Actions:

To TSG CT4 group

ACTION: 
SA2 kindly requests to clarify if stage 3 limitations exist on providing access scope limitation information to the WLAN AN based on the authorised services for each user (for example, IP address filters), which is transported over Wd and Wa reference point within current stage 3 specifications.
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