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1. Introduction
This paper takes the opportunity of the MME / UPE separation study and the stabilisation of the SAE architecture to re visit the consequences on the actual working assumptions about security implementation in SAE / LTE. These assumptions are briefly remembered hereafter:

- Ciphering must not be terminated in the eNB but in a node more inside the network

- RRC signalling messages have to be integrity protected between the mobile and the network


- NAS messages have to be ciphered between the mobile and the network. 

- User plane must be ciphered between the mobile and the network

2. Discussion

1. mapping of the functions
- RRC protocol is terminated inside the eNB in the network. So integrity protection of RRC messages has to be implemented both in the mobile and in the eNB.
- NAS messages are terminated inside the MME in the network. So ciphering of NAS messages must be implemented both in the mobile and the MME. 
- User plane is terminated inside the UPE in the network. So user data ciphering must be implemented both in the mobile and the UPE.

- Keying material is retrieved by MME as a result of the user authentication phase.  So integrity and ciphering key distribution is initiated by the MME

2. diagram flows at LTE/SAE mobile attachment
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Note 1:   From the attachment and authentication phase, MME, eNB and UE negotiate the RRC integrity protocol and NAS ciphering protocol that will be used respectively between UE and eNB and between UE and MME.                                                                                                                                                             From this phase, MME and UE derive the set of necessary keying material (for NAS ciphering, RRC integrity and user plane ciphering). The MME sends the RRC keying material to the eNB. eNB can start integrity of RRC messages.
Note 2:  Before TIMSI affectation to the UE, MME initiates NAS ciphering (in order to protect IMSI <--> TIMSI affectation knowledge from eavesdroppers). 
Note 3: It is for FFS if Start RRC integrity and Start NAS ciphering commands are necessary. These security actions could be triggered by the RRC key distribution

Note 4: Each UPE can have a different set of ciphering protocols. So it is only when the UPE instance is selected by the MME that the UPE ciphering protocol negotiation can happen

Note 5: It is assumed here that user data is always ciphered and that there is no need to have a Start Cipher exchange between UE and UPE. In case of re-keying (due to mobile re-authentication). Synchronisation between new flow encoded with “the new key” and “old flow” encoded with “the old key” can be signalled through a Boolean in each PDU
3. Impact of the ciphering distribution on the S1-MME-NAS and S1-UPE-user plane PDUs
In UMTS, ciphering is centralized in the RNC and performed in low level protocols (RLC or MAC).

For anti replay protection, ciphering use Ck (the Cipher Key) combined with the SFN (sequence frame number) of the  RLC or MAC PDU currently being ciphered.
 S1-MME-NAS PDU and S1-UPE-userplane PDU will have each to implement analogous anti replay element in their definition.
3. Conclusion
Actual security assumptions have some serious constraints on the security architecture in LTE/SAE.

In particular, MME / UPE separation involve now to distribute these security functions inside 3 functional nodes where in major other systems (UMTS, WiMax …) they are centralised in only one node. 
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