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1. Introduction
In the One Tunnel study there are currently three alternatives for how to do the One Tunnel optimisation of the GPRS network. This contribution does an analysis of how the GGSN Proxy alternative provides an evolution of the current GPRS CN architecture from a security perspective. 

2. Discussion
Figure 1 below presents the current GPRS core network architecture (and One Tunnel architectures not using a GGSN Proxy), and there is a discussion on the basic conditions for how a firewall can be designed.  
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Figure 1:  Firewall aspects without GGSN Proxy
The scenario in figure 1 is a handover between SGSN’s which takes place outside the home PLMN but within one operator. SGSN and GGSN have a session through the Firewall. The SGSN’s signals directly between each other and their signalling are not seen by the Firewall. A new SGSN takes over the session and signals this to the GGSN. This new SGSN is unknown by the firewall and could from a security perspective be malicious.

Conclusion: Any SGSN must be allowed by the firewall to send PDP Context updates if the UE is attached outside the home PLMN. The result is that it is not possible to build “stateful firewalls”. 
Figure 2 below presents a GGSN Proxy scenario and the enhanced possibilities for how firewalls can be designed.  
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Figure 2:  Firewall enhancements with GGSN Proxy
The improvement in this scenario is that the Firewall only sees the GGSN Proxy. Thereby handovers within a remote operator can be handled with stateful fire-walling. Handovers between PLMN’s are rarely supported by operators, and may be handled specifically when supported.
A firewall fabric can normally not associate flows with different IP addresses and ports. GTP allows use of different IP addresses and ports for different messages, and even change of IP addresses on the fly. Using a GGSN proxy would make it easier to maintain the local IP address through the firewall independent of SGSN and GGSN signaling.

A GGSN Proxy would also facilitate GTP interoperability over GRX. Support for headers in the GTP protocol can be bound to GGSN-proxy (and not implemented in the firewall) which would make it easier to maintain GTPv1 for Gp traffic. That is, no need to back off to GTPv0 due to unknown headers.

3. Proposal
It is proposed to add the text below to the TR 23.809.  

6.11
Firewalls towards external inter-operator networks

To be described.

6.11.1
SGSN controlled bearer optimisation

To be described.

6.11.2
GGSN Bearer relay

To be described.

6.11.3
GGSN Proxy


The GGSN Proxy alternative provides possibilities for enhanced and stateful firewalls. The handovers between SGSNs within a remote operator is hidden behind a GGSN Proxy, and the connections between the GGSN Proxy and the GGSN in the home PLMN can be maintained unchanged. This enables the design of stateful firewalls. Handovers between selected PLMNs is handled by specific configuration.
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