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1
Introduction

The SA2 work plan contains an item about authentication and authorization signalling (SP-060436). Here we assume that this work plan item means identifying the Network Entities (NE) taking part with AKA and authorization signalling as well as specifying in high level the related signalling flows. 

SA3 has agreed to re-use AKA and USIM for LTE.
2
Discussion

As per the agreed functional split between MME and UPE, MME takes care of the user authentication, which is part of NAS signalling and transferred through eNB between UE and MME via eRRC and eRANAP transparent containers. 
If AKA authentication is successful MME authorizes the user to access the network resources based on subscription profile. During the authorization period MME creates and delivers RRC keys to the eNB and user plane protection keys to the UPE (see Figure 1). NAS signalling security is also established between UE and MME.
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Figure 1 A high level example of initial authentication and authorization
AKA and related signalling is as in UTRAN, except that it is NAS signalling and terminates in the MME (see Figure 2 to Figure 7).
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Figure 2 User authentication
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Figure 3 Authentication failure
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Figure 4 Quintet retrieval from HLR
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Figure 5 Quintet synchronization failure

Identity request and TMSI allocation are NAS level signalling and terminate in the MME.
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Figure 6 Identity request
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Figure 7 TMSI allocation
3
Proposal

We propose to document this into the relevant SA2 document and send LS to the SA3 about the agreed functional split related to the authentication and key agreement (AKA), and authorization with this document attached.






























































































































































































































































































































� If P-TMSI needs to be transferred in ciphered mode, then the eNAS “Attach Response” message may need to be splitted
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