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Abstract of the contribution: Specify how privacy is preserved when using a GRUU
Discussion

Because anyone can derive the Public User Identity from the GRUU, when a GRUU is used as a Contact address in a request, it violates the ability of the UE to keep its identity private through the use of the Privacy:id header in the request. To avoid this loss of privacy, another way is required for the UE to ensure that the Contact is obfuscated so that the recipient UE may not derive the Public User Identity.
A different privacy option, Privacy:header defined in RFC 3323, provides the needed functionality of obscuring the Contact header. If the UE invokes this option, in addition to Privacy:id, then the UE’s privacy will be retained. This option causes a “privacy service”, acting as a B2BUA, to replace headers in requests and responses that could disclose identity information. The Contact header is among the headers replaced in this case. 
To avoid breaking features that depend upon GRUUs, the privacy service will have to take special action to support the use of GRUUs as contact addresses. One thing that it must do is indicate that the replacment contact address is a GRUU, by adding a ‘gruu’ URI parameter to it. The server must also construct and manage the replacement contact URI so that it has GRUU properties. Specifically, the address must be globally routable, and for as long as it is valid, out of dialog reqeusts addressed to it should be translated to the original GRUU and then forwarded onward.
Note: it isn’t clear how requirements on the privacy service should be handled.

Conclusion

A different privacy option, Privacy:header defined in RFC 3323, provides the needed functionality of obscuring the Contact header. If the UE invokes this option, in addition to Privacy:id, then the UE’s privacy will be retained. 
The privacy service is currently underspecified in IMS. Further specification is required.
The following changes should be made to TR 23.808 to specify this approach, revising section 6 and adding sections 6.1.3 and 6.4:
*** START CHANGE ***

6 
Impacts on UE and on the IM CN subsystem

Editor’s Note: Impacts related to support of security requirements for GRUU are FFS
*** END OF CHANGE ***

*** START CHANGE ***



6.1.3 Using a GRUU while requesting Privacy 

When a UE sends a request or response containing a GRUU, and it wishes to block the delivery of its Public User Identity to an untrusted destination, it must include a ‘Privacy’ header containing both the ‘header’ and ‘id’ tokens.

*** END OF CHANGE ***
*** START CHANGE ***




6.4

“Header” Privacy Service Functionality Requirements

When carrying out privacy services for a message containing a Privacy header with the ‘header’ option and a Contact header containing a GRUU, the Privacy Service Functionality shall replace the GRUU with a URI having GRUU properties for the duration of the dialog in which the message is received.

Editors note Which IMS component provides the “Header” Privacy Service functionality is for FFS. 
*** END OF CHANGE ***
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