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Introduction

This document provides an overview of how the PacketCable architecture and associated UEs support the traversal of NA(P)T and Firewall devices (commonly referred to as NAT) for signaling flows. NAT traversal for media flows is discussed in a separate document.
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Packetcable NAT requirements and scope

The objective of this document is to present an architecture definition for a UE to obtain access to the SIP network in the presence of one or more NAT device(s). In particular, it outlines a set of mechanisms for a UE to maintain NAT bindings to ensure signaling traffic destined for the UE is able to traverse the NAT as well as to allow the UE to be provisioned when located behind a NAT.

The following section captures the set of architecture requirements necessary to achieve the services envisioned for PacketCable. 

Requirements

The following list contains requirements that a general-purpose NAT Traversal solution should satisfy to support the services envisioned for PacketCable:

· Support multiple UEs (on one or more devices) behind a single NAT;

· No requirements will be imposed on the NAT devices, nor require the network to be aware of the presence of a NAT;

· Support both inbound and outbound requests to and from UEs through one or more NAT device(s);

· Maintain bindings to multiple P-CSCFs to provide reliable inbound message delivery in the face of a P-CSCF failure;

· Support the traversal of NATs between the UE and network (home NAT, visited network NAT);

· Be Application independent: the solution should not employ application-specific mechanisms which could not be used by other non-SIP based solutions. The solutions actual use may require application support;

· Avoid unnecessarily long media paths due to media pinning;

· Re-establish communications in failure situations (e.g., the NAT device re-boots and NAT bindings are lost).

Scope

The scope of the proposed NAT traversal solution is limited to NATs within the access network. In the case of cable access, this implies NATs that are between the UE and CMTS. 

Signaling Architecture description

This section provides a detailed discussion of the logical elements and the associated interfaces involved in the traversal of NAT devices for SIP Signaling.
The figure below provides a high-level architecture for supporting the traversal of NAT devices for Signaling.
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Figure 1 - NAT Traversal for SIP Signaling

As illustrated in the above figure, a UE may be able to connect to any number of P-CSCFs. However, in order for the UE to receive incoming calls, the signaling must follow a path for which there is an existing NAT binding. Several such bindings may exist over multiple flows to P-CSCFs (e.g., for redundancy purposes). 

Functional Components

This section summarizes the roles of each of the functional elements involved in the NAT traversal solution. More detailed procedures follow in subsequent sections.
UE

The UE is responsible for managing the overall NAT discovery process and for invoking the various protocol mechanisms to implement the NAT traversal approach. Depending on the UE type (standalone, embedded, etc.), the following protocols or mechanisms are necessary:

· Outbound for signaling

· STUN Client for maintaining NAT bindings

Before the UE can receive inbound session requests it will need to invoke the procedures defined in Outbound [ID OUTBOUND] during the registration process to create a flow to its assigned P-CSCF. Once flows have been created, the UE can then receive session requests through the NAT.

The UE also makes use of the rport extension parameter of the Via header as defined in RFC 3581 [RFC 3581] for symmetric response routing of SIP messages.

P-CSCF

The P-CSCF’s primary role in NAT traversal is to ensure that requests and responses occur across a flow for which there is an existing NAT binding. When a registration occurs, the P-CSCF stores a flow identifier token in the SIP Path header, so that for incoming requests that contain a Route header with that flow identifier token, it can identify which flow to use.

The P-CSCF also supports the rport extension of the Via header [RFC 3581] to ensure that all responses to the UE including those from mid-dialog requests are sent to the same source IP Address and Port which the request was received from.

The P-CSCF also acts as a STUN server to allow the UE to use STUN for keep-alives and to check for changes in NAT bindings (e.g., to check for NAT re-boots that would result in removal of the flow).

S-CSCF/Registrar

The S-CSCF/Registrar stores the instance-id associated with the contact address as well as the reg-id and path header and includes these as part of the UEs contact information. The S-CSCF/Register notifies the UE of Outbound support by including the outbound tag in the Supported header in its response to the REGISTER method.
Solution Description
A NAT Traversal for Signaling solution needs to provide the following capabilities:

· Inbound Dialog initiating requests

· Maintaining NAT Bindings

· Inbound Mid-Dialog requests

· Inbound response routing

The first two capabilities are provided by the procedures defined in Outbound [ID OUTBOUND]. The last is provided by the rport extension to the Via header as defined in RFC 3581 [RFC 3581]. The third capability, inbound mid-dialog requests, is left unspecified at this time as any defined solution impacts potential P-CSCF failover strategies and is thus left for vendor implementation at this time. 

Note that the term flow is used in Outbound and in the following sections to describe a network layer connection that uses the same IP addresses and ports (UDP or TCP) at either end of the connection. 

The procedures define for the three capabilities are developed under the premises that signaling security is not used. A more detailed analysis is necessary to determine which of the proposed solutions would still be applicable with a signaling security architecture designed to support NAT traversal.
Inbound Dialog initiating requests
SIP registration is used to notify the SIP network of the contact address to be used for a given public identity. When a UE is behind a NAT, the contact address will most likely be a non-routable IP address. To work around this issue, Outbound defines the following registration procedures to set up an outbound connection and establish NAT bindings for that flow which in turn allow for inbound Dialog requests to traverse the NAT.
· The UE establishes a unique instance-id (found in Outbound) that remains constant over re-boots. 

· The UE also uses a reg-id as described in Outbound in order to identify each flow that is established with a P-CSCF.

· The UE includes the instance-id and the reg-id when it registers. If it registers over multiple flows, then it would use the same instance-id, but a different flow-id for that different flow.

Additional requirements are also placed on the P-CSCF when processing the Registration request to allow the P-CSCF to identify which flow to forward dialog initiating requests on. This is done through the addition of a unique identifier in the user part of the PATH header to identify the flow over which the registration occurred. The P-CSCF then maps any future requests that include that identifier to that flow.

Finally, the Registrar is required to store some additional information against the contact information for a given public identity. In particular it stores:

· The instance-id, reg-id, and the time the binding was last updated.
· The PATH header including the unique identifier contains in the user part.
Note that a side effect of the reg-id is that multiple registrations across alternative flows (different reg-ids) can be created allowing the UE to pre-establish redundant signaling channels. The reg-id is also discussed in the context of maintaining NAT bindings as well.
In the case where unregistered UEs are allowed to establish dialogs (e.g., emergency calls, subscribing to configuration profiles, etc.), any signaling during the life-time of that session must be maintained over the flow established for that session. This puts a requirement on the P-CSCF to record route and to insure that signaling for that session occurs over that flow until the session ends.

The end result of this registration procedure is to allow for inbound dialog requests to traverse the NAT by forwarding the request over an established flow. When the S-CSCF receives a dialog initiating request, it will lookup the contact information for the public identity being signaled and find the associated PATH header. It will then include this PATH header information into the top most Route header and forward to the P-CSCF indicated in the PATH header. When the P-CSCF receives the dialog request, it will look at the top most Route header and see that it identifies itself. Since there are no other Route headers to process, the P-CSCF will process the user portion of the Route header and forward the dialog request on the flow identified by the unique identifier contained in the Route header.

Maintaining NAT Bindings

Once NAT bindings are created as part of the Registration process, they must be kept active for the life of the registration.  This allows inbound requests to traverse the NAT.  STUN is used by the UE in order to:

· Maintain the NAT bindings and keeping FW pinholes open for the signaling;

· Determine if there is a failure of the connection; and

· Determine if the NAT binding has changed as a result of a NAT re-boot.

The STUN server runs on the P-CSCF on the same port that is used for signaling for that flow. The UE makes STUN requests over the flow as a keep-alive mechanism for the flow as well as to determine if NAT bindings have changed as a result of a NAT re-boot. When re-registering as a result of a NAT reboot, the UE reuses the previous reg-id which allows the Registrar to replace the existing registration with the new registration and updated contact address. Without the presence of the reg-id, the Registrar may not realize that the Registration replaces an existing registration and thus treat it as  a new registration for a new contact address.
Inbound Response Request Signaling

Note that signaling in both directions must be established over a flow with existing NAT bindings. In the case of UDP, this implies that SIP messages are sent and received over the same UDP port.
This is accomplished by the use of the rport extension to the Via header. The UE includes the rport parameter in its Via header. Upon receipt of this parameter, the P-CSCF inserts the port number which the request was received from. Then upon receipt of the response, the P-CSCF will use the rport parameter in the top most Via header to forward the response to. This ensures that the response traverses the NAT by making sure the IP Address information matches the NAT binding created by the Request.
Coexistence
It is believed that the proposed NAT traversal solution as described in the previous sections of this document can coexist with the NAT traversal solution currently being defined by 3GPP. The 3GPP solution utilizes an Application Level Gateway (ALG) with a media relay agent (IMS Access Gateway). Coexistence can be accomplished as follows:
Inbound Dialog initiating requests

For this issue, there are two defined approaches; IMS Rel-7 has defined the use of an Application Level Gateway (ALG) that the P-CSCF can invoke, while this proposal has defined the use of the procedures defined in Outbound.  

CableLabs believes these two approaches can coexist in the following way; the UE can determine if the SIP network supports the outbound procedures by the presence of the outbound tag in the supported header of the registration response. If the tag is present, the UE knows that the SIP network supports outbound and the associated procedures. If the tag is not present, then the UE can assume that an ALG is being used and it no longer need follow the outbound procedures. Such an approach would require that the UE support the outbound procedures and follow them for the initial registration. Another approach would be to extend the DNS records to indicate whether the P-CSCF supports outbound. The UE would then discover whether the P-CSCF supports outbound procedures based on the DNS response. Both approaches are being explored in the IETF.
Maintaining NAT Bindings

There does not appear to be a documented solution within IMS Rel-7 for maintaining NAT bindings for signaling. CableLabs feels that the STUN approach defined in Outbound is applicable and provides a lightweight solution that not only maintains the NAT bindings but also allows the UE to detect NAT reboots allowing the UE to Re-Register with its new contact address if necessary.

Inbound Mid-Dialog requests

As previously stated, CableLabs feels that this topic should be left to vendor implementation for the time being. Once an industry accepted approach is agreed to, it can be adopted by the IMS.
Inbound Response Request Signaling

Convergence on a solution to this issue has already been had based on the latest versions of 24.229 which now calls out the use of the rport extension to the Via Header.
