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1.   Introduction
The current logical high level architecture for the evolved system assumes the IASA to provide mobility anchor for handoffs between 3GPP (e.g., 2G/3G, LTE) and non-3GPP accesses (e.g., WLAN 3GPP access). 

This document looks at the mobility requirement for SAE and compares two basic mobility management approaches for inter access system mobility, namely client-based and network-based mobility protocols, in order to highlight their strengths and weaknesses in light of the agreed mobility requirements.
The comparison shows that network-based mobility protocols have overall performance advantages (over client-based mobility protocols) and thus should be used as the preferred option wherever possible. 
It is further proposed to use the requirements highlighted in this document as the primary criteria for the selection process of the preferred solution for inter-access system mobility between 3GPP and non-3GPP access systems.
2.   Comparison of Client-based vs. Network-based Mobility Protocols
Inter-AS mobility between 3GPP accesses (e.g., 2G/3G, LTE) and non-3GPP accesses (incl. WLAN 3GPP IP access) can be achieved through client-based or network-based mobility protocols. 
The following figures show the architectural impact of those different mobility solutions:
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Fig. 1: Client-based 3GPP(non-3GPP mobility      Fig. 2: Network-based 3GPP(non-3GPP mobility   

Note that in the example scenarios depicted in Fig 1 and 2, it is assumed that the non-3GPP IP Access network is not under the control of a 3GPP operator and that it does not encompass an intra-access mobility solution. As a result, a client-based mobility solution (e.g., Mobile IP) is needed to achieve intra-access system mobility. 
The main drawback of client-based mobility for handoff from 3GPP RATs (e.g., 2G/3G or LTE) to WLAN 3GPP Access is that Mobile IP user plane overhead (e.g., tunnel between HA and UE) and signaling overhead is incurred between the HA and UE even though mobility within the WLAN 3GPP access network (“below” the PDG) has to be handled by yet another mechanisms (e.g., MOBIKE). As a consequence, Mobile IP only manages the mobility between the access systems, but in the case of WLAN 3GPP Access it cannot serve as a mobility solution within the access network.
Figure 2 depicts the case where a network-based mobility protocol is used for handoffs between all access networks that are defined by 3GPP. Network-based inter-access mobility allows the UE to be “at home” from an Mobile IP perspective not only for 2G/3G/LTE, but also for other access networks defined by 3GPP (e.g., WLAN 3GPP Access). This is especially advantageous as it allows avoiding MobileIP related signaling and transport overhead for all 3GPP-defined access systems (current and future).

Client-based Mobility Protocol

Basic Idea: Client (or UE) handles mobility signaling 

Example Solutions: Mobile IPv4, Mobile IPv6, Dual-Stack Mobile IP (DSMIP)
Advantages of Client-based Mobility Protocols: 

· No network involvement for mobility management in case of MIPv6 and/or MIPv4 with FA functionality provided by the client
· No need for mobility support within the access network – mobility management is handled solely between the UE and the Home Agent (which is location independent)
· No need for establishing security association (e.g., domain security) between access network and home network, as mobility signaling is secured based on IPsec between UE and Home Agent
· Efficient user plane in case MIPv4 with FA functionality is provided by the network
· It is possible to achieve efficient use of wireless resources as no additional mobility information is required or IP tunneling is necessary
· Both IPv4 and IPv6 can be supported based on Dual-Stack Mobile IP
· By implementing Dual-Stack Mobile IP, which is still under discussion in IETF, UEs can control mobility management both in IPv4 and IPv6 access networks. However, there are following limitations:
· Dual-Stack Mobile IP is not well studied on IP version transmission of IPv4 only UE and HA and FFS how IPv4 only terminal, which will be the most probable implementation scenarios for operators at the beginning, can handle Dual-Stack Mobile IP
· Mobile IP HA requires support for Dual-Stack Mobile IP functionality
Network-based Mobility Protocols
Basic Idea: Network performs mobility signaling on behalf of UE

Examples: Proxy Mobile IP, NETLMM (EMP [1] as an example), GTP
Advantages of Network-based Mobility Protocols: 
· Operator can control routing path and UE mobility
· Network-based mobility protocols are highly compatible with the basic idea of “operator control”; efficient routing path management for traffic engineering, mobility management and route optimization
· Reduction in Handover-related Signaling Volume
· Less mobility related signaling is required so that wireless resource consumption and handover delay can be minimized
· No signaling for IP (re-)configuration is required
· No mobility related signaling is required over the air (e.g., binding update from UE to home agent)
· No signaling is required for route optimization over the air (e.g., binding update to correspondent node)
· No U-Plane packet overhead over the air
· As network-based mobility does not involve UE, there is no packet overhead incurred by the mobility protocol on the wireless links (e.g., no additional tunnel or Home Address option is needed because of the mobility protocol). This achieves efficient wireless resource usage from the perspective of mobility management without additional UE load , e.g., for header processing
· Location privacy
· Even if route-optimization is applied, user location (represented by the IP address) does not get revealed to correspondent nodes as route optimization is handled solely by the network (unlike for Mobile IPv6)
· Topology hiding

· Network-based mobility doesn’t require the UE to know the IP address of the mobility anchor (such as the Home Agent in case of Mobile IP) 

· A malicious user can therefore not obtain topology information of the operator network, which would allow the user to lunch an attack against the mobility anchor node. This could also happen if the authorized UE is infected with malware or a virus 
· No extra Security needed for Mobility Signaling

· Because the UE is not participating in the mobility signaling, there is no need to set up any security credentials between the UE and the home agent for authorization of the mobility signalling. Note however that network-based mobility solutions also require some security mechanisms (e.g., network domain security)
· No need for mobility related security support on the UE (such as for example IPSec SA establishment for secure signaling between Mobile IP client and home agent) reducing the complexity and therefore cost of the terminals.
· Support for IPv4 and IPv6
· Network-based mobility management can be based on a different IP version from the one used for actual user data 

· For example, the network providing the mobility support can be based on a different IP version from the one used by the UE for user/application data.
· No impact on both the core network entities and UE when the access network (e.g., WLAN 3GPP Access) transits from IPv4 to IPv6
· A network-based mobility scheme does not demand that both the access network and UE need to be upgraded to IPv6 at the same time. This enables operators to shift an access network to IPv6 without upgrading the packet core.
· The UE also does not need to upgrade the mobility protocol as a result of changing the IP protocol version in the access network. This enables subscribers to smoothly shift from IPv4 to IPv6, simply by supporting dual stack IP, which is independent from the mobility management mechanism.

Conclusion 1:
As network-based mobility solutions have many advantages over client-based mobility solutions, they should be used for all 3GPP operator provided networks. Only for access networks, which do not require carrier grade mobility and are not provided through a 3GPP operator, client-based solutions can be considered (e.g., Direct IP Access).
3.   Requirement Study
This section studies to what extend the host-based mobility protocols and network-based protocols, that are currently proposed inter-AS mobility solutions, namely Solution A, B and C as described in Section 7.8.3, support the requirements already agreed in Section 5 of this document and service requirements for the All-IP network described in TS 22.258.

R1: 
3GPP and non 3GPP access systems shall be supported (TR 23.882)
All three solutions support mobility between 3GPP and non-3GPP access systems. 

In case the non-3GPP access system (e.g., a WLAN HotSpot) does not provide any network-side functionality (e.g., a Foreign Agent, a NETLMM Local Mobility Anchor, or a Proxy MIP Agent), the only solutions are Mobile IPv6, Mobile IPv4 with the FA functionality, or DS MIP provided on the UE. Both cases, however, are inefficient on the wireless link (because both the mobility signaling and user plane tunnels are terminated only at the UE and thus consume wireless resources in proportion to the number of UEs and traffic load respectively. Therefore, these solutions should only be considered a last resort. In other words, for 3GPP operator provided access networks this option should be avoided due to its inefficiency.
R2: 
The Evolved 3GPP Mobility Management should allow optimized routing for user-to-user traffic (including communication towards Internet and PSTN users, e.g.: via local break-out) and in all roaming scenarios (e.g.: when both users are in a visited network) (TR 23.882)
    and
High level of security and support for user privacy e.g. location privacy, identity privacy (TS 22.258)

In case of Mobile IPv6 (and also Mobile IPv4 with extensions and DSMIP), route optimisation is possible between end-systems. However, end-to-end route optimisation reveals location information of a user to its communication peers that should be protected. For example, it enables a user to discover the location and trace the movements of its communication peer by tracking the change of IP address.

In case of network-based mobility (as proposed in Solution C) route optimisation is performed between the network entities that accommodate the communication peers. Since the mobility protocol handles mobility on behalf of the UEs in a way that is transparent to the end-system, neither the location nor the movements of a communication peer are revealed.

R3: 
In order to maximise users' access opportunities, the evolved architecture should allow a UE which is roaming to a VPLMN to use a non-3GPP access network with which the VPLMN has a business agreement. For example, it should be possible for a user to use a WLAN access network with whom only the visited operator has a direct relationship (not the home operator). (TR 23.882)
Both Solution A and Solution B have in common that roaming UEs use a Mobile IP Home Agent that is located in the home network for home-routed services. As a consequence, it is not possible to provide mobility support to and from non-3GPP access system that only have a business agreement with the VPLMN.
Solution C, on the contrary, foresees that there is also a inter-AS mobility anchor in the visited network, which enables the visited anchor to handle mobility towards a non-3GPP access network with which only the VPLMN has a business agreement.
R4: 
Transport overhead needs optimization, especially for the last mile and radio interfaces. (TR 23.882)
For Mobile IPv6, Mobile IPv4 with the FA functionality and also DSMIP, the transport on the wireless link is not optimised. In case of MIPv6 user plane packets contain the Home Address Option and/or Routing Header (for route optimization), whereas Mobile IPv4, Mobile IPv6 and DSMIP will introduce the overhead of a tunnel header when bidirectional tunnelling with HA is used. Only in case standard Mobile IPv4 is used, which requires that the access network provides the FA functionality, the transport overhead on the radio interface is optimised. 

For Solution C, the transport overhead is optimal as the mobility protocol is terminated in the network entity, e.g., E-NodeB or PDG, which implies that zero information need to be transmit over the wireless link only for the purpose of mobility management.
R5: 
The SAE/LTE system shall provide effective means to limit signalling during inter-RAT cell-reselection in LTE_IDLE state. (TR 23.882)
Both Solution A and Solution B are based on the principle of client-based mobility protocols that use soft-state management for mobility states. This implies that the UE has to refresh the mobility state stored by the home agent every time the UE changes the IP network and also periodically in order to maintain the state information.
In Solution C, on the other hand, mobility signalling is performed solely by the network (on behalf of the UE) – i.e., the UE is not involved. Also, since the network entities are more reliable than end-systems, less periodic updates should be required. 

R6: 
Provision of IP-based mobility control of the high quality appropriate for cellular networks (i.e. no degradation in performance compared to other cellular mobility mechanisms) that is not dependent upon specific access or transport technologies, or IP version (TS 22.258)
Client-based mobility protocols cannot achieve the IP version independency without implementing more than two mobility management protocols, e.g. MIPv4 and MIPv6, for UE and Home Agent. This implies that operators, who run an IPv4-based WLAN access network and are planning to keep using it together with the evolved packet core, need to install both MIPv4 and MIPv6, or DSMIP on both the UEs and the Home Agent when migrating to an IPv6-based WLAN access network. 
On the contrary, network-based mobility protocols do not require the core network to implement additional mobility protocols, since user data are encapsulated and forwarded in the network in a way that does not require the IP version of a user packet to be consistent with the IP version of the mobility protocol. Even though UEs may need to implement both IPv4 and IPv6 stacks, no modification regarding the mobility management is necessary.
Looking from an operator’s perspective, smooth IP version migration with minimum cost is one of the key criteria. A network-based mobility solution as proposed in solution C is considered cost effective for migration.
R7:  The AIPN shall provide hiding of internal network elements (TS 22.258)
Client-based mobility protocols require the UE to know the IP address of Home Agent in order to send the binding update when a UE moves from 3GPP to non-3GPP access systems and vice versa. This is a fundamental requirement for client-based mobility protocols, such as Mobile IP, and without network-side manipulation (e.g., route management independent from user IP layer), internal network elements cannot be hidden from the UEs.
On the other hand, network-based mobility protocols only require UEs to know the edge entity of the network that provides mobility services to the UE. This enables hiding of internal network entities (e.g., the mobility anchor) and the network topology, and as a result reduces security risks such as DoS attacks through authorized UEs that are infected with malware or a virus.
Conclusion 2:

The analysis of the current SAE requirements related to mobility handling indicates that a network-based mobility scheme, as proposed by Solution C, is clearly advantageous over a client-based solution. The only case where a client-based solution seems necessary is when the 3GPP operator cannot provide adequate mobility support in the access network. This should be only the case for access networks that are provided by non-3GPP operators. 

3. Overall Conclusion 
Network-based mobility protocols should be used wherever possible due to their overall performance advantages over client-based mobility protocols. As a consequence, client-based mobility should only be considered in case there is a need for 3GPP operators to accommodate third-party access networks that are provided and controlled by non-3GPP operators without a Gateway node (which would otherwise handle network-based mobility for inter-AS handoffs).
4. Proposal 

It is proposed to capture the conclusion reached by this study in TR 23.882.
Beginning of 1st Change

7.8.3
Inter access system handover between 3GPP and non 3GPP access systems

7.8.3.1
Description of key issues

The handover will be based on IP layer mechanism which shall satisfy the following requirements:

· Optimized routing for user-to-user traffic in all communication scenarios and roaming scenarios, e.g., internet access including local breakout, UE of communication peers in the same visited network
· High level of security and support for user privacy, namely location privacy and identity privacy
· Access and mobility support for non-3GPP access networks with which only the VPLMN has a business agreement
· Minimal transport overhead on the last mile and radio interfaces
· Minimal signalling overhead on the last mile and radio interfaces  
· Provision of IP-based mobility control of the high quality appropriate for cellular networks (i.e., no degradation in performance compared to other cellular mobility mechanisms) that is not dependent upon specific access or transport technologies, or IP version
· Minimal implementation complexity and load on UE
· Migration from IPv4 to IPv6 with minimum modifications/impact on the network entities and UEs
· Hiding of internal network elements and topology from UEs
The selection of the final solution(s) shall be based on the requirements listed above.
End of 1st Change

Beginning of 2nd Change
[Include Section 2 as a new Annex in TR 23.882.]
End of 2nd Change
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