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Introduction

The TS 23.203 is meant to replace the rel6-TS 23.125 in rel7. This paper aims to add some charging related function description about the TPF in rel6-FBC into the related PCEF section in rel7-PCC.

Proposals
The following changes are proposed to the current TS 23.203.
**** Start of the first change ****

6.2.2
Policy and Charging Enforcement Function (PCEF)

6.2.2.1
General

The PCEF encompasses service data flow detection, policy enforcement and flow based charging functionalities. 

Editor’s note: This functional entity encompass the harmonization of the PEP and TPF release 6 logical entities. 

This functional entity is located at the Gateway (e.g. GGSN in the GPRS case, and PDG in the WLAN case). It provides service data flow detection, user plane traffic handling, QoS handling, and service data flow measurement as well as online and offline charging interactions.

A PCEF shall ensure that an IP packet, which is discarded at the PCEF as a result from policy enforcement or flow based charging, is neither reported for offline charging nor cause credit consumption for online charging.

Note:
For certain cases e.g. suspected fraud an operator shall be able to block the service data flow but still be able to account for any packets associated with any blocked service data flow.

The PCEF is enforcing the Policy Control as indicated by the PCRF in two different ways:

· Gate enforcement. For a service data flow (defined by an active PCC rule) that is subject to policy control, the PCEF shall 

-
allow the service data flow to pass through the PCEF if and only if the corresponding gate is open;

-
enforce the authorized QoS according to the PCC rules. 

· QoS enforcement. The PCEF controls the QoS that is provided to a combined set of IP flows. The policy enforcement function ensures that the resources which can be used by an authorized set of service data flows are within the “authorized resources” specified via the Gx interface by “authorized QoS”. The authorized QoS provides an upper bound on the resources that can be reserved (GBR) or allocated (MBR) for the IP-CAN bearer. The authorized QoS information is mapped by the PCEF to IP-CAN specific QoS attributes.

The PCEF is enforcing the charging control in the following way:

-
For a service data flow (defined by an active PCC rule) that is subject to charging control, the PCEF shall allow the service data flow to pass through the PCEF if and only if there is a corresponding active PCC rule with and, for online charging, the OCS has authorized credit for the charging key. The PCEF may let a service data flow pass through the PCEF during the course of the credit re-authorization procedure.

For a service data flow (defined by an active PCC rule) that is subject to both Policy Control and Charging Control, the PCEF shall allow the service data flow to pass through the PCEF if and only if the right conditions from both policy control and charging control happen. I.e. the corresponding gate is open and in case of online charging the OCS has authorized credit for its charging key. 

A PCEF may be served by one or more PCRF nodes. The PCEF shall contact the appropriate PCRF based on the packet data network (PDN) connected to, together with, a UE identity information (if available, and which may be IP-CAN specific). It shall be possible to ensure that the same PCRF is contacted for a specific UE irrespective of the IP-CAN used..
The PCEF shall, on request from the PCRF, modify a PCC rule, using the equivalent PCEF behaviour as the removal of the old and the installation of the new (modified) PCC rule. The PCEF shall modify a PCC rule as an atomic operation. The PCEF shall not modify a predefined PCC rule on request from the PCRF.

Editor´s note: It is FFS whether PCC rules need to be installed and activated as separate procedures.
The PCEF should support predefined PCC rules.

For online charging, the PCEF shall manage credit as defined in clause 6.1.3..

The operator may apply different PCC rules depending on different PLMN. The PCEF shall be able to provide identifier of serving network to the PCRF, which may be used by the PCRF in order to select the PCC rule to be applied.
The operator may configure whether Policy and Charging Control is to be applied based on different access point. 
The PCEF shall gather and report IP-CAN bearer usage information according to clause 6.1.2.

At IP-CAN session establishment the PCEF shall initiate the IP-CAN Session Establishment procedure, as defined in clause 7.2. If no PCC rule was activated for the IP-CAN session the PCEF shall reject the IP-CAN session establishment.

If there is no PCC rule active for a successfully established IP-CAN session at any later point in time, e.g., through a PCRF initiated IP-CAN session modification, the PCEF shall initiate an IP-CAN session termination procedure, as defined in clause 7.3.2.

If the IP-CAN session is modified, e.g. by changing the characteristics for an IP-CAN bearer, the PCEF shall first use the event trigger to determine whether to request the PCC rules for the modified IP-CAN session from the PCRF; afterwards, the PCEF shall use the re-authorisation triggers, if available, in order to determine whether to require re-authorisation for the PCC rules that were either unaffected or modified. If the PCEF receives an unsolicited update of the PCC rules from the PCRF (IP-CAN session modification, clause 7.42), the PCC rules shall be installed, modified or removed as indicated by the PCRF.

If another IP-CAN session is established by the same user, this is treated independently from the existing IP-CAN session.. 
6.2.2.2
Service data flow detection

This section refers to the detection process that identifies the packets belonging to a service data flow:

-
Each PCC rule contains a service data flow template, which defines the data for the service data flow detection;

-
Each service data flow template may contain any number of service data flow filters;

-
Service data flow filters are unidirectional, so that the detection is applied independently for the downlink and uplink directions.

Note:
A service data flow template may include service data flow filters for one direction, or for both directions.
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Figure 6.3: Relationship of service data flow, packet flow, service data flow template and service data flow filter
Service data flow filters identifying the service data flow may:

-
be a pattern for matching the IP 5 tuple (source IP address, destination IP address, source port number, destination port number, protocol ID of the protocol above IP). In the pattern:
-
a value left unspecified in a filter matches any value of the corresponding information in a packet;

-
an IP address may be combined with a prefix mask;

-
port numbers may be specified as port ranges.

-
extend the packet inspection beyond the IP 5 tuple and look further into the packet and/or define other operations (e.g. maintaining state). Such service data flow filters must be predefined in the PCEF.
Note:
Such filters may be used to support filtering with respect to a service data flow based on the transport and application protocols used above IP. This shall be possible for HTTP and WAP. This includes the ability to differentiate between TCP, Wireless-TCP according to WAP 2.0, WDP, etc, in addition to differentiation at the application level. Filtering for further application protocols and services may also be supported.

For downlink traffic, the downlink parts of all the service data flow templates associated with the IP-CAN session for the destination address are candidates for matching in the detection process.

For uplink traffic, the uplink parts of all the service data flow templates associated with the IP-CAN bearer (details according to clause A), are candidates for matching in the detection process.

The PCEF shall discard a packet in case there is no service data flow filter of the same direction (i.e. downlink or uplink) detecting the packet.

Note:
To avoid the PCEF discarding packets due to no matching service data flow template, the operator may apply open PCC rules (with wild-carded service data flow filters) to allow for the passage of packets that do not match any other candidate service data flow template.
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Figure 6.4: The service data flow template role in detecting the downlink part of a service data flow
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Figure 6.5: The service data flow template role in detecting the uplink part of a service data flow
6.2.2.3
Measurement

The PCEF shall support measurement for data volume and duration. The Measurement method indicates what measurement volume and/or duration is applicable for the PCC rule.

The PCC measurement measures all the user plane traffic, except traffic that PCC causes to be discarded.

The PCEF shall maintain a measurement per IP-CAN bearer (IP-CAN specific details according to Annex A), and Charging Key combination.

If Service identifier level reporting is mandated in a PCC rule, the PCEF shall maintain a measurement for that Charging Key and Service Identifier combination, for the IP-CAN bearer (IP-CAN specific details according to Annex A).

Editor´s note: It is for further study if the PCEF shall maintain measurements on the IP-CAN session level.

**** End of the first change ****
**** Start of the second change ****

A.1.3.2.2


Policy and Charging Enforcement Function (PCEF)

A.1.3.2.2.1
General

This functional entity is located in the GGSN. The GGSN provides the GPRS-specific bearer QoS handling.

If the GGSN receives an Authorization token and Flow Id(s) from an UE, the PCEF shall report them to the PCRF over Gx.

The PCEF shall contact the PCRF based on PCRF address information that shall be configured for the access point name (APN) together with the IMSI or MSISDN (if needed).

Editor´s Note: Details of mapping QoS class identifier to PDP contexts are FFS.

For each PDP context, the PCEF shall accept information during bearer establishment and modification relating to:

-
The user and terminal (e.g. MSISDN, IMEISV)

-
Bearer characteristics (e.g. QoS negotiated, APN, IM CN Subsystem signalling flag)

-
Network related information (e.g. MCC and MNC)

The PCEF shall use this information in the OCS request/reporting or request for PCC rules.

A GGSN may provide more than one APN for access to the same PDN. It should be possible to enable or disable PCC functionality for each APN, independent from the other APNs for access to the same PDN. Once the PCC functionality is disabled, regular GPRS charging and policy methods would be applied, i.e. no PCRF interaction would occur.
For each PDP context, there shall be a separate OCS request/OFCS reporting, so this allows the OCS and offline charging system to apply different rating depending on the PDP context.

The GGSN shall report the service data flow based charging data on a per PDP context basis.
A.1.3.2.2.2
Service data flow detection

For uplink traffic, in the case of GPRS, all the uplink parts of service data flows templates, which are associated with the PDP context are candidates for matching in the detection process.
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Figure A.1: The service data flow template role in detecting the uplink part of a service data flow

Note:
Service data flow templates, which are not associated with the PDP context the packet was received, are not candidates for matching (dashed in the figure).

A.1.3.2.2.3
Packet Routeing and Transfer Function

The PCEF performs the packet routeing and transfer functions as specified in TS 23.060, with the differences specified in this clause.

For the PDP address of an UE, the PCEF routes downlink packets to the different PDP contexts based on the downlink parts of the service data flow templates, in the active PCC rules and their routeing associations to the PDP contexts. The association between an active PCC rule and a PDP context shall correspond to the downlink TFT received from the UE. Each active PCC rule shall have a single routeing association to a PDP context. Upon reception of a packet, the PCEF evaluates the downlink part of the service data flow templates of the PCC rules activated for the PDP address in order of precedence to find a match. When the first match is found, the packet is tunnelled to the SGSN via the PDP context, for which the PCC rule has the routeing association. If no match is found, the PCEF shall silently discard the packet.

The UE shall define TFTs that enable successful binding at the PCRF for service data flows requiring a binding to occur.

For each uplink packet, the UE should choose the PDP context that is used for the downlink direction of the same service data flow, as declared in the TFT information. The PCEF shall only apply the uplink parts of the service data flow templates of the PCC rules, which are associated with the same PDP context as the uplink packet arrived on.

Editor’s note: The treatment of uplink only service data flows is FFS.

The static packet filters, to be applied on dedicated signalling PDP contexts, according to [y] shall form PCC rules, which shall be granted higher precedence than any other PCC rule and be active on the dedicated signalling context.
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Figure A.2: The service data flow template role in detecting the downlink part of a service data flow and mapping to PDP context

A.1.3.2.2.4
Measurement

The details of measurement are specified in TS 32.251 [9].

**** End of the second change ****
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