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1. Overall Description:

SA3 thanks SA2 for the following LSs on LTE/SAE:

· S3-050739 (=S2-052479): Reply LS on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution
· S3-050801 (=S2-053020): LS on additional information on System Architecture Evolution
· S3-050803 (=S2-053015): LS on Time Plan for FS on 3GPP System Architecture Evolution 

At SA3#41 several company contributions on security aspects of LTE/SAE were presented and discussed. Many of the contributions provide an initial study into the security threats and requirements. Some of the contributions also provide an indication of the types of security solutions that could be considered. Based on the discussion at SA3#41, some agreements were reached which are reflected below in the responses to the LSs from SA2. 

Response to S3-050739 (=S2-052479) 

S3-050739 differentiates two security approaches for LTE/SAE: (a) encryption/integrity protection in the base station and (b) encryption/integrity protection further back in the network. It contains the following two actions for SA3:

1. SA2 would like to know for each of the two approaches a) and b) and for each entity, i.e. the base station and the entity higher up in the network, the set of security functions and potential service impacts coming from security functionality. The answer shall allow for a comparison of the overall architectural approaches in terms of efficiency and complexity/costs or feasibility. 

SA3 response:

· The security design for LTE/SAE is a major task. At this early stage it is not possible to provide a full set of security functions and their service impacts for each of the two approaches identified by SA2. However, some early indication about security aspects can be given and SA3 hope that this will allow the rest of the design work to be progressed.

· Approaches (a) and (b) relate to whether encryption/integrity protection for the access link for different planes (e.g. AS signaling, NAS signaling and user plane data) is terminated in the base station or further back in the network. While it may be simpler to terminate access link security in the same place, a split architecture is also possible where protection for different planes terminates in different network elements. 

· The termination point for RRC-like access signaling is the subject of a separate LS from SA3 (S3-050842).

· Regarding the termination point for signaling, SA3 agreed that access signaling that terminates “above eNodeB” should have its access link protection terminated in a network element that sits “above eNode B”.

· Regarding the termination point for user plane traffic, SA3 agreed that it would be highly desirable from a pure security point of view to terminate access link security for user plane traffic “above eNodeB”. Terminating user plane encryption in the eNodeB would be a backwards step compared to its move from the BTS in GSM to the RNC in UMTS. If SA2 believe that for non-security reasons user plane encryption cannot be terminated “above eNode” and must instead be terminated in the eNode B, then a compelling justification for this should be provided to SA3. Terminating user plane encryption in the eNodeB may significantly increase the risk of eavesdropping and theft of service (in the absence of user plane integrity protection terminating further back in the network) and/or require additional security measures to be taken to protect the eNodeB and the backhaul links into the core network. Since LTE is designed “for the next 10 years and beyond”, SA3 believes that a high security margin should be achieved. 

· See also the response to S3-050801 (S2-053020) below.

2. Despite SA2 not being able to provide error characteristics information SA2 would also like SA3 to consider the feasibility of designing an integrity protection mechanism from UE over radio and transport links to a node further back in the network.

SA3 response:

· The requirements and solutions for user plane integrity protection are for further study in SA3.  

Response to S3-050801 (=S2-053020)

S3-050801 provides the following comments regarding access technology independence:

a) Existing requirements do require the support of services across different access technologies. Some of these access technologies will be "non-3GPP" ones. It does not however reduce the requirements on overall security in the 3GPP access, which are for SA3 to discuss.

b) some applications/services are “non-3GPP” ones and will use the LTE/SAE system as a bearer. Whether or not use of such a bearer needs additional application level security sufficient for that service is for SA 3 to discuss. It is anticipated that sufficient security should be provided by 3GPP access to ease adoption of 3GPP access by “non-3GPP” applications/services.

SA3 response:

· SA3 agree that providing sufficient security in 3GPP access systems such as LTE will ease the adoption of “non-3GPP” applications/services. In general, SA3 believes that 3GPP LTE access should provide a robust level of security without having to make any assumptions about the security features that may, or may not, be provided by the application/service that uses the access. 
Response to S3-050803 (=S2-053015)

S3-050803 contains the latest LTE/SAE time plan. SA3 would like to provide the following comments on the timeplan:

· SA3 support the proposal for a joint meeting with RAN2/RAN3 in January. SA3 suggest holding the joint meeting on the afternoon of 10th January and the morning of 11th January.

· SA3 intend to provide a list of the security implications on each of the RAN control plane architecture alternatives to guide the selection process. This list will be agreed by email before the end of December 2005 and then provided to the involved groups in a liaison statement to arrive prior to the joint meeting.

· SA3 intend to contribute to the security-related sections of the feasibility study. A first contribution to the TR 23.882 is expected to be ready after our meeting in February. SA3 aim to have a final version ready in time for completion of the TR 23.882 in June.

· SA3 have informed SA3 LI about the LTE/SAE work. SA3 LI will try to provide preliminary information about lawful interception requirements from their meeting in January. SA3 LI aim to provide detailed information on lawful interception aspects prior to the completion of the TR 23.882 in June. 

· SA3 suggest that SA3 LI meeting dates are added to timeplan.

2. Actions:

To SA2: 

SA2 are kindly asked to take the above response from SA3 into account.

3. Date of Next TSG-SA3 Meetings:

TSG-SA3 #42 
7 – 10 February 2006
Asia

TSG-SA3 #43
4 - 7 April 2006
Athens, Greece

