SA WG2 Temporary Document

Page 3
-


3GPP TSG SA WG2 Architecture — S2#50
S2-060108
16th – 20th January, 2006
Budapest, Hungary
Source:
Ericsson
Title:
NAT impacts on power saving mode
Document for:
Discussion and Approval
Agenda Item:
8.2 FBI
Work Item / Release:
Release 7
1
Introduction
NATs have been included in the IMS architecture in Rel-7. CT1 (see C1-050917) have had discussions on issues related to the lifetime bindings that are kept in NATs. However, there have been no discussions on the potential negative effects a NAT may have, e.g. when there is a possibility to save battery consumption by using a power saving mode for the radio.
This paper discusses some potential issues with using NAT in a cellular environment and also discusses some possible solutions.

2
Discussion

2.1
Problem with NATs

As a NAT remaps IP-addresses and port numbers for incoming and outgoing traffic, these bindings between remapped IP-addresses and port numbers needs to be kept in the NAT as long as they are in use by the entities on both sides of the NAT. In case TCP is used, then the NAT can detect when the TCP connection is closed. RFC2663 describes a way how a NAT can detect that a TCP connection is closed, but when UDP is used there is no single way to determine when a communication ends, since UDP-based protocols are application specific. This means that usually the NAT bindings need to be kept by keep-alive messages. For UDP such keep-alive messages are normally required rather often i.e. every 20-30s. 
As stated in C1-050917 “The lifetime problem of the NAT binding when UDP is used can be resolved if the either of the P-CSCF or the UE periodically sends some kind of refreshing messages over that "UDP connection". The interval of sending the refreshing messages should be adjusted to the binding lifetime in the NAT device that is in term of tens of seconds.”

If the UE is using a radio access with power saving mode capabilities, then such keep-alive messages would force the UE to be kept in an “active” state and not be able to benefit from the power saving mode capabilities of the radio access.
Note: even WLAN standard includes a power management mode, which is mandatory for APs.
2.2
When is a NAT a problem for battery life?
First, there is no problem if the UE is not using any battery, i.e. in most TISPAN scenarios this is not any problem.
23.228 describe the following reference model when there is a NAT between the UE and the IMS. 
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Figure 1:
Reference model for IMS access when NAT is used
In principle a NAT can be:
1.
Controlled by the UE (considered to be outside the scope of the standard, i.e. not further discussed)

2.
Close to the UE, but not under the control of the UE

3.
Located between the IP-CAN GW and the IMS

4.
Linked in by the P-CSCF when the UE needs to communicate with another entity outside of the address domain

5.
…?
If the NAT is located close (option 2 above) to the UE (compare with a NAT at home, i.e. at the CPE for TISPAN access), then the NAT is probably not under the control of the operator. The NAT would then be used for all traffic, i.e. both signalling and media.
If the NAT is located between the IP-CAN GW and the IMS (option 3 above), then the NAT would at least be used for all IMS related signalling and maybe for the media.
If the NAT is linked in by the P-CSCF when required (e.g. the UE is using a private IP address), then the NAT is only passed for the media. For most applications, the UE will perhaps not be able to make use of the power saving mode i.e. if the application media is somewhat continuous in nature. However, when using long-lived chat or PoC sessions maybe the UE would have been able to change to a battery saving mode. 
2.3
Potential solutions:

CT1 discussed some potential solutions, see C1-050917. All the discussed solutions implied some refresh messages that were sent/received by the UE. Such messages would still imply some impact of battery life, i.e. it would be worthwhile to look at some solutions with possible architectural impacts (or where architectural considerations are required).
Some possible solutions:
a.
use TCP
If TCP is used as transport then there is no need to send frequent keep-alive messages to keep the NAT binding.
b.
Let P-CSCF/AS send refresh messages towards the UE, and let IP-CAN GW filter those refresh messages
c.
Put requirement on what type of NATs that should be used, in the 3GPP architecture, and how long time they should keep the bindings (i.e. long enough to avoid draining battery or as long as the IMS session or registration exist).
d.
Do not make use of NATs when using a 3GPP access

e.
Let P-CSCF inform the UE of which refresh rate that is required for the operator controlled NAT, i.e. a much longer rate than 20-30s would be applied when appropriate.

f.
…?
The “easiest” solution would probably be to state that NATs should not be used when using a 3GPP access (solution d), i.e. do not use NAT for options 2 and 3 when using GPRS. However, that would mean that option 4 would still be applicable. Maybe option 4 could be solved by solution c, i.e. the NAT is controlled by the P-CSCF/operator and it should be possible to keep the bindings in the NAT for a longer period (e.g. during the SIP session/registration).
3
Proposal

This contribution discussed a problem with using NATs in a 3GPP environment and also discussed some potential solutions.

The 3GPP architecture should allow efficient usage of power saving modes by the UEs, i.e. it is proposed to discuss the issue and add the following requirement to 23.228:
“Usage of NATs in IMS shall not negatively impact usage of power saving modes”.
If agreed, Ericsson volunteers to draft a CR including the requirement above and a solution to the problem.
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