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Problem description

Subclause 4.2.1 of TS 23.867 outlines two alternatives for how to handle emergency calls the absence of an UICC. The two alternatives are:

· Simulated IMSI
An emergency identity is constructed with format of an IMSI, based on an emergency MCC / MNC and parts of the IMEI. This identity is used by the SGSN in a similar way as the ‘normal’ IMSI. Authentication by predefined vectors can be performed.

·  IMEI
The IMEI is used by the SGSN as identity in the same way as for the CS domain. No authentication is performed.

The emergency identity utilizes parts of the IMEI, but it is a concern that the emergency identity is not unique but will lead to ambiguous identities. 

Further the service requirements on security for emergency calls are questioned. The value of introducing pre-configured static vectors will at the best give security only for a limited time, also as the uniqueness of the emergency identity cannot be guaranteed. It should also be noted that introducing handling of emergency calls using the same code as normal calls may give the undesired side effect that implementation as well as testing may be extended to ensure that undesired side effects from introducing the emergency identity and the pre-defined vectors does not occur.

Introducing the IMEI based solution ensures the same requirements in the PS domain as the handling of the emergency calls in the CS domain. The identity of the caller is unique and authentication is not performed. The added code is simple and dedicated to emergency calls.

In addition, SA3 in their LS response to SA2 in tdoc S2-060026 has provided the following feedback on the UICC-less case:

“ Comments concerning the section 4.2.1.Emergency Calls in absence of UICC:

· The introduction of pre-configured, static security vectors (CK, IK) for Emergency calls in absence of UICC, as proposed for the simulated IMSI in 4.2.1.1, can provide security only for a limited time, if at all this is considered to provide security, as all data is managed by the ME. Static vectors cannot be changed later because of the legacy UEs. SA3 proposes not to introduce this mechanism.

· It should be also taken into account that use of IMEI, as proposed in 4.2.1.2, provides more opportunities to re-use existing functionality in CS. Also the one-to-one correspondence between IMEI and ME avoids ambiguities and/or collisions between different MEs.

·  In the solution using IMEI, as proposed in 4.2.1.2, it should be considered to use the EIR to blacklist certain IMEIs with frequent junk emergency calls also for non-emergency calls.”
Proposed solution

It is proposed to select the alternative in TR 23.867, sub clause 4.2.1.2 as the way forward.
It is proposed that the following information (change marks are shown against the content from the TR 23.867) is introduced in the TS 23.167 Annex for GPRS access and once agreed, appropriate CR can be produced to introduce the concepts in TS 23.221 and TS 23.060 respectively.
********** CHANGES****************
Annex <X> (informative):
Editor’s note:The text below is expected to be moved to TS 23.221 in a new subsection 8.3 at the subsequent meeting.
X.1
GPRS considerations for IMS Emergency sessions
In GPRS, before IMS emergency session establishment, the UE performs an emergency attach if the UE is not attached to the network. The UE indicates the emergency attach by including an emergency indication to the Attach Request message. The network applies special treatment in case of the emergency attach procedure. After a successful emergency attach, only PDP context requests for emergency use shall be accepted by the SGSN. It is assumed that an already GPRS attached UE does not detach and re-attach for emergency services. If the UE is not equipped with an UICC, the UE performs the Emergency Attach using the IMEI. In this case the SGSN checks whether such an anonymous Emergency Attach is allowed. If this is not allowed, the Emergency Attach is rejected.

At GPRS level the mechanisms for establishing a bearer for emergency use should not differ much from the normal GPRS bearer establishment currently specified by 3GPP. In fact there is only a need for the network to be able to detect the emergency use and to be able to give special treatment to these bearers.

As a minimum emergency sessions and bearers for them should not be dropped, so emergency bearers may require enhanced QoS, e.g. higher priority than subscription based priority.

The UE establishes a bearer for emergency use by including the globally dedicated emergency APN during PDP context activation. PDP context modification and PDP context deactivation procedures are not affected.

X.2
Emergency Calls in absence of UICC for GPRS Access
The UE shall follow the procedures described below using the IMEI as the identity to access GPRS in the absence of an UICC.















When the UICC is not present or the UICC is not valid, the ME shall identify itself in the Attach Request by the IMEI in the same way as in the CS domain (the CM Service Request), see TS 24.008 [x] for more details.
Editor’s Note: Detailed GPRS procedures shall be specified in TS 23.060 as well for this scenario. 
Note:
A UICC that is not valid is a UICC that in spite of being inserted is blocked for use, e.g. due to attempted access by a wrong pin-code or lack of roaming agreements.
Note: 
It is FFS how to use the EIR to blacklist certain IMEIs with frequent junk emergency calls.
As neither authentication nor ciphering functionality can be performed there is no need to communicate with any HSS. After successful attach, the mobile shall continue with emergency session establishment. 
The above ensures that the existing GPRS procedures can be used without any major system impacts both in the network and the UE. 

The UE shall not accept other numbers than the numbers stored in the ME as valid number for an emergency calls.
The emergency call application determines whether the CS emergency call or the IMS emergency call shall be used in the same way regardless whether the UICC is valid or not.
