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Introduction
Annex E.3.1 of TR 23.882 presents a Mobile IP based solution for “mobility between legacy access systems using 3GPP and non-3GPP radio”. It presents two scenarios: one when MIPv4 with FA is used, and the second one when MIPv6 is used. 

This document highlights the relevance of co-located mode Mobile IPv4 and proposes to include the corresponding description in TR 23.882.

Discussion

In case of Mobile IPv4 both co-located care-of address and Foreign Agent (FA) care-of address modes can be supported. The former allows faster deployments (less implementation requirements) and avoids introduction of functionality that is only required for IPv4. FA mode can be considered as a deployment optimization at the expense of additional complexity. The primary benefit of using FA is that it avoids MIP tunnelling from being exposed over capacity limited links (e.g. last mile transport and radio interface links). There are however other techniques to mitigate the overhead of IP tunnelling over capacity limited links (e.g. header compression and deploying the Mobile IP solution in such a manner that the capacity limited link corresponds to the MIP home link).

The role of co-located mode is also important for WLAN Direct IP Access case, where the presence of a FA cannot be assumed.

Proposal

In order to account for the operation of Direct WLAN IP Access and at the same time relax the requirements for the access network, thus allowing phased deployment, it is proposed to add the MIPv4 without FA (co-located care-of address mode) scenario to the MIP based solution in Annex E and clarify that the use of is FA is not always required for MIPv4 operation. The following changes are proposed to TR 23.882.
**** Start of changes ****

E.3.1
Solution A

This section assumes that Mobile IP is used as mobility protocol for GPRS-WLAN mobility, whereas MOBIKE [6] is used for UE-PDG IPsec tunnel relocation within the WLAN 3GPP IP Access. It is assumed that the same solution applies for both session continuity (a.k.a. Scenario 4) and seamless mobility (a.k.a. Scenario 5), depending on the mobile’s capability for simultaneous connections.

Note that in the subsequent text we use the traditional MIP terminology i.e. Mobile Node (MN), Foreign Agent (FA) and Home Agent (HA).

Figure E.1 is a simplified figure describing how the Diameter application for Mobile IPv4 [5] works in conjunction with the Mobile IPv4 protocol. Depicted is the case where Mobile IPv4 is used with Foreign Agent Care-of Address (FA-CoA). This requires a FA functionality within the Gateway (PDG or GGSN). The names associated with some interfaces (e.g. Wm+, Gi-aaa, Rha-aaa, Gi+, Wi+) are clarified later in the text.


Figure E.1. Use of MIPv4 FA care-of address mode with Diameter application
The following are the subsequent steps described in Figure E.1 (for more details the reader may refer to [5]):

1) The MN establishes a connection with the GW (i.e. GGSN or PDG);

2) The MIP Foreign Agent (MIP FA) function in the GW sends a FA advertisement;

3) The MN sends a MIPv4 Registration Request (RRQ);

4) The GW interrogates the user’s Home AAA server in order to authenticate and authorise the user. The Home AAA server assignes a Home Agent (HA) and provides the address of the assigned HA to the GW.

5) The FA forwards the MIPv4 RRQ to the MIP HA.

6) The HA fetches a pre-shared key for MN-HA authentication. This step is required only at session establishment. Specifically, it is not required for MN-HA authentication when the UE subsequently connects to other FAs.

7-8) The HA accepts the mobile registration by replying with a MIPv4 Registration Response (RRP).

Figure E.2 is a simplified figure describing how the Diameter application for Mobile IPv4 [5] works in conjunction with the Mobile IPv4 protocol when no FA present (co-located care-of address mode). The names associated with some interfaces (e.g. Rha-aaa) are clarified later in the text.
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Figure E.2. Use of MIPv4 collocated care-of address mode with Diameter application when no FA is present
The following are the subsequent steps described in Figure E.2 (for more details the reader may refer to [5]):

1) The MN establishes a connection with a GW (e.g. GGSN or PDG) or is otherwise assigned an IP address from an access network.

2) The MN sends a MIPv4 Registration Request (RRQ) to its HA transparently through the GW. The HA IP address may be discovered e.g. using DNS resolution of a HA FQDN, or through an agent advertisement, if the Home Agent is in the same link as the MN.

3) The HA contacts the AAA server to fetch authentication and keying information for the MN. This step is required at session establishment. Specifically, it is not required for MN-HA authentication when the UE makes subsequent registrations while the lifetime of the MN-HA keys is not due to expire.

4) The HA accepts the mobile registration by replying with a MIPv4 Registration Response (RRP).
Depicted in Figure E.3 is a simplified view on how a Diameter application may work in conjunction with MIPv6. The main difference wrt IPv4 is the absence of Foreign Agent in the GW.
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Figure E.3. Use of MIPv6 with Diameter application
The following are the subsequent steps described in Figure E.3:

1) The MN establishes a connection with the GW and begins authentication;

2) The GW interrogates the user’s Home AAA server in order to authenticate and authorise the user. In addition, the Home AAA server provides “MIPv6 bootstrap” information i.e. information allowing the Mobile IP client in the UE to configure itself for MIPv6 service and identify the assigned HA;

3) The GW completes the user authentication;

4) The MN carries out a DHCPv6 procedure for MIPv6 bootstrap;

5-6) The MN sends a Binding Update (BU) to the MIPv6 HA (this is the equivalent of the MIPv4 RRQ);

7) The HA authenticates the user and fetches keying material for subsequent Binding Updates;

8-9) The HA accepts the mobile registration by replying with a Binding Acknowledgement (BA).

The next two figures provide examples on how the MIPv4 and MIPv6 concepts described above can be mapped to scenarios for GPRS-WLAN mobility. The red pipes stand for IPsec tunnels, whereas the blue pipes represent Mobile IP tunnels. Both figures assume that the GGSN and the PDG are located in the HPLMN. The case where the GGSN and the PDG are located in the VPLMN is left FFS.

Depicted in Figure E.4 is the application of Mobile IPv4 as a solution for GPRS-WLAN mobility. A FA functionality is incoporated in both the GGSN and the PDG, meaning that in this case MIPv4 is used with Foreign Agent Care-of-Address (FA-CoA). The Foreign Agent is not necessary for co-located mode operation of Mobile IP (see Figure E.5).
The “Home AAA” functions which are required for the Diameter MIPv4 application are assumed to be provided by the 3GPP AAA server.

The MIPv4 tunnelling is used only on the Gi+ and Wi+ interfaces i.e. between the HA and the FA located in the GGSN and the PDG, respectively.
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Figure E.4. Use of MIPv4 with FA-CoA for GPRS-WLAN mobility
Note: 
in case the HA functionality is collocated with the GGSN, the terminal can be considered to be at home in Mobile IP sense when using the GPRS IP access. The FA functionality in the GGSN becomes redundant in this case.

Note: 
in case the GGSN and the PDG are attached to the same IP subnet, the use of MIP is FFS.

Note: 
whether the FA functionality has to be collocated with the GGGSN/PDG or whether it can exist as a stand-alone element is FFS.

The same architecture applies to both Scenario 4 and Scenario 5, the only difference being that in Scenario 5 the UE is assumed to maintain simultaneous connections across the source and target Access System during the transition period.

Depicted in Figure E.5 is the application of Mobile IPv6 as a solution for inter-system mobility. The same figure also applies to the use of MIPv4 with collocated Care-of-Addresses (co-CoA).
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Figure E.5. Use of MIPv6 or MIPv4 with co-CoA for GPRS-WLAN mobility
In either case there is no notion of Foreign Agent in the GGSN or the PDG. MIP tunnelling is used from the HA all the way down to the UE. In case of MIPv6, the MIPv6 “route optimisation” mechanism is used to avoid tunnelling over the radio.

Regarding inter-WLAN mobility, relying on Mobile IP alone may not be sufficient for achieving Scenario 5-like seamless mobility. A possible issue here is the time required for setting up a new IPsec tunnel when changing the point of WLAN attachment, because, contrary to the inter-system handover, the UE may not be able to initiate a new IPsec tunnel setup before breaking the previous one. The IETF MOBIKE group is currently working on mechanisms for speeding up this kind of IPsec tunnel relocation. Figure E.6 clearly shows that Mobile IP does not intervene during the relocation of the IPsec tunnel. MOBIKE would be used instead.


[image: image5]
Figure E.6. MOBIKE use for inter-WLAN mobility
E.4
Impact on the baseline CN architecture

E.4.1
Solution A

Depicted in Figure E.7 is the baseline architecture taken from 23.882, from which all IMS specific elements have been removed for simplicity. In addition, a Mobile IP Home Agent (MIP HA) has been added to the figure, as well as a couple of reference points. Listed below are all new or modified reference points, with a description of their role:

· Gi+/Wi+: this is the Mobile IP signalling and bearer plane between the Gateway (i.e. GGSN or PDG) and the MIP HA;

· Wj; this is the Mobile IP signalling and bearer plane (tunnel) between the UE and the MIP HA, which is used in case of MIPv4 co-located care-of address and MIPv6;
· Gi-aaa: this is the AAA part of the Gi interface, which traditionally connects the GGSN to a AAA server which itself is not part of the 3GPP system architecture. Here it is assumed that the Gi-aaa interface connects to the 3GPP AAA server. It is used by the Diameter Mobile IP application [5] for dynamic assignment of a MIP HA, as well as well as during setup of security associations (MN-HA, MN-FA, FA-HA); 

· Wm+: this is an enhancement to the existing Wm reference point. The additional functionality is similar to the Gi-aaa functionality described above;

· Rha-aaa: this is the reference point between the MIP HA and the 3GPP AAA server. Similar to the previous, it is used for dynamic assignment of a MIP HA and during setup of security associations. 

The impact on the PCRF is left FFS.

The scenarios with GGSN and/or PDG located in the VPLMN are left FFS.

The applicability to WLAN Direct IP Access is FFS.



Figure E.7. Impact of Mobile IP on the baseline architecture
**** End of changes ****
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