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Introduction
Annex E.3.1 of TR 23.882 presents a Mobile IP based solution for “mobility between legacy access systems using 3GPP and non-3GPP radio”. This paper intends to generalize the scenario when MIPv6 is used (Figure E.2). 

Discussion

According to the current text of Annex E of TR 23.882 the case when MIPv6 is used consists of the following steps:
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“1) The MN establishes a connection with the GW and begins authentication;

2) The GW interrogates the user’s Home AAA server in order to authenticate and authorise the user. In addition, the Home AAA server provides “MIPv6 bootstrap” information i.e. information allowing the Mobile IP client in the UE to configure itself for MIPv6 service and identify the assigned HA;

3) The GW completes the user authentication;

4) The MN carries out a DHCPv6 procedure for MIPv6 bootstrap;

5-6) The MN sends a Binding Update (BU) to the MIPv6 HA (this is the equivalent of the MIPv4 RRQ);

7) The HA authenticates the user and fetches keying material for subsequent Binding Updates;

8-9) The HA accepts the mobile registration by replying with a Binding Acknowledgement (BA).”

In step 2, 3 and 4 the GW authenticates the user and provides “bootstrap” information to the UE. This is a possible way to perform these steps, but this is not the only way. Since the authentication to the Gateway has no direct relation to the application of Mobile IP (e.g., authentication at PDP context activation), it is proposed to remove its details from the figure and the description (steps 2 and 3). DHCPv6 described in step 4 is not the only way to provide the bootstrap information to Mobile IP clients in the UE, e.g., DNS can be used to get the address of the HA, therefore it proposed to remove that step either. 
In steps 5-6) and 8-9) the GW forwards the Mobile IP signalling messages between the MN and the HA. In the current description it is not explicitly clarified that the actual signalling is between the MN and the HA, the forwarding of Mobile IP signalling packets is transparent to the GW, i.e., the GW forwards them as any other user packets. It is proposed to have direct arrows between the MN and the HA for the purpose of Mobile IP signalling.
Proposal

Based on the above description the following changes are proposed in Annex E of TR 23.882.
**** Start of changes ****

E.3.1
Solution A

This section assumes that Mobile IP is used as mobility protocol for GPRS-WLAN mobility, whereas MOBIKE [6] is used for UE-PDG IPsec tunnel relocation within the WLAN 3GPP IP Access. It is assumed that the same solution applies for both session continuity (a.k.a. Scenario 4) and seamless mobility (a.k.a. Scenario 5), depending on the mobile’s capability for simultaneous connections.

Note that in the subsequent text we use the traditional MIP terminology i.e. Mobile Node (MN), Foreign Agent (FA) and Home Agent (HA).

Figure E.1 is a simplified figure describing how the Diameter application for Mobile IPv4 [5] works in conjunction with the Mobile IPv4 protocol. Depicted is the case where Mobile IPv4 is used with Foreign Agent Care-of Address (FA-CoA). This requires a FA functionality within the Gateway (PDG or GGSN). The names associated with some interfaces (e.g. Wm+, Gi-aaa, Rha-aaa, Gi+, Wi+) are clarified later in the text.


[image: image2]
Figure E.1. Use of MIPv4 with Diameter application
The following are the subsequent steps described in Figure E.1 (for more details the reader may refer to [5]):

1) The MN establishes a connection with the GW (i.e. GGSN or PDG);

2) The MIP Foreign Agent (MIP FA) function in the GW sends a FA advertisement;

3) The MN sends a MIPv4 Registration Request (RRQ);

4) The GW interrogates the user’s Home AAA server in order to authenticate and authorise the user. The Home AAA server assignes a Home Agent (HA) and provides the address of the assigned HA to the GW.

5) The FA forwards the MIPv4 RRQ to the MIP HA.

6) The HA fetches a pre-shared key for MN-HA authentication. This step is required only at session establishment. Specifically, it is not required for MN-HA authentication when the UE subsequently connects to other FAs.

7-8) The HA accepts the mobile registration by replying with a MIPv4 Registration Response (RRP).

Depicted in Figure E.2 is a simplified view on how a Diameter application may work in conjunction with MIPv6. The main difference wrt IPv4 is the absence of Foreign Agent in the GW.
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Figure E.2. Use of MIPv6 with Diameter application
The following are the subsequent steps described in Figure E.2:

1) The MN establishes a connection with the GW (including the necessary authentication); 



2) The MN sends a Binding Update (BU) to the MIPv6 HA (this is the equivalent of the MIPv4 RRQ) transparently via the GW. The HA IP address may be discovered e.g. using DNS resolution of a HA FQDN, or via DHCPv6 procedure for MIPv6 bootstrap.
3) The HA fetches keying material. This step is not required after each BU. Specifically, it is not required for MN-HA authentication when the MN makes subsequent registrations while the lifetime of the MN-HA keys is not due to expire.
4) The HA accepts the mobile registration by replying with a Binding Acknowledgement (BA).

**** End of changes ****
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