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Introduction

As an outcome of the SA2 ad-hoc meeting in Seattle, a candidate solution for mobility between 3GPP and non-3GPP access systems based on Mobile IP was added in section 7.7.3.2 and further described in Annex E of TR 23.882, but only as one possible solution. Further, the solution is described in such a manner that implies that the solution is applicable only for mobility between pre-SAE/LTE GPRS and I-WLAN. More specifically, the use of Mobile IP in SAE/LTE (for mobility to/from non-3GPP access technologies) is not addressed. Issues with location privacy have been cited as the reason for such a restriction.  

This document clarifies that no location sensitive information other than the addresses exposed in earlier interworking scenarios are exposed when route optimization is used in a Mobile IPv6 based solution. It also proposes that a Mobile IP based mobility solution should be considered also for mobility between evolved access systems using 3GPP and non-3GPP radio, at least as long as the IP address revealed to a peer node is not associated with more granular location information than the IP addresses associated with the use of the same solution for legacy access systems.

Discussion
The interworking between access systems using pre-SAE/LTE GPRS and I-WLAN accesses build on top of the I-WLAN scenarios 2 and 3 developed in 3GPP Rel 6 specifications. The following notation is used to refer to the IP addresses relevant for these scenarios:

PDP_address: an IP address that the UE is assigned when in 3GPP PS access. This address is routable* to a HPLMN or VPLMN operator.

IPsec_TIA: an IPsec Tunnel Inner Address assigned to the UE when connected using a Scenario 3 IPsec tunnel to a Packet data Gateway (PDG). This address is routable* to a HPLMN or VPLMN operator.

I-WLAN local address: an IP address routable* to a WLAN access network that the UE is assigned when connected using scenario 2, direct Internet access.

MIP_HoA: a Mobile IP home address assigned to the UE when using a Mobile IP based Scenario 4 solution. This address is routable* to a HPLMN or VPLMN operator.

*) The IP address assigned to the UE may be private and thus routable through a NAT/NAPT.

These addresses are used by a mobile device as follows:
1) I-WLAN scenario 2 and 3: PDP_address (GPRS) or I-WLAN IPsec_TIA (I-WLAN Scenario 3), or I-WLAN local address (I-WLAN Scenario 2) is used by a mobile device to communicate with (a) peer node(s).

2) I-WLAN scenario 4 based on Mobile IP.  No route optimization: only MIP_HoA is visible to the peer node(s). This applies at least for all IPv4 traffic (note: there is no route optimization in Mobile IPv4)

3) I-WLAN scenario 4 based on Mobile IP. Route optimization in use: PDP_address or IPsec_TIA (Scenario 3 over Scenario 4), or I-WLAN local address (Scenario 4 without Scenario 3) is revealed to the peer node(s).

Conclusions

For mobility between pre-SAE/LTE GPRS and I-WLAN, a Mobile IP based solution with route optimization in use does not expose any location sensitive information, other than what is already revealed in earlier interworking scenarios. More specifically, when using route optimization, the mobile node’s PDP_address or IPsec_TIA or I-WLAN local address is revealed to the peer node(s). These addresses are the same addresses used in earlier interworking scenarios.

In addition, the same solution can be applied also for mobility between SAE/LTE 3GPP accesses and non-3GPP accesses — at least as long as the IP address revealed to a peer node is not associated with more granular location information than the IP addresses associated with the use of the same solution for legacy access systems.

Proposal
Based on the clarification given above, it is proposed that the text in section 7.7.3 and appendix E of TR 23.882 is updated to clarify that:

· For mobility between pre-SAE/LTE GPRS and I-WLAN, a route optimized Mobile IPv6 solution does not expose any IP addresses other than the addresses already exposed in pre-SAE/LTE GPRS and I-WLAN interworking scenarios (without Mobile IPv6).

· A Mobile IP based mobility solution should be considered for mobility between 3GPP (including SAE/LTE) and non-3GPP accesses, at least as long as the IP address revealed to a peer node is not associated with more granular location information than the IP addresses associated with the use of the same solution for pre-SAE/LTE GPRS and I-WLAN.

More specifically, the following changes are proposed to the text in section 7.7.3.
**** Start of changes ****

7.7.3
Inter access system handover between 3GPP and non-3GPP access systems

7.7.3.1
Description of key issues

The handover will be based on IP layer mechanism (e.g. Mobile IP)

7.7.3.2
Alternative solution A

One example of IP layer solution is based on mobile IP. For example, application of Mobile IP for handover between interworking WLAN and GPRS is described in Annex E.

For mobility between pre-SAE/LTE GPRS and I-WLAN, a route optimized Mobile IPv6 solution does not expose any IP addresses other than the addresses already exposed in pre-SAE/LTE GPRS and I-WLAN interworking scenarios (without Mobile IPv6).

A Mobile IP based mobility solution should be considered for mobility between 3GPP (including SAE/LTE) and non-3GPP accesses, at least as long as the IP address revealed to a peer node is not associated with more granular location information than the IP addresses associated with the use of the same solution for pre-SAE/LTE GPRS and I-WLAN.

7.7.3.3
Alternative solution B

7.7.3.4
Alternative solution C

**** End of changes ****
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