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DISCUSSION AND DECISION
1. Background and Purpose 
At 3GPP TSG-SA2#48, there was a contribution (see [1]) outlining three alternatives of how to implement “private network access from WLAN 3GPP IP access” (see WID “Private Network access from WLAN 3GPP IP Access”, see [2]). 
This discussion paper shares the same background reasoning and objectives, but presents an alternative way of technically implementing the “private network access from 3GPP IP access”. The solution is similar to solution 1.1 in S2-051927, but proposes to use the IKEv2 extension mechanism recently introduced in IETF (IETF Draft draft-eronen-ipsec-ikev2-multiple-auth [3]). This mechanism introduces the possibility to run two separate authentication/negotiation rounds within one IKEv2 negotiation in a backwards compatible way. These two authentication negotiations can be forwarded and handled by AAA servers located in different domains/organizations.
2. Technical discussion
During the W-APN processing and end-to-end IKEv2 IPSec tunnel establishment for ISP/Intranet access, two authentication procedures have to be performed. One between the WLAN UE and AAA server located in a 3GPP operator core network and another one between the WLAN UE and Radius server located in ISP/Intranet. The end-to-end tunnel will be set up only if both of these authentication rounds are successful.
Excerpt from [1] says:

“According to the current 29.161 (Interworking between the Public Land Mobile Network (PLMN) supporting packet based services with Wireless Local Area Network (WLAN) Access and Packet Data Networks (PDN)), when UE initiates the tunnel establishment to PDN, The Radius Client function (in PDG) sends the Authentication information to the Radius server over the Wi reference point. However, it is not clear how the Authentication information (e.g. User ID for Radius authentication, authentication password) can be conveyed from UE to PDG.”
The IKEv2 mechanism described in the IETF draft [3] allows the transfer of the required authentication information from the WLAN UE to the ISP/Intranet RADIUS server. The benefits of this mechanism are 
(i) High level of extensibility
Everything IKEv2 supports for authentication is supported,


(ii) Backwards compatibility
UEs or PDGs not supporting the extension are able to interoperate,


(iii) The mechanism will not be 3GPP specific

Some of the proposed solutions, for example, solution 3 in [1] do imply this, which we believe not to be an appropriate way forward.

Alas the proposed mechanism will involve other SDOs, in particular the IETF. In order to expedite the adaptation of the specified extension, 3GPP could for example select and use a unique Vendor-Id payload (as defined in IKEv2 [5]) and start using values for the required two new Notify payloads (MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS) before the IETF process completes. However, this approach is not recommended.
The figure below shows an example of an IPS/Intranet authentication using two EAP negotiations as discussed above.
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1. Req IKE_SA_INIT [...]

2. Rep IKE_SA_INIT [..., N(MULTIPLE_AUTH_SUPPORTED)]

3. Req IKE_AUTH  [..., N(MULTIPLE_AUTH_SUPPORTED)]

4. EAP-Response/Identity

...

5. EAP-Success

6. Rep IKE_AUTH  [EAP-Success...] 

7. Req IKE_AUTH [AUTH, [N(ANOTHER_AUTH_FOLLOWS), ...]

8. Rep IKE_AUTH [AUTH]

9. Req IKE_AUTH [IDi]

...

10. EAP-Response/Identity

...

11. EAP-Success

...

13. Req IKE_AUTH [AUTH]

14. Rep IKE_AUTH [AUTH, SA, TSi, TSr, ...]

12. Rep IKE_AUTH  [EAP-Success...] 
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Figure 1. An example of an IPS/Intranet authentication using two EAP negotiations
Steps 1 to 6 are more or less equal to current tunnel set up procedure described in 3GPP TS 33.234 [4] with the exception of the IKEv2 Notify payloads MULTIPLE_AUTH_SUPPORTED that are included in the IKEv2 messages 2 and 3 (to advertise support for multiple authentications). Just before completing the EAP (for the EAP-SIM/AKA) authentication the initiator (the WLAN UE) includes a Notify payload ANOTHER_AUTH_FOLLOWS in step 7 indicating to the responder (PDG) that another authentication round will follow. Step 8 does therefore not end the IKEv2 negotiation as it usually would. Instead the next authentication will start. 
In step 9 the initiator (the WLAN UE) sends a new identity (in the IDi payload) that is used with the ISP/Intranet authentication and without an AUTH payload, indicating that EAP will be used. Between steps 10 and 12 the second round EAP negotiation takes place between the WLAN UE and the ISP/Intranet RADIUS server. The EAP method used does not have to be the same as in the previous authentication towards the 3GPP operator AAA server. Finally, steps 13 and 14 complete the whole authentication procedure.
The interface between GGSN and AAA server in external network that is used today for providing private network access to users in the mobile PS domain, should be reused for 3GPP WLAN access as much as possible. The use of EAP-methods for the second round authentication to the ISP/Intranet requires support of IETF RFC 3579 (RADIUS support for EAP) [6] to be added at least to Wi interface defined in 3GPP TS29.161 [7]. Supporting EAP-methods on Wi would allow ISPs/Intranets to deploy a wide variety of authentication methods in addition to plain username and password authentication. 
Actually, the IKEv2 mechanism described in the [3] does not restrict the second-round authentication to EAP only. Other authentication methods are also available, for example, certificate based authentication. 
3. Proposal 
We propose that the described two-phase authentication within the IKEv2 negotiation, as specified in [3], for private network access from WLAN 3GPP IP access should be the working assumption for the continued work on “Private Network access from WLAN 3GPP IP access” within 3GPP. The proposed solution is versatile, extendable and not specific to 3GPP, which we believe is important. The solution is also backwards compatible with the current Rel-6 IKEv2 negotiation for tunnel set up procedure described in 3GPP TS 33.234 [4].
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