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1. Overall Description:

RAN2 would like to thank SA3 for their LS on Security Requirements for LTE. The response LS from SA3 included requests for further information through the following actions:

- 
Provide further information on the likely error characteristics of an LTE/SAE system so that SA3 can determine whether a cost effective integrity protection mechanism for user plane data could be developed.

-
Provide further information about RAN network signalling so that corresponding security requirements can be identified.

-
Provide further information about CN signalling so that corresponding security requirements can be identified.

-
Provide a summary of the current architectural alternatives.

In this LS RAN2 and RAN3 address the second and fourth bullets; user plane security and CN signalling would be treated later.

2. RAN Signalling
By analyzing the security in the RAN signalling of UMTS (see R3-051114 attached), RAN2 believes that the following assumptions apply to LTE, where RAN signalling will also handle mobility and resource allocation:


User identification: the assumption is that with regards to UE identities the situation in LTE is comparable to UMTS, although there might not be a U-RNTI. In recent proposals, there would be a long Temporary UE Identity (TID), similar to the P-TMSI that uniquely identifies a UE within an LTE tracking area; and there would be one or more short Cell specific temporary UE Identity (CIDs) used to uniquely identify a UE within a cell or on a given channel within a cell. The assumption is that a sufficient level of confidentiality is provided in LTE as long as the TID is always transferred in a protected mode at allocation time. This means that it is required to cipher the message used to assign the TID. If this is sufficient, there is no need to perform ciphering of other AS/RAN signalling to achieve confidentiality of user identification.

User location: the assumption is that the use of identities upon UE mobility in LTE is similar to UMTS e.g. upon change of tracking area the TID is transferred un-ciphered. However, in case the P-TMSI is always assumed to be transferred in a protected mode at allocation time, it should be impossible to reveal the user’s identity upon UE mobility. Consequently one could question the need for ciphering of the RAN signalling concerning UE mobility. Note however that integrity protection seems needed e.g. to prevent against a malicious UE that hands over other UEs competing for scarce radio resources.


Radio resource allocation: the assumption is that the protection of radio resource allocation in LTE is similar to UMTS i.e. part of the information will be transferred unprotected. More specifically, this applies for the actual resource allocation information for shared channels that is signalled at the MAC layer. This means that, since LTE will predominantly use shared channels, the resource allocation signalling for which protection may still be considered is limited. Furthermore, it is expected that the toolbox approach is not used in LTE, which means that the “protectable” signalling may be further reduced e.g. to one or more default configuration identities. Consequently, there does not seem to be a need to perform ciphering of the RAN signalling concerning radio resource allocation. Note however that there seems to be a need for integrity protection of the radio resource allocation information in LTE, mainly to protect the radio resource reduction/ release signalling (denial of service attacks).


Other signalling: it is expected that a similar kind of simplification may apply for the other RAN signalling e.g. by use of simpler and/ or default measurement configurations. Consequently, one could question the need for ciphering of the other RAN signalling. Note however that it is still assumed that integrity protection of RAN signalling will be needed. This is mainly needed to protect against denial of service attacks i.e. mainly for the connection release and the security mode control.

RAN understands that the security risk associated with distributing the integrity key to the node B is different from the risk of distributing the ciphering key. An intruder that has obtained the integrity key could generate RAN signalling to the UE and perform denial of service attacks e.g. release the radio connection. It is understood that the cipher key can not be derived from the integrity key, hence the intruder would not be able to determine the user identity (or eavesdrop the user plane data). Based on this, RAN assumes the distribution of the cipher and integrity keys may be assessed independently.

3. Architecture Alternatives
Several architecture alternatives have been discussed. They mainly differ in the termination points of the user plane and control plane of the radio interface: either in the Node B or in a network node above NodeBs.

Architecture 1:

· RRC protocol is located in the eNode-B

· RRC consists into an Idle and connected state

· When the UE is in Idle state, one Node-B pages the UE across other Node-Bs of the Tracking Area

· This means that security association/parameters for the RRC protocol have to reside in the e-Node-B. A UE can stay in Idle state at the Node-B for days.

· Some UE subscriber information have to reside in e-Node-B in Idle and connected mode i.e. continuously

Architecture 2:

· RRC protocol is located above the eNode-B in all cases, in a node above eNode-B

· This architecture resembles the Release 6 Control-plane architecture with RRC in a network node above the e-Node-B

· Whether the UE is in Idle state or connected state, there is no RRC context in the eNode-B

· This means that security association/parameters for the RRC protocol never reside in the e-Node-B.

Architecture 3:

· RRC protocol is located in the eNode-B when the UE is active

· RRC consists of a connected state only

· When the UE is in Idle mode, there is no RRC context maintained in the eNode-B

· This means that security association/parameters for the RRC protocol have to reside in the e-Node-B, in case the UE is active.

· The architecture assumes secure eNode-B to e-Node-B signalling exchanges, possibly via the network node above

· Some UE subscriber information have to reside in e-Node-B in connected mode i.e. when the UE is active

RRC functionalities for LTE are likely to consist in similar functionalities as UMTS, notably:

· Establishment of a RRC connection UE to network i.e. allocation of radio temporary identities

· Management of radio mobility, including measurements and handover

· Management of radio bearers to transmit/receive data

· Management of security (although this has to be considered)

For your information, a majority of companies in RAN2 and RAN3 would prefer to have RRC connected mode in the eNode-B (Architecture 1 or 3), provided no security show stopper is found. However some companies felt that architecture 2 may be more acceptable from security standpoint.

4. Security of network interfaces

RAN WG2 and RAN WG3 would also like to highlight the following:

· In architecture 1, one e-Node-B can send direct paging requests to other e-NodeBs

· In case of inter-NodeB handover, packet data forwarding from one eNodeB to another eNodeB is considered in some architectures

UE subscriber contexts can reside in the eNode-B in some architectures, as highlighted in the section above

Given these considerations, could SA3 consider the following:

· Can eNodeB to eNodeB connections be considered as secure?

· Note that the question is about direct e-NodeB to e-NodeB direct transport level connections, and not about a solution whereby an anchor node would relay the information – that latter solution being by default considered secure

· Can e-NodeB to upper nodes be considered as secure?

· Will the security mechanisms (e.g. IPSec, intrusion filters…) be defined by the specifications, given that the interfaces are open interfaces?

5. Actions:

To SA3.

ACTION: RAN2 and RAN3 kindly ask SA3 to answer the question below. In order to conclude the high-level architecture in LTE/SAE, it is highly desirable to receive the response in time for the RAN2 and RAN3 meetings on 7-11 November since many aspects of LTE architecture cannot be concluded without it.

· RAN WG2 would like SA3 to review the 3 architectures regarding the security requirements i.e. ciphering/integrity protection of RRC signalling/context;

· identify if any of the 3 architectures has a show stopper security issue; and

· RAN WG2 would like SA3 to confirm RAN2 and RAN3 analysis/understanding described in section 2.

· Answer the questions is section 4

3. Date of Next TSG-RAN WG2 and WG3 Meetings:

TSG-RAN WG2 Meeting #49 
7th – 11th November 2005
Seoul, South Korea.

TSG-RAN WG2 Meeting #49bis 
9th – 13th January 2005
Sophia Antipolis, France.

