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Reproduction and distribution of the material (text, diagrams, etc) included in this liaison is allowed as needed for discussion within the appropriate groups and possible use, in whole or in part, for the purposes of the organisation to which this liaison is addressed. Copyright on the original material is retained by the Multiservice Forum.

Liaison Statement

Source: MultiService Forum (MSF) – Protocol and Control Working Group and Architecture Working Group

To: 3GPP

Authentication of fixed network SIP phones in an IMS based network and interactions between Session Border Controllers and the ISC interface. 

The MultiService Forum (MSF) has previously published architecture specifications for next-generation fixed networks and Implementation Agreements that are aimed at facilitating interoperability between devices that implement various next-generation network functions.  The MultiService Forum has also organized interoperability testing events (most recently, the Global MSF Interoperability 2004 event) which have received wide recognition from both vendors and network operators.

The MSF is currently engaged on updating its architecture so as to promote the convergence of existing packet voice networks with 3G packet voice networks that implement the IP Multimedia Subsystem (IMS).  The MSF notes that the 3GPP is engaged in examining the protocol impact from providing IMS services via fixed broadband (TR24.819).

In discussing the convergence of the MSF Release 2 architecture with the 3GPP IMS Core Network architecture at the MSF meeting on July 19-21 in Ottawa, Canada, the MSF has identified two issues about which it would be interested to receive comments from the 3GPP, namely:

1)  IMS CN access from the installed base of SIP endpoints, including SIP phones and Analog Telephone Adapters.  The MSF notes that the authentication mechanism specified in the IMS is based on RFC3310 (Authentication and Key Agreement), while the authentication mechanism most widely used between SIP endpoints and registrars in the fixed network is based on RFC2617 (Digest Authentication).  The MSF observes that it may be possible to facilitate access for such endpoints to the IMS CN by enhancing the S-CSCF to support RFC2167 authentication in addition to RFC3310 authentication.  However, a mechanism needs to be agreed by which the S-CSCF can determine what type of authentication to apply when it receives a REGISTER request.

2)  Application Server and S-CSCF in different network operator domains.  The MSF observes that multiple real-world examples exist of network operators serving SIP endpoints and delivering services to those endpoints, some of which are provided by application servers that are hosted by other network operators.  In IMS terms, this is equivalent to extending the ISC interface between different network domains.  In practice, network operators deploy Session Border Controller devices at these interfaces in order to secure their networks and hide topology.  The MSF has determined that, in order to provide the required security, real SBC devices substitute different Route headers in SIP messages that they pass from one domain to another.  This has the effect of removing the information that a S-CSCF uses to correlate an incoming message from an AS with the outgoing message that the S-CSCF passed to that AS, as per paragraph 5.4.3.2 of TS24.229.  The MSF observes that, in these circumstances, some other means of correlation is required.

The MSF would welcome comments from the 3GPP on either or both of these topics.

