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Start of 1st modified section

5.2
Charging rules

Charging rules contain information that allow for filtering of traffic to identify the packets belonging to a particular service data flow, and allow for defining how the service data flow is to be charged. The following apply to charging rules:

-
The operator defines the charging rules for bearer charging. A predefined charging rule is defined at the TPF only, but may be known at the CRF by reference.

-
Charging rules are installed at the TPF for both offline and online charging.

-
Multiple charging rules are supported simultaneously per user and bearer.

-
Filtering information within an installed charging rule is applied through filtering functionality at the TPF to identify the packets belonging to a particular service data flow.

-
The CRF may dynamically generate and install charging rules in order to cover IP service scenarios where the filtering information is dynamically negotiated (e.g. negotiated on the application level as for IMS).

-
Predefined charging rules stored in the TPF are supported. The charging rule identifiers of the predefined charging rules shall be different from the charging rule identifiers allocated by the CRF.
-
Predefined charging rules may include filters, which support extended capabilities, including enhanced capabilities to identify packets associated with application protocols.

-
For GPRS an operator may optionally define predefined charging rules that operate only on MBMS bearer contexts, see TS 23.246 [13]. Pre-defined charging rules that operate on MBMS bearer contexts are not applicable to any PDP contexts. Pre-defined charging rules for MBMS Bearer contexts are not available to a CRF and hence they cannot be dynamically activated over the Gx reference point. For MBMS a GGSN may collect charging data records on a per MBMS bearer context basis. The report may depending on the configuration of the charging rule include volume- and/or time-usage for a certain MBMS service. The purpose of the reporting may include the collection of charging data records that can be used as a basis for charging a 3rd party supplier. Further since multiple users share an MBMS bearer context it is not possible to report on a per user basis.

-
There may be overlap between the service data flow filter information of charging rules that are applicable. Overlap can occur between:

-
multiple predefined charging rules in the TPF;

-
multiple charging rules from the CRF;

-
charging rules predefined in the TPF and rules from the CRF, which can overlay the predefined rules in the TPF.


The precedence identified with each charging rule shall resolve all overlap between the charging rules. When overlap occurs between a dynamically allocated charging rule and a predefined charging rule at the TPF, and they both share the same precedence, then the dynamically allocated charging rule shall be applied first.
NOTE 1:
The operator shall ensure that overlap between the predefined charging rules can be resolved based on precedence of each predefined charging rule in the TPF. The CRF shall ensure that overlap between the dynamically allocated charging rules can be resolved based on precedence of each dynamically allocated charging rule.
-
Charging rules contain information on:

-
How a particular service data flow is to be charged: online, offline or neither;

-
Indication of charging unit, in case of offline charging whether to record volume- or time-based charging information or both;

NOTE 2:
In case of online charging, the indication of charging unit is passed as a part of credit control.

-
Charging key;

-
Service data flow filter(s);

-
Service identifier;

-
Precedence (used at the TPF to determine the order in which charging rules shall be applied to a packet flow);

-
Charging rule identifier (used between CRF and TPF for referencing charging rules);

-
Application Function Record Information;

-
Service identifier level reporting: mandated or not required.

-
Event triggers may be used and are associated with all the charging rules of an IP network connection.
-
An OFCS and/or OCS address may be associated with an IP network connection.
-
The charging rule identifiers allocated by the CRF shall be unique within a TPF/CRF dialogue.
-
If it is provided by the AF and the rule filters are based on the AF provided information, the Application Function Record information is included in the charging rule, and in subsequently generated charging information generated as a result of the rule. It should be noted that, in order to associate a single Application Function Record with specific counts/credits, it is necessary that new counts/credits be generated for the user by the TPF each time the AF generates new Application Function Record information.
-
Once the charging rule is installed at the TPF, the TPF applies the rule to detect the service data flow and counts the packets, categorised per the rule set in the charging rule.

-
Separate charging rules can be provided for downlink and uplink.

-
Charging rules can be configured for both user initiated and network initiated flows.

-
The charging key value and, optionally, the service identifier value of the charging rule identifies the service data flow.

-
Charging rules that were provided by the CRF and installed for a bearer can be modified by the CRF, e.g. for a previously established PDP context in the GPRS case, based on specific events (e.g. IM domain events or GPRS domain events, credit control events). Apart from the charging rule identifier and the charging method (online, offline, neither) all parts of a charging rule may be modified. Modification of a charging rule shall triggerequivalent TPF behaviour as the CRF simultaneously removing the old and installing the new (modified) charging rule.

-
Different charging rules can be installed for different users.
-
The same charging rule can be installed for multiple users.
-
Different charging rules can be installed based on the location of the user (e.g. based on identity of the roamed to network).

-
Installation of the charging rules can occur at bearer service establishment, modification and termination. For GPRS, charging rule installation can occur at PDP context activation, modification and deactivation.

-
For GPRS at PDP context activation, modification and deactivation a CRF may decide to align the set of charging rules for any other active PDP context. The CRF considers in such a case this as an Internal Trigger Event as described in clause 7.3 for the interaction with the TPF.

-
For GPRS, the charging rules can be dependent on the APN used.

End of 1st modified section

Start of 2nd modified section

5.5
Credit management

Online charging credits shall operate on a per charging key basis.
NOTE 1:
Independent credit control for an individual service data flow may be achieved by assigning a unique charging key value for the charging rule.
The TPF shall support credit management on a per bearer basis.

It shall be possible for the OCS to apply re-authorisation of credit in case of particular events as described in section 5.7.
It shall be possible for the OCS to form a credit pool for multiple (one or more) charging keys, applied at the Traffic Plane Function, e.g. with the objective of avoiding credit fragmentation. Multiple pools of credit shall be allowed per bearer.

NOTE 2:
A pool of credit applying to a single charging key is equivalent to an individual credit limit for that charging key.

The OCS shall strictly control the rating decisions. The OCS shall also control the credit pooling decisions. The OCS shall, when credit authorization is sought, either grant a new pool of credit, together with a new credit limit, or give a reference to a pool of credit that is already granted for that bearer.

The grouping of charging keys into pools shall not restrict the ability of the OCS to do credit authorisation and provide termination action individually for each charging key of the pool.

NOTE 3:
'credit' as used here does not imply actual monetary credit, but an abstract measure of resources available to the user. The relationship between this abstract measure, actual money, and actual network resources or data transfer, is controlled by the OCS.

It shall be possible for the OCS to group service data flows charged at different rates or in different units (e.g. time/volume) into the same pool.
End of 2nd modified section

Start of 3rd modified section

5.7
Re-authorisation and Event Triggers

Re-authorisation applies to online charging. For each charging key, the TPF receives re-authorisation trigger information from the OCS, which determines when the TPF shall perform a re-authorisation. The re-authorisation trigger detection will cause the TPF to request re-authorisation of the credit in the OCS. It shall be possible for the OCS to apply re-authorisation of credit in case of the following events:

-
credit authorisation lifetime expiry;

-
idle timeout;

-
SGSN change;

-
PLMN change;

-
QoS changes;

-
RAT type change.

NOTE:
This list is not exhaustive. The protocol description may support additional events.

Reauthorization triggers apply after bearer establishment.

Bearer modifications, which do not match an reauthorization trigger shall cause no reauthorization interaction with the OCS.
Event triggers apply to both offline and online charging. The event triggers are provided by the CRF to the TPF using Provision Charging Rule procedure. Event triggers are associated with all charging rules of an IP network connection. Event triggers determine when the TPF shall signal to the CRF that a bearer has been modified or a specific event has been detected.

Event triggers include the following events:

-
SGSN change;

-
PLMN change;

-
QoS change;

-
RAT type change;

-
TFT change.

Event triggers apply after bearer establishment.

Bearer modifications, which do not match an event trigger shall cause no interaction with the CRF.
End of 3rd modified section

Start of 4th modified section

6.2.1
Charging Rules Function

The CRF provides service data flow level charging rules. This functionality is required for both offline and online charging. The CRF accesses information stored in the service data flow based charging rules data repository. An external interface to the charging rules data repository may be used for management of the charging rules within the data repository. Specification of interfaces to the data repository is out of scope of this TS.
The CRF supports both dynamic activation of predefined charging rules in the TPF and dynamic charging rules that are downloaded to the TPF.
The CRF determines what charging rules (including precedence) to apply for a user. The applicable charging rules are determined based on information available to the CRF including that received from the TPF, i.e. information about the user, the bearer characteristics, and the network related information. When a further request for charging rules from the TPF or information from an AF arrives the CRF shall be able to identify whether new charging rules need to be transferred to the TPF and respond accordingly.

The CRF will receive information from the AF that allows a service data flow to be identified, and this information may be used within the charging rule (i.e. protocol, IP addresses and port numbers). Other information that is received by the CRF (e.g. application identifier, type of stream) may be used in order to select the charging rule to be applied.
For a specific AF, the CRF shall apply the AF input to the charging rule completion and selection to all charging rules of the user.

A CRF node may serve multiple TPFs.

End of 4th modified section

Start of 5th modified section

6.2.4
Traffic Plane Function

The TPF shall be capable of differentiating user data traffic belonging to different service data flows for the purpose of collecting offline charging data and performing online credit control.
The TPF shall support predefined charging rules. See subclause 5.3 for further filtering and counting requirements.

In the case of online charging, the TPF shall not allow traffic unless credit has been granted by the OCS. If triggered by the OCS, the TPF shall initiate a bearer service termination.

For online charging, the TPF shall be capable of managing a pool of credit used for some or all of the service data flows of a user for each bearer. The TPF shall also be capable of managing the credit of each individual service data flow of the user. Note that the TPF credit management operates on a per charging key basis, i.e. the TPF shall maintain a single credit for all service data flows of a bearer that share the same charging key. 
A TPF may be served by one or more CRF nodes. For GPRS, the TPF shall contact the appropriate CRF based on the APN , which is the primary mechanism. Optionally, the IMSI or MSISDN may in addition to the APN be used as input for selection of the appropriate CRF. For other IP-CANs the TPF shall contact the appropriate CRF based on the access point connected to and, optionally, a UE identity information that is applicable in that kind of IP-CAN.
NOTE 1:
For GPRS the CRF address(es) are configured in the TPF (GGSN) per APN.

For GPRS, it shall be possible to provide flow based charging functions for different service data flows even if they are carried in the same PDP Context. For GPRS, the TPF is a logical function allocated to the GGSN.
For GPRS, the TPF/GGSN applies charging rules on a per PDP context basis.
For each PDP context, the TPF shall accept information during bearer establishment and modification relating to:

-
The user and terminal (e.g. MSISDN, IMEISV)

-
Bearer characteristics (e.g. QoS negotiated, APN, IM CN Subsystem signaling flag)

-
Network related information (e.g. MCC and MNC)

The TPF shall use this information in the OCS request/reporting or request for charging rules.

The operator may apply different charging rules and rates depending on different PLMN. The TPF shall be able to provide MCC and MNC of the serving network (i.e. SGSN) to the CRF, which may be used by the CRF in order to select the charging rule to be applied.
The operator may configure whether Flow Based Charging is to be applied.

NOTE 2:
For GPRS, PDP Contexts for specific APNs may not be applicable to Flow Based Charging, hence regular GPRS charging would apply for these PDP Contexts, and the TPF function would not be invoked (i.e. no CRF interaction would occur).


For each PDP context, there shall be a separate OCS request/OFCS reporting, so this allows the OCS and offline charging system to apply different rating depending on the PDP context.

The TPF shall gather and report information about packets that are charged according to service data flow based charging. In case of GPRS, the TPF shall report the service data flow based charging data for each charging rule on a per PDP context basis.

At initial bearer establishment the TPF shall request charging rules applicable for this bearer from the CRF. As part of the request, the TPF provides the relevant information to the CRF. The TPF shall use the charging rules received in the response from the CRF. In addition, the TPF shall use any applicable predefined charging rules. Predefined charging rules may apply for all bearers of all users or may be dynamically activated (or deactivated) by the CRF for a specific bearer. If no charging rule was installed for this bearer the TPF shall reject the bearer establishment.

If there is no charging rule installed for a successfully established bearer at any later point in time (due to a bearer service modification or due to an unsolicited provisioning of charging rules by the CRF), the TPF may initiate a bearer service termination.

If the bearer is modified, by changing the bearer characteristics, the TPF shall first use the event triggers to determine whether to request the charging rules for the new bearer characteristics from the CRF. Afterwards, the TPF shall use the re-authorisation triggers in order to determine whether to require re-authorisation for the charging rules that were either unaffected or modified.
If the TPF receives an unsolicited update of the charging rules from the CRF, the charging rules shall be installed, modified or removed as indicated by the CRF.

If another bearer is established by the same user (e.g. for GPRS the Secondary PDP Context Activation procedure), the same procedures shall be applied by the TPF as described for the initial bearer. 
For a bearer, the TPF shall only apply the charging rules that are activated/associated with this bearer. Hence a charging rule is installed, modified and removed on a per PDP context basis. If multiple PDP contexts are active for a UE the CRF may decide that a charging rule is to be activated/associated with more than one PDP context.
The TPF shall evaluate received packets against the service data flow filters in the order according to the precedence for the charging rules. When a packet is matched against a SDF filter, the packet matching process for that packet is complete, and the charging rule for that SDF filter shall be applied. If there is no match against any SDF filter established for that bearer the packet shall be discarded.
End of 5th modified section

Start of 6th modified section

6.2.5
Application Function

The AF provides information to the CRF, which can then be used for selecting the appropriate charging rule, and also used for configuring some of the parameters for the charging rule. The operator configures the charging rules in the CRF, and decides what data from the AF shall be used in the charging rule selection algorithm.

An AF may communicate with multiple CRFs. The AF shall contact the appropriate CRF based on either:

-
the end user IP Address and/or,

-
other UE identity information the AF is aware of.

NOTE 1:
By using the end user IP address, an AF is not required to acquire any UE identity in order to provide information, for a specific user, to the CRF.

When contact is not based on the end user IP address, the AF shall assure that it communicates with any CRF that might be used for this service (APN).

NOTE 2:
Since MBMS is using MBMS Bearer Contexts a BM-SC cannot act as an AF since Gx in the case of GPRS only operates on flows within a PDP context in this release.

The AF shall provide information to allow the service data flow to be identified. The AF shall also provide some other information that may be used in the charging rule selection process.

The information provided by the AF is as follows:

-
Information to identify the service data flow: refer to subclause 5.3.
The AF may use wildcards to identify an aggregate set of IP flows.
-
Optional Application Function Record information that would be included in charging data generated by the AF and by the TPF and could be used to associate the records for post processing.
-
Information to support charging rule selection:

-
Application identifier;

-
Application event identifier;

-
Type of Stream (e.g. audio, video) (optional);

-
Data rate of stream (optional);

-
User information (such as user identity).
The "Application Identifier" is an identifier associated with each service that an AF provides for an operator (e.g. a packet streaming service AF would have one application identifier for the service).

The "Application event identifier" is an identifier within an Application identifier. It is used to notify the Service Data Flow Based CRF of such a change within a service session that affects the charging rules, e.g. triggers the generation of a new charging rule.
End of 6h modified section

Start of 7th modified section

6.3.1
Gx reference point

The Gx reference point enables the use of service data flow based charging rules such as counting number of packets belonging to a rate category in the IP-Connectivity Network. This functionality is required for both offline and online charging.


The Gx reference point supports the following functions:

1.
Initialisation and maintenance of Gx connection

2.
Request for Charging Rules (from TPF to CRF)

3.
Provision of Charging Rules (from CRF to TPF)

4.
Indication of Bearer Service Termination (from TPF to CRF)
End of 7th modified section

Start of 8th modified section

6.3.1.3
Provision of Charging Rules (from CRF to TPF)

The CRF identifies the charging rules that are applicable to each bearer of the user. The CRF then sends the charging rule information to the TPF.
The charging rule information represents the set of charging rules to be installed (or activated) by the TPF, which can be one or a combination of the following:

-
charging rules,

-
identifiers for pre-defined charging rules,

-
a single identifier for a set of pre-defined charging rules.

The provisioning may be a response to a Request for Charging Rules, or it may be unsolicited.

Provision of Charging Rule shall support cases where charging rules are to be installed, removed or modified in the TPF as well as cases where charging rules are neither installed nor removed nor modified in the TPF (only relevant in the response to a request for charging rules).

NOTE:
Predefined charging rules cannot be modified.

The Provision of Charging Rules shall include information about the instance it relates to (i.e. identifier for the relevant TPF/CRF instance), in addition, the Provision of Charging Rules may include charging rules and the associated action indications (install, modify, remove).
End of 8th modified section
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