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Discussion
Selective Disabling of UE Capabilities is a feature to be used as a drastic action to selectively disable services on misbehaving UEs. A misbehaving UE is a UE which contain application(s) which is(are) misbehaving due to e.g. wrong implementation or virus infected. Typically, downgrading the network capacity and causing additional charges through abnormal repetitions transmission of various kinds of service indications to the network. 

The TR 23.805 currently details two possible solutions for the Selective Disabling of UE Capabilities, one based on SMS OTA and one based on OMA Device Management (DM). 

As described in TS 22.011, the relevant action is to disable UE initiated service indications triggered by a misbehaving application. 

For reference the text from 22.011 is presented below:

4.5
Control of UE Capabilities

To protect the user from the effects of a misbehaving UE (e.g causing additional charges, degraded performance) and to protect the network operator's network capacity, including radio resources and network signaling and processing, means shall be provided for the HPLMN and the VPLMN to provide an indication to the UE as to which network provided services or functions it is not allowed to use.

The Selective UE Capabilities list, shall be maintained in the UE and the UE shall not request any services indicated as disabled. At registration the HPLMN or VPLMN may interrogate the status of the list and provide a new list.

It is further reasonable to require that applications downloaded to the mobile will work on APIs that cannot have influence on the type-approved behaviour of the mobile’s signalling stack e.g. RR, MM, GMM, CC etc. A further breakdown of the list of SA1 required services to be able to disable is therefore limited to mobile originated services.

· Mobile originated CS calls

· CS Emergency calls

· Mobile originated Supplementary Services

· Mobile originated SMS over CS

· Mobile originated SMS over PS

· Mobile originated location services over CS

· Mobile originated location services over PS

· Mobile originated PDP Contexts

· Mobile originated MBMS Contexts

Regarding IMS Service, it seems reasonable to assume that we do not need to differentiate between different IMS based services and disabling of IMS registration seems applicable. It can be noted that disabling of PDP Context activations will be a way to disable a misbehaving IMS application sending repeatedly IMS registrations. IMS Emergency needs further studies when IMS Emergency has been specified.

Regarding the OMA DM need to use bearers to contact the mobile and configure the Selective Disabling Managed Object, it should be seen as a network initiated bearer request and not a mobile originated. As said above Mobile terminated SMS is never disabled. Further OMA DM is using the WAP Push mechanism to establish the GPRS bearer. It is reasonable to allow a WAP Push application to trigger PDP context activations to a DM server, while other applications in the mobile are blocked by the disabling feature. 

Some rules are needed for when a UE, which has been disabled regarding mobile originated PDP Context activations, are allowed to make a PDP Context activation for Device Management usage: 

· In the OMA DM solution for Selective Disabling the feature is activated in a mobile that has been bootstrapped with and configured by a Device Management Server. The DM client will only request PDP Context activation when it has received a OMA DM notification through the WAP push mechanism. The DM Notification carry the DM Server ID as well as an MD5 Hash (Current OMA DM functionality).

· To further strengthen the malicious triggered PDP Context activations by a misbehaving application the implementation of the selective disabling feature in the mobile can optionally have a gate control where PDP Context requests are only acceptable in the API when a WAP Push notification has been received towards the OMA DM client (Application ID in WAP Push notification).

Proposal

This contribution suggests that we go forward with further specification based on the OMA DM based solution.

